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l. Overview of the Study and Methodology

Introduction

—  Electronic Benefit Transfer (EBT) systems which operate as an
integral part of the existing commercial on-line debit infrastructure
rely on commercial EFT processors for the day-to-day detailed
operation of benefit issuance and redemption. Historically, the
support provided to State welfare agencies by commercial data
processing and systems operators has been highly specific,
controlled, and distinct. While computing resources might be
shared with other information management systems operated by
the processor, virtually all other aspects of the support are
dedicated to.  the exclusive requirements the commercial
organization has been retained to provide. EBT, because of its
reliance upon commercial electronic funds transfer (EFT)
processors, is significantly less specific, controlled, and distinct.

Within the EFT environment, truly significant dollar amounts are
transferred daily in the form of transactions, debits, charges
against credit, payments, and the like. The ability to
communicate and account for this tremendous volume is only
possible because of a complex communications networks that tie
together networks of terminals, computers, and financial
institutions. It is generally believed by those knowledgeable of
EFT that the flow of transactions proceeds accurately and that
this system can be trusted. There are, however, documented
attempts to corrupt the flow of transactions. Individual acts and
collusion by two or more parties of persons account for most of
these attempts. Virtually all reported incidents have involved the
magnetic stripe card used for credit transactions rather than
potentially more significant perpetrations (ranging from ATM/POS
terminal tampering to the fraudulent misdirection of funds from
valid to unauthorized accounts). A critical vulnerability of credit
is that a personal identifications number (PIN) is not currently used
for authentication. The traditional and dominant security focus in
commercial direct debit EFT has been and continues to be the
personal identification number (PIN).

Moreover, there are two generally accepted beliefs with respect
to commercial information and financial management systems that
are highly relevant. First, operators of commercial financial

EFT Security Assessment page I-1
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systems, especially credit card services, concede that there are
substantial financial losses due to fraud. Second, it is generally
accepted that security in commercial systems has lagged behind
developments in the federal arena, especially among agencies
concerned with defense and national security.

Commercial EFT services currently dissipate losses in a number of
ways. Losses are frequently written off as business losses,
considered to be a part of the cost of doing business. Credit-
based services as exemplified by VISA and MasterCard charge the
cardholder interest on outstanding account balances, and an
annual service fee, as well as charge merchants for each
transaction. These charges provide sufficient income to offset
EFT losses as well as support EFT processing and business
services. Moreover, commercial EFT programs, as distinct from
EBT programs, provide access to accounts that are the property
of individuals and organizations. This property, or resource, is
actively monitored by the owner who is likely to react when any
form of impropriety is suspected. In this context, EFT systems
are more likely to rely on detection and correction rather than
prevention of penetrations that result in the misappropriation of
funds.

‘In contrast, EBT is not designed to absorb losses. Benefit
issuance losses can not be written off as a cost of doing business.
There is no legislative mechanism in place to supplement
entitlement program appropriations for losses, nor is there a built-
in tolerance for losses. This condition is a logical extension of
existing federal policy with respect to recipient loss of food
stamps.

EBT distributes public funds and as such is held to a high standard
of accountability. Moreover, the benefits that EBT systems
distribute are under the stewardship of the State and not the
recipient. Funds are transferred from the Treasury through
financial settlement to the authorized retailer who accepts the
tendered EBT card as the benefit is used, and not in the form of
an initial lump-sum deposit. Though not confirmed by empirical
research, the recipient is thought to be less likely to have a
custodial interest in the EBT account. For this reason, EBT
systems are more dependent upon the prevention of lapses in
security.

EFT Security Assessment page |-2
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This study, entitled "EFT Security Assessment and Implications
for EBT”, reflects an initiative by the FNS to comprehensively
address major issues shaping this discussion. Reflecting the
nature of its title, the study includes an examination of the
security vulnerabilities in EFT and their applicability to EBT. It also
looks at security vulnerabilities unique to EBT and whether
existing EFT security measures provide adequate safeguards for
preventing significant monetary loss (theft) and significant
disruptions of service. The study examines the current foundation
for security guidance to be found in the Advanced Planning
Document Handbook' and the Food Stamp EBT regulations
published on April 1, 1992. Finally, the study presents EBT-
specific security guidelines that augment existing Advanced
Planning Document security requirements.

The study focuses on the full base spectrum of EBT processing.
Included are the terminals, EBT transaction processor, the state
administrative agency, third party processors, concentrator banks,
federal agencies, and the data communications links between
each. The focus of this study is security in on-line direct debit
EFT processing using a magnetic stripe card. Forms of abuse
such as card selling evidenced in EBT demonstration sites are not
easily rectified through dramatic changes to the basic magnetic
stripe card. Moreover, the risk to the program created by card-
based fraud is relatively low (see Section Il).

The report is not intended for general release. While it does not
describe in detail specific points of vulnerability, there is sufficient
information to warrant caution. Also, it is assumed that the
reader is familiar with basic EBT functions and the roles of various
organizational players in the design, delivery, and management of
EBT services.

Objectives of
the Study
The objectives of our research were as follows:

' Food and Nutrition Service Handbook 901, Advanced
Pianning Document (APD) Handbook. 1992.

e U —
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(1) Identify all known and potential vulnerabilities to EFT
commercial systems, describe these vulnerabilities
according to type and point of system vulnerability,
and compare these EFT wvulnerabilities to EBT
weaknesses;

(2) Identify private sector practices for prevention and
detection of losses and assessment of security
standards for EBT applications for matched system
vulnerabilities;

(3) Estimate the potential magnitude of loss or diversion
attributable to each type of vuinerability;

(4) Assess the effectiveness of existing prevention and
detection strategies; and

(5) Propose security guidelines for use in certifying or
monitoring system security during the phases of the
EBT system life cycle (i.e., design, development,
implementation, and operations).

Overview of the
Study Methodology
The primary research method employed was an extensive

collection of data from respondent groups within and peripheral to
the EFT commercial infrastructure and EBT vendor community.
Respondents included numerous individuals from the following

areas:?
° Regional EFT network/switch operators
. Vendors of access devices and software developers

2 A list of individuals and organizations contacted under
this study is included as Appendix C. The appendix also
includes notes from those interviews. The interviews
were conducted with an assurance of confidentiality.
The release of these notes, regardless of their apparent
benign quality, would violate this assurance.
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. Food industry organizations

. Banking industry organizations providing
concentrator bank services

° Major third party processors

° Federal, State and local program officials who
administer and enforce food assistance programs

] Key Federal agencies responsible for computer
security standards, investigation and prosecution of
computer and EFT fraud.

A Methodological Caveat

The very nature of the EFT commercial infrastructures posed a
significant challenge to the data collection effort. That is, great
variability exists in the roles and functions of these organizations,
reflecting the somewhat incongruous development of POS debit
nationwide. With the objective of painting a complete and fair
picture of the EFT commercial infrastructure, our data collection
often hinged on locating whomever could provide the accurate
and comprehensive data, regardless of organization. In addition,
there is a general and widespread reluctance to disclose
information about losses resulting from card and system-based
fraud. Every effort was made to overcome this barrier including
assurances of confidentiality -- this report is not intended for
distribution to the general public, for example -- as well as offering
to meet on-site with the vendors and adhere to their security
requirements. This reluctance made it necessary to deviate from
the traditional system security risk assessment methodology. The
risk assessment methodology generally considers the value of a
system asset in the context of potential for loss or compromise.

While we do not believe that there are significant vulnerabilities
waiting to be disclosed or be exploited, the absence of specific
information about incidents and magnitude of loss in the
commercial processing environment does limit some aspects of
this research. Without information about the value of losses it is
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Further Specification of the EBT Security Requirements.

The EBT security requirements are based on the regulations

‘applied to the various functional components of EBT in

terms of hardware, software, and human interface (system
operators, end users, intermediaries such as users of
administrative terminals). We then built upon this initial
model, as it was largely a product of the available written
material. This building or articulation was accomplished
through contacts with and visits to the on-line and "smart-
card” demonstrations, review of their practices, systems,
and procedures, and review of any specific testing and
security audit results.

Interviews with the Various Respondent Groups. We
worked with FNS in refining the lists of specific individuals
to be contacted within various public and private sector
organizations. Prior to this, the project team assessed the
type and content of information being sought, and
determined how the information directly supports the
assessment objectives.

The data collection objectives for federal program officials
included gathering background information on applicable
federal security requirements; information about any on-
going efforts to examine EFT security vulnerability,
potential security systems, procedures, or requirements
that may be applicable to EBT; and the security concerns of
other programs likely to be involved in EBT. The data
collection objectives for state officials focused on
identification of state concerns and applicable state
requirements.

We interviewed state and contractor staff responsible for
systems security, and attempted to acquire and review
security policies, test scripts, and results of security tests
for existing demonstrations.

We obtained technical and procedural characteristics data
of the equipment currently on the market as it relates to
security from vendors of access devices. Our interviews
with vendors focused on three other topics: the cost of
existing security aspects of various terminal and card
devices, the ability of the terminals and cards to meet a

EFT Security Assessment
and Implications for EBT
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potential range of FSP/EBT requirements (and the
associated costs of upgrading), and any anticipated
changes in access device security. Some of this
information was of a proprietary nature; but where we
could we obtained cost data.

We obtained data from regional EFT networks, financial
institutions, and other transaction acquirers on their
security procedures, ability to meet existing EBT
requirements, and the practices, procedures, and hard
safeguards that would address EBT security concerns.

We sought information on the types of EFT devices
currently deployed and the in-store and system-wide
security systems in place from the major food retailers
(grocery store chains). We also examined what-if scenarios
applicable to the incorporation of EBT into store operations.
We obtained more general information from the food
industry trade associations (e.g., FMI, NGA, etc.) including
the extent to which their membership recognizes the need
for security of financial, sales, and accounting systems;
industry trends; and industry-identified threats that might
be applicable to EBT.

Our data collection objectives for the banking industry
focused on the extent to which their membership is
invested in EFT security, what standards they are imposing
on EFT transactions and processing, and how they interpret
existing EBT security requirements as stated in the
regulations or experienced in the demonstrations (this was
addressed by the concentrator banks for the existing
demonstrations).

We developed and used a tailored questionnaire for each
group of individuals identified for interviews. The
questionnaires were designed to be as non-intrusive as
possible, while garnering the critical information best
available from the source.

Appendix C identifies who was interviewed and provides a
summary of information obtained.

EFT Security Assessment page -8
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Data Analysis. We analyzed the data gathered through the above
methodologies to provide the following:

Specification of EFT and EBT security vulnerabilities,
their causes and how they cross over - how an EFT
vulnerability is present in EBT, would be new to EBT
because the EBT function has no equivalent in EFT,
or how an existing safeguard available to EFT
encompasses a vulnerability associated with a
function responding to an EBT requirement.

Loss potential for all vulnerabilities. Loss is defined
as both monetary and as disruption affecting
availability of service and/or the integrity of system
information and is considered in terms of ranges of
loss and extent of loss due to a single event or
systematically repeated events. In this context,
incidental card fraud has a low monetary loss risk,
while insider defrauding of the settlement process
has an extremely high monetary loss risk. Similarly,
card selling will not disrupt service or compromise
the integrity of system information, while
unauthorized changes in the authorized terminal look-
up files will result in severe disruptions in system
availability and information integrity.

An assessment of the currently available safeguards
to prevent and/or detect a security vulnerability.
Although a formal cost/benefit analysis was not
conducted, the relative cost of potential remedies for
risk situations was considered in light of the
potential for loss.

Formulation of security guidelines that will address
all significant known and expected security
vuinerabilities. These guidelines are based on the
results of the analysis and attempt to balance the
need for appropriate security with the need to
provide affordable protection, consistent with
commercial EFT capabilities. Virtually all of these
guidelines are drawn based on existing industry and
practices and federal guidelines.

EFT Security Assessment
and Implications for EBT
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A comprehensive glossary of terms is provided in Appendix F.

Report Organization
The remainder of the report is organized as follows:

. Section I summarizes the findings of the
vulnerability assessment, concluding that there are
no major high risk financial, service availability, or
information integrity vulnerabilities except those
associated with reliance on unencrypted analog
cellular telephone-based communications. All other
vulnerabilities are judged to be low risk, though
appropriate to address.

. Section lll presents the detailed specification and
analysis of EFT and EBT vulnerabilities and the
countermeasures that address them.

] Section IV presents a comparison of the APD
Guidelines and the Food Stamp EBT regulations and
their combined coverage of vulnerabilities. With few
exceptions these two documents provide a complete
foundation for defining security requirements and
implementing appropriate security as the EBT project
progresses through design, development,
implementation, and operation.

o Section V presents EBT security guidelines
addressing each of the major points in EBT systems
design, development, testing, and operation.

The report also contains supplemental information in appendices.
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ll. Summary of Findings

Introduction

———— |nformation security is concerned with the protection of computer
assets. It includes protecting computer and communication
systems as well as programs and data during processing, storage,
and transmission. The primary goals traditionally are designated
as:

] Confidentiality (protection against unauthorized or
undesirable disclosure);

] Integrity (protection against unauthorized or
undesirable modification);

] Accessibility of service (protection against undesired
degradation of computing or transmission resources).

More generally, security includes protection against misuses and
may also address some hardware and software reliability
concerns. Each of these goals noted above is central to EBT
transaction and support data processing. While the value of
individual assets -- the benefit made available to the recipient each
month for use in obtaining food -- is comparatively small, the
collective value at the program level is considerable. In the
commercial environment within which EBT operates, the value of
individual accounts is higher. At a program level, EBT is
fundamentally unlike the payment or payment transfer systems
that now characterize the commercial sector because it is funded
with public funds. However, at a functional level, EBT in most
respects shares the functions of commercial sector point of sale
direct debit EFT services.

The commercial sector continues to be reluctant to seriously fund
information security unless a security breach involving the
company receives media attention. To complicate matters, it
appears that many such breaches remain hidden; this is partly
attributable to fear of loss of customer confidence and fear of
increased insurance premiums.

EFT Security Assessment page }-1
and Implications for EBT

Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Section 1]

There are ample techniques available to address a wide range of
common information security concerns: for example, access
control and user authentication. However, commercial system
providers generally have been slow to adopt these techniques and
integrate them into their standard offerings. This is particularly
true of open systems that can be interconnected rather easily,
even if heterogeneous. It is also true of some but not all EFT
system processors. One reason for this is that EFT processing
has tended to give greatest priority to the availability of service
and lower priority to the disclosure of information and its integrity.
This priority is shared in EBT. The Food Stamp EBT regulations
describe stringent service availability performance requirements.
To date, EBT projects have established significant monetary
penalties in the event that service availability falls below required
levels.

The Outlook for System Security

The security risks to information systems continue to rise due to
increased use of networks and open systems with inadequate
security, increased computer literacy on the part of potential
misusers, and greater societal dependence on information
technology. USA Research Inc. in Portland, Oregon, estimated
the total value of damage done by computer break-ins in the U.S.
at $164 million in 1991. Nearly 70 percent of U.S. organizations
have had security breaches in the past year, reports Creative
Strategies Research Inc. in Santa Clara. Although a general
awareness of the need for security is increasing, implementation
of security measures and controls is highly incident driven.

The insider threat -- for example, from disgruntied employees -- is
in some contexts larger than that from outsiders, particularly in
systems with limited remote access and networking. That threat
will remain large, but distributed systems will change the
definition of an insider. Indeed, the sharp distinctions between
insiders and outsiders will in many cases disappear, and we will
have to speak in relative terms. The proliferation of personal
computer and workstation networking is creating increased
security problems in three primary risk areas: disclosure of data
(including programs), alteration of data or programs, and damage
to equipment.

ey e S S S
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The variety and volume of telecommunications make
communication channels a likely point of security attack. EFT and
EBT would not be possible without extensive and highly
distributed telecommunications that link the estimated 150,000
POS terminals to central processing sites. Better communication
services attract more sensitive information and thereby become
more attractive targets. Furthermore, the serious security
vulnerabilities of microwave and radio-frequency communications,
as well as remote and cellular telephony, also invite snooping.

To varying degrees, these types of threats are present in EFT
processing and must be anticipated in the design, development,
implementation, and continued operation of EBT systems.

Summary of Findings

———— |0 this section, the findings of the EFT vulnerability assessment
are discussed together with other security issues that influence
thinking about EBT security by program managers, state
administrators, and EFT processors who are seen as providers of
EBT processing services.

The EFT/EBT Security Context

Broadly speaking the following conditions characterize the EFT
transaction processing environment in terms of its vulnerabilities:

L EFT systems have many points of access where
transactions can be affected in unauthorized ways because
of direct customer involvement with the dynamics of the
systems, the use of telecommunication lines, and the ways
in which data are aggregated and transmitted between sites
(processing/intermediary) and financial institutions. This
same condition applies fully to EBT.

. EFT crime is often difficult to detect because funds/data
can be removed or manipulated by instructions hidden in
compliex computer software; the dynamics of the criminal
actions may be understood by only a few experts within
the institution. This same condition applies to EBT,
although the extensive reconciliation requirements for EBT
provide an important mechanism for detecting some, but
not all, such abuse.

EFT Security Assessment page [i-3
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EFT crime offers a sporting element, or intellectual
challenge, that perhaps is as enticing to some as the
opportunity for financial gain. This same condition applies
to EBT.

EFT crime is poorly reported because publicity may draw
attention to ways of attacking the integrity of the EFT
system, may give organizations a poor public image, or may
even raise insurance premiums.

Increasingly, computer viruses are gaining in significance as
a potential threat to computers and the information they
process and store. Computer viruses are most prevalent in
open systems with limited or no access controls. EFT (and
EBT) systems, while much more restrictive and limit access
to known users, are not immune from computer viruses.

It is possible, in theory, for large banks of data to be
destroyed by inside and remote agents, creating the
opportunity for maliciousness, extortion, blackmail, or
terrorism.

Standards on point of sale direct debit PIN encryption
provide sound safeguards when the decryption and
confirmation of the PIN is confined to the host or central
transaction processing facility. PIN encryption is a core
feature of EFT and EBT security.

EFT support of point of sale direct debit functions rely on
the availability and integrity of many centrally maintained
files {(e.g., account holder authorization files, terminal
identification files, retailer files, hot card files), the
degradation of any one of which significantly reduces
system services. For the commercial customer, a lapse in
system availability is an inconvenience; for the EBT client,
the consequences are far more direct.

Although the commercial EFT sector is aware of the opportunities
for internal and external fraud, they have yet to identify and
institute uniform controls for EFT processing.

T U —
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EFT/EBT Security Vulnerabilities

At this point, we have identified many potential vulnerabilities
present in EFT which pose a threat to EBT. Most of these
potential vulnerabilities can be grouped into one of four

categories:
1. Unauthorized use of access devices -- EBT cards --
through:
-- Theft

-- Compromise of PIN
-- Unauthorized EBT card usage
-- Unauthorized manual transactions

2. Fraud by a legitimate cardholder

3. Insider/outsider manipulation of data, programs, and
hardware, through:

-- Unauthorized modification of production programs
-- Unauthorized alteration of databases

-- Hacker entry into telecommunication lines

-- Damage to or tampering with hardware

-- Computer virus caused damage to software and
data

These vulnerabilities may occur as a resuit of:

-- Improper or excessive access capabilities or
privileges

-- Inadequate segregation of duties

-- Collusion

-- Accidental transfer of a virus

4, Unintentional errors or intentional fraud in wire
transfers

The first and second potential vulnerabilities are associated
primarily with the actual use of the EBT card. The third and
fourth fall within the domain of the processor. These potential
vulnerabilities are discussed below. A discussion of key
countermeasures follows.

EFT Security Assessment page lI-5
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Centralized EBT Processing Functions. The research reported here
indicates that the largest area of risk appears to be centered at the
EBT processing site. Most (if not all) states will choose to use an
EFT processor (or other information systems organization capable
of supporting EFT processing) for EBT processing (e.g.,
maintenance of the EBT client database, on-line transaction
authorization, and batch reporting). However, whether the EBT
processing is performed at a state’s data center or at an EFT/EBT
processor’'s data center, there are critical files that must be
protected from unauthorized access and use. These data include:
the files containing client names and addresses, dollar value of
benefits granted, benefit balances, and client/retailer history; the
program source and load libraries that contain EBT application
programs such as the programs used to decrement balances,
report exceptions, etc.; and the system logging and security files
that contain users’ access capabilities, system security
parameters, and logs of all system activity. Improper access to
these files could result in significant dollar losses to the EBT
program and/or disruption of service availability.

Third-Party Processors. Furthermore, while the EBT regulations
require that third party processors (EFT switches through whom
EBT transactions are routed) "must meet all published third party
interface specifications and undergo functional and acceptance
tests as specified by the State agency”, system security
requirements for these third party processors are not being
prescribed at a detailed leve! by the states. Third parties provide
certain security information, such as the names of significant data
files, program source and load libraries, and system security files.
Third parties also provide the names and job descriptions of
processor employees with authorized access to this critical data,
as well as the names of system administrators whose privileged
attributes also permit access.

Telecommunications. Our interviews indicate minimal risk to
telecommunication lines used for sending and receiving EFT
transactions between the terminal and the host processor at this
time. This assessment could change in the future, as criminals
invest in telecommunications technology to eavesdrop and alter
messages or otherwise create vulnerabilities that we now believe
to be slight. Therefore, while message authentication and full
message encryption (rather than PIN-only encryption) do not
appear to be cost effective at this time, the ability to add these

EFT Security Assessment page ll-6
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capabilities at a future date should be considered when systems
are designed. Encryption and message authentication would
defeat rhost potential threats to telecommunications.’

Applicability of Food Stamp EBT Regulations

The Food Stamp EBT regulations, published in April of 1992,
require that EBT systems provide for a number of security
measures. Each of the key requirements is summarized below.
Of the seven requirements, four are adequately addressed by
current commercial EFT security practices, two are not uniformly
addressed, and one is specific to food stamps.

EBT security requirements addressed in existing commercial EFT
systems. The four EBT security requirements now covered by
commercial EFT point of sale direct debit practices:

] Communications network security that utilizes the
Data Encryption Standard (DES) algorithm to encrypt
the PIN, at a minimum, from the point of entry, and
other methods to ensure data security during
electronic transmission

. The physical security of ADP resources to protect
the processor’s physical facility and the card
inventory

o The security of equipment to protect against theft

and unauthorized use so that only authorized users
can access the central computer

L The security of personnel, for both system and
administrative users.

' The current interest in the imposition of the Clipper Chip
or similar master key encryption schemes are a direct
response to national security and law enforcement
concerns about unregulated encryption and the resulting
inability to conduct legal electronic eavesdropping.

EFT Security Assessment page -7
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authorization, massage validation, tracking of
reversals, and protection against unauthorized use,
access, and file changes to software and data

° Emergency preparedness

The security of software and data is addressed through access
controls and audit controls applied to all stages of EBT processing.
As noted already, information provided by and about EBT
processors indicate uneven application of uniform access controls
and audit controls. If it is not being done for EFT processing, it is
not likely to be done for EBT processing, unless specifically
required. In addition, there are monitoring and audit requirements
in place to detect abuse at the POS terminal level, tampering with
settiement data, and manipulation of recipient and retailer account
data.

Emergency preparedness, which is described in this report in the
context of disaster recovery, is at best a hit or miss prospect.
Some commercial EFT processors have implemented contingency
plans that would allow for an orderly resumption of service
availability; others have not.

The final requirement, restoration of coupon issuance is specific
to EBT and therefore, was not addressed in this study.

These regulations amplify the sacurity guidelines already available
in the Advanced Planning Document Handbook (301), and provide
a sound and appropriate foundation for countering most, but not
all EBT system vulnerabilities.

Countermeasures

As indicated earlier, commercial EFT direct debit processes are
generally secure when properly implemented, though the practices
employed by processors vary in rigor. The lack of uniform rigor
means that each prospective EBT processor’s existing security
measures must be carefully raviewed. There are a number of
controls that can be implemented or strengthened by EBT
processors and state agencies to counter and reduce the
vulnerabilities identified above. Some of these seek to prevent
penetration while others detect penetration of the system.

EFT Security Assessment page 1I-9
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There is evidence to suggest that, absent rigorous implementation
of software, hardware, and personal security, current
implementation of EFT processing may be deficient in both the
prevention and detection of penetration. Full and complete
attention to all of the countermeasures summarized below would
provide a reasonable balance between risk and program costs.
These countermeasures are readily available and do not require
adjustments to infrastructure. Briefly, these countermeasures
include:

Aggressive transaction auditing. -- Transaction auditing can be
performed using already completed transaction data or it can be
performed on a real-time basis. In commercial EFT, most of the
auditing is done after-the-fact because real-time analysis increases
the amount of time needed to complete a transaction. There are
a number of areas that merit attention. Off-line activity such as
manual {voucher-based or key-entered) transactions should be
monitored carefully. After-hours transactions should not be
allowed. Prosecution of recipients and employees should be
widely posted, as it may help to deter collusion. Additionally,
auditing will identify the situations where authorized retailers are
little more than benefit exchangers. Many of these measures are
in place specifically as a result of EBT.

Aggressive access control, log-on and system use audit trails.
EBT processors must adhere to rigorous log-on and password
systems for all system users at the processor and administrative
agency sites. In addition, all system use should result in detailed
audit trails that show the who, what, and when for each use of
the system. This includes software changes, file look-ups, file
generation, upload/download, remote system access user
ID/password/security file access, and changes in configuration.

Configuration control. Any change in operating systems,
software, or system management contemplated by the processor
or the state must be reviewed with the state administrative
agency as part of overall risk management.

Recipient training and education. ¥ Money magazine recently
reported that $18 million was lost to ATM fraud last year. Basic
training of card holders should include: don’t write down your PIN
number, conceal the keypad with your body when you enter a
PIN, and take your receipt with you when you have completed
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your transaction. EBT recipients need to be taught the importance
of shielding their PIN when it is entered and taking the receipt
with them.

ldentification of the client on the EBT card. There is no uniform
requirement that the EBT client’s name be embossed (imprinted
with raised letters) on the card. Also, debit systems emboss the
primary account number (PAN) on the card. This number is
subsequently linked to specific accounts during transaction
processing. The embossed name provides one method for
confirming that the cardholder is the person named on the card.
Currently, account numbers are printed on customer receipts in all
EBT projects, though printing of case number on the receipt is
being actively considered by one EBT processor as a means of
thwarting retailers who obtain PINS, match them with accounts,
and manually enter false transactions.

Training and education on security issues for administrative and
systems users. Training should include terminal access
management, log-on and password management, definition of the
range of access permitted, and the consequences of illegal or
unauthorized actions.

- Adequate retailer training and improved security in the EBT point
of sale terminal software applications. A number of grocers
haven’t been using any other than the default ID (they don't set
up new IDs). In one EBT project the initial default password was
the same for all instalied terminals. The use of shared cashier IDs
by more than one cashier should be controlled. The supervisory
override passwords also present risks. This situation will change
as stores convert to their own POS-debit system and it becomes
more important to assess the internal security of each chain’s
system.

Requirement for segregation of duties in card and issuance and
key processor functions. Card and PIN issuance should be
physically segregated at all issuance sites with software and
hardware controls to prevent circumvention. Key processor
functions should be segregated so that no one person can create
an account, initialize a retailer (terminal), and generate a
settlement file.

e —
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Continued emphasis on detailed reconciliation analysis and
production of exception reports. Detailed daily reconciliation of all
recipient and retailer accounts and analysis of account status
provide valuable problem detection tools. This practice responds
to EBT regulatory requirements.

Contingency planning for disruption of transaction processing and
telecommunications. Most security plans that address these
issues focus on protecting the system from one type of threat -
the human threat - while virtually ignoring the danger posed by
natural and man-made disasters. Financial institutions and other
organizations engaged in EFT transaction processing are especially
vulnerable to natural and man-made disasters (an example being
the infamous roof cave-in at EDS’ New Jersey processing facility
during the winter of 1993) because of their need to have
immediate access to account information for authorizing
transactions and updating balances. Special consideration must
be taken when planning for disaster recovery in an EBT system.
The best solution is an alternate processing site, but it has a high
associated cost. (See Appendix E.)

State administrative agency access to processor security
arrangements and EDP audit findings. States should receive as
part of the procurement process, a copy of the EBT processor’s
security policies and EDP audit findings. The security policies
should be consistent with the guidelines provided in the APD
Handbook. EDP audit is a standard industry practice. Any
changes to policy or practice that occurred during the year should
be documented, and planned changes should be communicated in
advance for approval and assessment of risk. States should
require an annual third-party data center review of the processor,
and they should reserve the right to perform unannounced
compliance reviews.

High emphasis given to physical security. Physical security
provides safeguards which protect the physical assets of a
computer facility from unauthorized entry, damage and theft.
Broadly speaking, the computer facility includes buildings,
computing and communications equipment and the staff
responsible for operating and supporting the various information
processing activities that take place in the facility. Section 9023
of FNS Handbook 901, Advance Planning Document (APD)

EFT Security Assessment page lI-12
and Implications for EBT

Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. section [l
[ ————————————

Handbook, outlines these points in detail and provides appropriate
guidelines for physical security.

Other Key

Security Issues

In this section, two considerations with respect to EFT and EBT
security are addressed. The discussion considers the availability
of security standards and the evolving structure of EBT services.

Applicable Standards for EFT Information Security

At present there is no uniform body of security standards for EFT
information processing. With few exceptions, accepted practices
are referred to as industry or EFT standards. The exceptions
which focus primarily on processing and indirectly upon security
include terminal management protocols, telecommunications, and
message formats. There is a second body of guidance, first
developed for the national defense and intelligence communities,
that is slowly migrating to the commercial and non-national
defense communities. Each of these is discussed briefly.

ANSI and ABA standards. The best known of these is American
National Standards Institute (ANSI) X.9.8 entitled Personal
Identification Number (PIN) Management and Security,
which was promulgated in 1982. Virtually all terminal drivers
processing direct debit provide for PIN encryption using the Data
Encryption Standard (DES) in accordance with X.9.8. As noted
elsewhere, when implemented properly, DES encryption of the PIN
in a physically secure configuration provides significant protection
of both the accuracy and integrity of the PIN when incorporated
into an EFT transaction. ANSI X.9.9 and X.9.19 both address
message authentication for financial transactions. Of these,
X.9.19 is directly applicable to EBT because it is concerned with
retail financial transactions. Unlike encryption which makes a
message secret (or in the case of retail EFT messages, the PIN
portion of the message), message authentication protects the
message from modification while in transit between the point of
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sale and authorization processor (e.g., sender and receiver).?
Message authentication can incorporate DES, though the pending
Data Authentication Algorithm (DAA), set forth in FIPS Publication
113, specifically addresses this form of encryption.

The concept of trusted systems. National governments are
concerned with at least the confidentiality of some of their data,
and most Western governments have established organizations to
address this concern. In the United States, computer security
research and advice to contractors and industry are the
responsibility of the National Institute of Standards and
Technology (NIST)}, which focuses on the civilian sector, and the
National Computer Security Center (NCSC), a component of the
National Security Agency (NSA), which focuses on the military
sector.

The military sector is far ahead of the civilian sector in expressing
its information security requirements and in developing approaches
to getting them fulfilled. The approach taken in the military sector
during the previous decade is referred to as "trusted systems” (or
more properly, trustworthy systems). That expression refers to
systems whose security has some measure of assurance
commensurate with the perceived risks. Criteria and procedures
have been developed for evaluating trusted systems and for
expressing various levels of trustworthiness. The primary
publication that explains these concepts is the Trusted Computer
System Evaluation Criteria (TCSEC), more familiarly known as the
‘Orange Book’; it is accompanied by a Rainbow series of
interpretations, most notably the Trusted Network Interpretation
(or ‘Red Book’) and the Trusted Database Interpretation (or
‘Lavender Book'). These are discussed further in Appendix D.

NIST is chartered by the U.S. Congress to establish standards
with respect to security issues affecting networks, programming
languages, system interfaces, and data encryption. Congress,
however, has not funded all of the programs which establish these
standards. In addition, the Department of the Treasury is
responsible for certifying equipment used for Federal EFT.

2 Message authentication involves the creation of a unique

‘signature’ by the sender which is decoded and
confirmed by the receiver.
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However, its focus has been on federal processing and securities
processing and not commercial EFT processing.

Should EFT processors who provide EBT processing be formally
certified according to the TCSEC criteria? Some of the
transaction processing computer operating systems available for
EFT processing are under review by the NCSC. NIST is moving
toward interpretations of TCSEC that apply to commercial
systems, but the certification of systems is a slow process. Also,
it is not yet clear how compatible the NIST interpretation will be
in a commercial EFT processing environment that places primary
emphasis on service availability and secondary emphasis on
security. However, with respect to access control and user
accountability, the expectations set forth in TCSEC at the B-1
level offer useful benchmarks. The B-1 level requirements
incorporate all of the recommendations in this report when applied
to the EBT processor facility. However, given the variability
associated with terminal deployment, application of TCSEC should
be limited to the host processor environment.

The Changing Structure of EBT and Security Implications

Until now, EBT development has focused almost exclusively upon
single-state systems. This derives in large part from the
heretofore developmental nature of efforts and the retention of a
governance structure that emphasizes single-state responsibility
for food stamps (as well as AFDC and WIC). Under the existing
paper-based benefit delivery methods, the single-state model was
perfectly adequate. Each state concerned itself with the timely
issuance of coupons and warrants. Authorization and
management of redemption points and the redemption process for
food stamps were a Federal responsibility and not sensitive to
state-specific distinctions.

EBT is no longer limited to special single-state initiatives.
Neighboring states are moving to embrace EBT and very soon, the
distinction imposed by state borders is likely to biur. States may
continue to develop their own EBT systems; they may join
together in consortiums to form multi-state EBT solutions; or they
may subscribe to regional EBT service providers. All paths are
likely to introduce new areas of security concern to system
designers and operators. The most noteworthy of these is shared
access to databases and the vulnerabilities associated with
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increased access. In the commercial world, EFT processors now
manage multiple data bases and applications.

For example, Deluxe Data Systems performs all of the following

activities:

] Processing EBT transactions in Maryland and New
Jersey '

. Processing a significant share of the nation’s debit
transactions

° Serving as a third-party processor for other networks

. Processing a significant volume of credit transactions
(VISA)

4 Operating its own check verification services.

The distinguishing characteristic of these processing ventures is
that they may share common transaction and support platforms,
but operate independently from one another.

In a multi-state EBT system, a single EBT processor would manage
the combined recipient and retailer databases for each state; a
situation analogous to single-state EBT systems. However, while
analogous (e.g., similar authorization processes, file structures,
and support requirements), the magnitude of the system requires
special attention to performance, capacity and security. In a
multi-state EBT system, reconciliation is more complex and more
demanding, since the accounts for each state must be processed
separately. The magnitude of, and time required for, system roli-
out is greatly increased -- card issuance, retailer equipage,
administrative terminal deployment, training -- and increases the
likelihood of a breach in security. Finally, if there is a system
failure, its consequences would not be limited to one state, but
would potentially atfect all states served by the EBT processor.
This suggests the provision of hot-backup within the processing
site be provided for {e.g., a standby fault tolerant transaction
processor) as well as an alternate processing facility capable of
acquiring transaction processing within a very short interval, if not
immediately.
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The next section of this report examines potential EFT security

vulinerabilities and countermeasures and their applicability to EBT
in more detail.
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Section lll. Detailed Vulnerability Assessment

Introduction

The infrastructure used to support EBT systems is essentially
identical to that used by the ATM and point of sale (POS) direct
debit segments of the commercial electronic funds transfer (EFT)
industry. As EBT systems move toward statewide and multi-state
operation, it makes sense to take full advantage of the existing
ATM and on-line debit infrastructure. Future EBT systems can be
"piggybacked” on current ATM and on-line debit systems, using
existing terminal hardware, communication links, and processing
relationships.

While piggybacking an EBT system on the commercial EFT
infrastructure promises substantial cost savings, it raises several
issues, one of the most pressing being the security of hardware,
software, and databases used to support the EBT system. On-line
direct debit EFT presents many opportunities for fraud. EFT
systems are based on communications between remote terminals
and a central processing site, where the transactions are routed
to card-issuing banks for approval. Security weaknesses can exist
at the terminal, the processing site, or anywhere on the
communications networks that connect terminals, processors, and
administrative agencies. Security must cover all communications,
data files, hardware, and software. It must protect against
monetary loss and disruption of service and provide adequate
assurances that confidential information remains confidential.

This section addresses in a systematic manner the major
vulnerabilities of the ATM and on-line debit segments of the
commercial EFT infrastructure. Most of these vulnerabilities will
become security concerns to an EBT system using the EFT
infrastructure to initiate and process transactions. A few
vulnerabilities are unique to EBT transaction processing. Also,
EBT introduces safeguards that enhance processing security.

Historically, EBT processing system security has tended to focus
primarily upon transaction processing and only secondarily on the
ancillary functions that support transaction processing. This
review of EFT/EBT security has taken a more general focus so that
all of the system linkages, including administrative and settiement,
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can be considered. This approach is necessary if we are to fully
understand all security vuinerabilities or risks.

In this section, the primary vulnerabilities of EFT and EBT systems
are described. This is followed by a discussion of the primary
countermeasures currently available to EFT processors. The
analysis focuses primarily on the high risk vulnerabilities. In
general, we conclude that there are few serious vulnerabilities,
certainly none that require immediate attention or reconsideration
of the cost of providing EBT services to food stamp and cash
program beneficiaries.

EBT Processing Model and

Points of Vulnerability

In this report, we have identified a wide range of potential security
vulnerabilities of EFT and EBT processing systems. Figure li-1
provides a diagram of the typical EBT processing system and
where the points of potential vulnerability are to be found. These
points include:

] The magnetic stripe card

. The payment device or terminal

] The retailer environment

° Telecommunications links between the retailer site

and the processor

. Telecommunications links between the state agency
and the processor

. Telecommunications links between the processorand
the concentrator bank

. Telecommunications links between the

processor/concentrator bank and the federal
Payment Management System center

. The EFT/EBT processor
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] The concentrator bank (and the associated
ACH/Federal Reserve)

] The state administrative agency, including local
agency sites

Each of these points could be subject to one or more potential

{

—

1 d

-

information, and the quantity of information (e.g., number of
transactions or accounts) that are processed. In general, the
points of least vulnerability (also referred to as risk) are associated
with the card and the terminal because the magnitude of potential
loss is low. That is to say, the card only provides access to a
single account and the terminal is restricted to a limited and finite
number of transactions. In contrast, those points where risk is
potentially high are at the processor level and other similar points
where there ie accese to hiah concentratione of accounte and
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the card issuer banks. Moreover, the state agencies
entrust the processors with a greater degree of
control over the authorization file than do banks. In
EBT the processor provides all routine file
management service, whereas in EFT this activity is
retained by the card issuer bank.

3. EFT processor on-line links to the issuer bank’s
branch offices are likely to be integrated into the
issuer bank’s existing data processing and
telecommunications systems.

EBT processor’s on-line links are not to branches but
to local administrative offices (e.g., county welfare
offices) and these linkages may be integrated into
the existing state data processing and
telecommunications system or may be supported
directly by the EBT processor and therefore operate
independently of the state’s data processing and
telecommunications system.

The Vuinerability

Assessment Strategy

Vulnerability as defined in this study is the susceptibility of an EFT
debit processing system to some range of intended and
unintended disruptions. These intentional disruptions are not the
result of accidental behavior or of a routine procedure that is
inappropriately applied. Unintended actions are caused by human
or system errors. Examples of such actions might include an
incorrect posting of new benefits to an account, or updating an
authorized terminal file with an out of date file. Attacks are
motivated by a desire to disrupt a data system, damage a data
system, or to illegally obtain monetary rewards.

Susceptibility can best be analyzed in terms of probability of
occurrence and is dependent on three components. They are:
value of the asset; opportunity for the perpetrator; and the effect
on the system. A fourth factor that works collectively with these
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components is the sophistication of the agent who penetrates the
system.! Each of these components is discussed below.

Value of the Asset. The value of an asset is contingent on the
perceived expected gain. Counterfeiting of a magnetic stripe card
has a low value given the average available balance in a food
stamp recipient’s account. However, the system programmer
who has access to daily settlement processing (e.g., programs
and data files) will be presented with an opportunity with a very
high expected gain.

If the perceived gain is low in comparison to the obstacles, a
lower value would be attached to the corruption of an asset. In
contrast, |f the perceived gain outweighs the obstacles and
penalties for committing the abuse, then the value attached to the
fraudulent act would be higher. Value can be rated as low,
medium, or high.

Opportunity. Opportunity is the ease with which an intruder can
attack some component of the system. Typically, this is
addressed by access controls and compartmentalization of
functional responsibilities. Usually, absence of controls within a
system creates opportunities for harmful events. When

' There is another, more complex, factor: the challenge

presented by a system. Breaking into systems as typified
by so-called computer hackers is often motivated by the
perceived challenge presented by a system. The terminal
driving components of an EFT processing system only
support specific transaction functions. Automated
response units (ARUs), Remote Job Entry (RJEs)
connections between mainframe processors in different
physical locations, and administrative terminals are the
more likely avenues available to a hacker intent upon
breaking into a system in order to read or alter files and
programs. EFT/EBT processors did not report any
incidences of hacker penetration to us. This does not mean
that it is not possible. If the access controls identified in
this report are in place, hacking is at a minimum detectable.
Appropriate operating system security and configuration
controls greatly reduce the risk of changes to files and
software that a hacker might be capable of making.
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opportunity is high, the risk of theft or disruption is high. Point of
sale terminals installed in retailer lanes without individual unique
passwords present a greater opportunity than do terminals, which
have a unique password associated with a specific checkout clerk.
Opportunity can be quantified as low, medium, or high.

Effect of the Threat. Effect of the threat is defined as the
magnitude of damage to either the system capacity for performing
in accordance with design expectations or the financial integrity
of the system. [f the attack corrupts key files or disrupts
processing, then the system cannot support transactions or
provide for the timely settlement and distribution of funds to
retailer accounts. Alternatively, if the attack successfully diverts
significant amount of funds to an illegally defined account, then
the financial integrity of the system is damaged. This component
considers the integrity of the system, its ability to respond to
service demands, and the financial impact of the penetration. As
noted above, effect can be quantified as low, medium, or high.

intruder Sophistication. The sophisticated intruder is more likely
to penetrate an EFT/EBT system than is the less sophisticated
intruder. A caseworker who plays with the administrative terminal
may have a minor disruptive impact. In contrast, a programmer
familiar with EFT processing or complex computer systems has a
greater likelihood of getting closer to key central functions. This
might include the reprogramming of a point of sale terminal to
display the PIN or compromising key files at the central processing
site. The more sophisticated user is likely to have a relatively
more pervasive impact on the system. Financial loss will be
greater, damage to processing capacity and availability will be
greater, and detection will be more difficult. Intruder
sophistication can range from low to high.

Thus, in this context, card counterfeiting does not require great
sophistication, the value of the asset is low (in relative terms) and
the effect is low (it diverts benefits from a single recipient’s
account but the monetary impact, absent Regulation E liability is
low).2 Even though the opportunity is high, the overall threat

2 The reason why the effect of counterfeiting is limited is
that if the PIN is centrally maintained, the counterfeit cards
can only access a single account. The risk is much greater
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rating is judged to be low. The system continues to function as
designed, there is no significant loss of funds, and the overall
integrity of transaction processing remains unaffected.

This four-component rating approach was applied to each of the
identified vulnerabilities present in EFT systems and likely to be
present in EBT systems. In fact, all of the vulnerabilities that
might be present in an EFT system will be present in an EBT
system if the current practice of piggy-backing on commercial

infrastructure continues. While more highly quantitative
approaches are possible, this was not attempted for a number of
reasons.

First, in the absence of reliable data on the risk of these
vulnerabilities, it is not appropriate to assign a probability of
occurrence. Put simply, the EFT debit and credit processors who
cooperated in this study would not discuss losses or incidents
where security practices were compromised. Moreover, expert
estimates of the likelihood of occurrence of theft, break-in, and
compromise of internal security are generally not reliable. Rather,
they are expert opinions and judgements.

Second, while it is generally known that commercial information
systems are more prone to security violations and specifically
known that credit card EFT systems experience substantial
financial loss, the industry is very reluctant to discuss losses in
specific terms. Moreover, losses in the credit card sector are not
necessarily indicative of the losses that EBT systems are likely to
encounter. Coupled with this is the fact that there are virtually no
indications of loss in direct debit, much less an indication of the
value of these losses. Absent a comparable base for assigning
value to potential losses, a relative weighting strategy described
above, has been used.

if the central PIN file is compromised which is why this
particular file is accorded very high levels of control.
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Putting Vulnerability

in Context -- A Model

EBT System

In an effort to better understand the relative risks associated with
different types of vulnerabilities, we describe a hypothetical EBT
system. For ease of presentation, the EBT system is small and we
will consider its operation over a single day and how vulnerabilities
might impact the system. These impacts will be considered in
terms of dollars and recipients. Also, the example is limited to
Food Stamp EBT, though many of the vulnerabilities would also
apply to cash programs.

Characteristics of the EBT System. The hypothetical EBT system
serves 1,000 recipients through an installed base of 100 terminals
situated in 40 retailer locations. Of the 100 terminals, 70 are
located in chain stores and 30 are located in small owner-operated
stores. There are a total of 40 retailers, 10 of whom are chain
stores, and 30 of whom are small owner-operated stores. Each
recipient performs an average of 6 transactions per month against
an average monthly allotment of $120.00. Also, each recipient
uses the full available benefit amount each month and performs
no more than one transaction on any given day. Thus, the
average transaction is for $20.00. The EBT system setties each
day, reconciling debits and credits, and preparing the appropriate
data files for ACH processing by the concentrator bank. Finally,
the state issues benefits on the 5th and 10th of each month. On
the 5th, the benefits for half of the recipients (500) are posted,
and on the 10th the benefits for the remaining half of the
recipients are posted.

With these characteristics in mind and assuming 30 days in a
month, on any given day there would be:

L 200 transactions
° $4000.00 in transactions

o 140 transactions in chain stores and 60 transactions
in small owner-operated stores.

U 14 transactions with a value of $280.00 are
completed in each chain store
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. 2 transactions with a value of $40.00 are completed
in each small owner-operated store

Overall, in a month, there would be 6,000 transactions with a
total value of $120,000. Of the 6,000 transactions, 4,200 would
be performed in chain stores and 1,800 in small owner-operated
stores. On each issuance day, a total of $60,000 is posted to the
authorization data base maintained by the EBT processor using
information provided by the state administrative agency.

Using this hypothetical EBT system it is possible to speculate
about the relative magnitude of loss.

] If a recipient sells his or her EBT card and PIN, the
maximum loss is $120.00, assuming the recipient
did not report the card as lost or the Regulation E
liability provisions were waived.

. Large retail chains have comprehensive clerk
surveillance and penalty systems in place, minimizing
the likelihood that a check-out clerk could skim funds
without collusion by the store manager or owner.
However, in the small owner-operated stores where
there is no comparable surveillance, it is possible to
'shoulder shop’ PINS from food stamp customers
and match this to the account number on the
retailer’s copy of the transaction receipt. The retailer
could then enter false transactions manually up to
the limit of the available balance in each account.
The maximum loss, assuming two valid transactions
per day would be $100.00 for each account, or 2.5
percent of the system’s total daily transaction total.

. If a small store owner using the necessary equipment
and expertise were to duplicate cards and PIN’s for
one month and then use the duplicates to originate
transactions on the next month's issuance data, the
potential loss would be $7,200, or six percent of the
total authorized benefits for the month.

. At the processor level, a number of threats are
possible.
EFT Security Assessment page llI-10
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-- If the authorization file or other key files
needed to support transaction processing
were to be disabled for a day, then the
system would not be able to process 3
percent of its monthly transaction volume.
This would affect a maximum of 200
recipients or 20 percent of the caseload.

-- if the settiement process were disrupted,
deposits for a single day’s EBT transactions
would be delayed for potentially all retailers.

-- If the daily settlement process was subverted
and all credits were made to a single account
because of collusion between a processor’s
employee and a retailer, $4,000 (or three
percent) of the available funds would be
stolen.

These security breaches are hypothetical. They clearly
demonstrate the magnitude of impact on the EBT system. They
also reinforce the fact that the greatest value (but also the lowest
opportunity) exist with the processor, and in those instances
when a small retailer is able to duplicate a significant number of
cards.

It is important to note that most are unlikely to occur, if
appropriate safeguards are in place and stringently enforced. The
likelihood, or probability, of occurrence is of critical importance
when deciding whether or not a safeguard should be required.
Unfortunately, absent a reliable history of past occurrence, it is
very difficult to assign a meaningful probability of occurrence. Of
the various vulnerabilities identified herein, few have occurred in
either EFT or EBT programs. For this reason, we have focused on
safeguards that are feasible and within the current capacity of
commercial EFT. The one exception is back-up processing in the
event of a catastrophic processing center failure (see Appendix E).

EFT Security Assessment page Ili-11
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Potential EFT
System
Vulnerabilities
Exhibit Ill-1 summarizes the principal potential security

vulnerabilities associated with EFT processing systems. We
emphasize that these are potential vuinerabilities since there is no
documented evidence to suggest that direct debit EFT systems
have experienced a significant penetration. While the EFT and
hence the EBT processing environment is characterized by a low
state of vulnerability, there are areas where enhanced attention to
information security will reduce exposure. When appropriate
access and change controls are in place along with full user and
processing audit collection and analysis, virtually all threat of
significant penetration of EBT systems is preventable, certainly
detectable. As improved telecommunications technology -- such
as fiber optic cable -- replaces existing copper-based
telecommunications, a communications link between point of sale
and the EBT processor will be significantly more secure. Cellular
communications provide a means for allowing food stamp route
vendors and other authorized food retailers lacking a fixed place
of business are authorized to process transactions electronically.
Efforts to accommodate these retailers using a transaction
processing methodology which permits maximum control over the
transaction have focused on adaptation of celiular telephone
communications. When digital signal formats are used, the
opportunity for message intercepting, exposing the data to lapses
in privacy, jeopardizing the integrity of the transaction, and
creating opportunity for playback (e.g. duplicate transactions) are
greatly minimized.3* Not included as vulnerabilities are the
traditional back-end processing activities that directly involve the

? Intercepted messages, together with routing information

can be replayed one or more times. Because these are
duplicate messages, they will be rejected by the transaction
processors who compare transaction messages. Virtually
all debit terminals incorporate internal edits to prevent
repeat sending of transactions. Resources that are needed
to support valid transactions are distracted.

Older analog celiular communications are highly vuinerable
and should not be used.

EFT Security Assessment page l-12
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‘Summary of EFT and EBT Vulnerabilities Exhibit I11-1

Threat Level
EFT or EBT- Vulnerability/ Value of Opportunity Overall Threat Counter- Recommend
Vulnerability Specific Threat Source Asset Threat Effect Rating measure(s) for EBT
Card selling EBT Recipient Low High Service Disruption -- Low | Low Training, Yes
(in EFT card Financial Loss -- Low
theft is more Transaction
likely) analysis,
Manual EBT Recipient Low High Service Disruption -- Low Low Training Yes
transactions Financial Loss -- Low
Manual
Manual entry Retailer (small transaction
retailers and analysis
Paper voucher route vendors)
Non EFT and EBT | Recipient Low High Service Disruption -- Low Low Administrative Yes
systematic Retailer Financial Loss -- Low training
card Processor
counterfeiting Third party Issuance
{copying processor compartmental-
existing card Administrative ization
base) agency
Outsider High Low Service Disruption -- Low | Low Access and
Systematic Financial Loss -- High audit
Non EFT and EBT | Recipient High Moderate Service Disruption -- High | Moderate Access and Yes
systematic Retailer Financial Loss -- High audit controls
card Processor
counterfeiting Administrative Card inventory
{creating false agency controls
cards for false Qutsider
accounts)
Systematic Service Disruption -- Low
Financial Loss -- High
EFT Security Assessment page lIl-13
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Summary of EFT and EBT Vulnerabilities

Exhibit I1I-1

Threat Level
EFT or EBT- Vulnerability/ Value of Opportunity Overall Threat Counter- Recommend
Vulnerability Specific Threat Source Asset Threat Effect Rating measure(s) for EBT
Create EFT and EBT | Retailer Low Low Service Disruption -- Low | Low Access and Yes
unauthorized Processor Financial Loss - Low audit controls
retailer Third party
terminals processor EBT retailer
Outsider selectivity
enhances
protection
Terminal EFT and EBT | Retailer Low Low for Service Disruption -- Low Low PIN encryption Yes, in place
tampering Outsider recipient and | Financial Loss -- Low anti-tamper for
Terminal installer large retailer controls commercial
POS debit
Moderate to EBT retailer
high for small selectivity
retailers, enhances
outsiders, protection
and high for
installers Contractual
safeguards for
installers
Transaction EFT and EBT | Retailer Message No
intercepting Third party authentication
--passive processor Low Low Service Disruption -- Low | Low
Outsider Financial Loss -- Low Substantial
--destructive Low Low Service Disruption -- High | Low hardening of
Financial Loss -- Low telecom
--theft High Low Service Disruption -- High | Low connections
Financial Loss -- High
Copper True protection
of telecom
assets beyond
EBT/EFT
EFT Security Assessment page llII-14
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Summary of EFT and EBT Vulnerabilities

Exhibit Il1-1

Threat Level
EFT or EBT- Vulnerability/ Value of Opportunity Overall Threat Counter- Recommend
Vuinerability Specific Threat Source Asset Threat Effect Rating measure(s) for EBT
Transaction EFT and EBT | Retailer Message Yes
intercepting Third party authentication
--passive processor Low High Service Disruption -- Low High
Outsider Financial Loss -- Low Full message
--destructive Low High Service Disruption -- Low | High encryption
Financial Loss -- Low
--theft High High Service Disruption -- High | High
Financial Loss - High
Ceollular
Transaction EFT and EBT | Retailer Fiber optics can | No
intercepting Third party not easily be
--passive processor Low Low Service Disruption -- Low Nil monitored or
Outsider Financial Loss -- Low intercepted,
--destructive Low Low Service Disruption -- High | Nil however, fiber
Financial Loss -- Low optics do
--theft High Low Service Disruption -- Low Nil interface with
Financial Loss -- High copper-based
Fiber Optics (at present) communications
Altering EFT and EBT | Administrative High Low Service Disruption -- High | Low Access and Yes
eligibility files agency Financial Loss -- Low, audit controls
Processor unless done to divert
Outsider credits, then High Reconciliation
Physical
security

EFT Security Assessment
and Implications for EBT
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Summary of EFT and EBT Vulnerabilities Exhibit Ill-1

and Implications for EBT
Contract No. 53-3198-1-020

Threat Level
EFT or EBT- Vulnerability/ Value of Opportunity Overall Threat Counter- Recommend
Vuinerability Specific Threat Source Asset Threat Effect Rating measure(s) for EBT
Altering EFT and EBT | Administrative High Low Service Disruption -- High | Low Access and Yes
transaction agency Financial Loss -- High audit controls
files Processor
Outsider Change control
Reconciliation
Physical
security
Altering EFT and EBT | Administrative High Low Service Disruption -- High | Low Access and Yes
retailer files agency Financial Loss -- Low, audit controls
Processor unless done to divert
Outsider credits, then High Change control
, Reconciliation
Physical
security
Altering EFT and EBT | Administrative High Low Service Disruption -- High | Low Access and Yes
reconciliation agency Financial Loss -- High audit controls
and settlement Processor
files Outsider Change control
Reconciliation
Physical
security
—— —— ———— —— R —
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Exhibit llI-1

Threat Level
EFT or EBT- Vulnerability/ Value of Opportunity Overall Threat Counter- Recommend
Vulnerability Specific Threat Source Asset Threat Effect Rating measure(s) for EBT
Destruction of | EFT and EBT | Retailer High Low Low Hot site backup | See
telecommun- Third party and automatic discussion
ications processor telecommunicat
--sabotage Processor Service Disruption --Low ions switching
Administrative Financial Loss -- Low
--natural agency Physical
disaster Outsider Service Disruption --High security
i Financial Loss -- Low
s — R — ——oereee——— —————— e ————————— N
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transfer of credits to retailers and the draw-down of funds through
the DHHS Payment Management System. The activities of the
concentrator bank fall within the larger Federal Reserve system of
information management and security. When appropriate controls
are in place like those used now, to assure the accuracy and
authenticity of information transfers between the processor and
the concentrator bank -- the ACH files -- as they are, security risks
are very low. The Federal Reserve uses message encryption and
various other controls. Typically, the concentrator bank controls
the telecommunications lines between it and the processor and
imposes access controls and file integrity testing. One bank
acting as a concentrator for an EBT processor is implementing full
message encryption for ACH file transfers it supports between
itself and the processor.

Also, not addressed at length are alternatives to the magnetic
stripe card currently in use in all but one EBT site (the exception
being the Dayton, Ohio smart card demonstration). When the PIN
is maintained only at the central authorization processor, card
counterfeiting is only effective if there is collusion with the central
authorization processor, or there is a serious lapse in
compartmentalization of the card issuance function at the local
welfare office, or PINs are systematically compromised through
observation, videotaping, etc. at the point-of-sale. The most
serious manifestation of counterfeiting might be the manufacture
and selling of look-alike EBT cards on the street, not to divert
benefits, but to defraud those who buy the cards. That is, the
cards would not work when presented at a retailer. The usually
smooth flow of processing an EBT transaction would be disrupted,
but there would be no diversion of funds.

The DHHS Payment Management System is not considered to
have security risks for two reasons. First, there are numerous
manual verification activities that take place in response to a
request for funds from a processor/concentrator bank. Second,
and more importantly, it is expected that drawdowns against the
Treasury to cover each business day’s transactions will migrate to
more traditional Federal Reserve-based conduits as various EBT
systems settiement solutions are implemented.

In the discussion that follows, each of the vulnerability areas is
discussed. This section presents the vulnerabilities of the current
EFT infrastructure to fraud or abuse at the terminals, over the

EFT Security Assessment page HI-19
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communications lines, and at the central processing site.
Discussion includes the potential impact of exploitation of each
vulnerability and the applicability of those concerns to an EBT
system that uses the existing EFT infrastructure.

Card Counterfeiting

Card counterfeiting is a significant problem for credit cards and is
believed to be a growing problem with direct debit cards. Credit
cards are attractive because of access to substantial funds -- up
to the credit limit -- and the absence of virtually any sound
verification of cardholder identity. Signatures are not
systematically inspected. Credit card fraud by telephone is
virtually unstoppable.

Credit card organizations are actively investigating
countermeasures. In the short term the focus is on modifying the
magnetic stripe media to thwart counterfeiting. Paul Miller of Visa
International stated that his organization is looking into developing
a more secure magnetic stripe; the only drawback to the proposed
technologies is that they would require some reprogramming of
card reading terminals. More exotic schemes include a process
developed by XTEC of Miami which involves using the "natural
jitter"” in the data encoded on the card to develop a security
signature that is unique to the card. Like the Visa solutions, this
scheme would require modifications to the card reader.

Longer term countermeasures are likely to include PIN assignment
for credit cards and, over a long time frame, the introduction of
cards with integrated circuit chips (e.g. smart cards) and/or cards
with both IC chips and magnetic stripes, both of which are highly
resistant to tampering and counterfeiting.®

Card counterfeiting can take two forms: duplication of existing
active card inventory and creation of false accounts. Card
duplication involves copying the information on the magnetic
stripe on stolen or facsimile card stock. It may involve insiders
with access to authorization data bases. Creation of false
accounts requires collusion to illegally modify issuance data bases

5 The IC chip is designed with a self-destruct mechanism thatresponds
to tampering.

EFT Security Assessment page llI-20
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either by creating new accounts or duplicating existing accounts.
The first form is countered by making it physically difficult to
duplicate the card while the second is countered by effective
access controls, physical security, and segregation of key
issuance functions. Specific vulnerabilities include:

Inability to identify legitimate cardholders. EFT systems accept as
valid a matched PAN and PIN combination without further
verification. When the match is correct, the transaction is
processed and authorized, subject to the available balance and any
daily transaction limits. The greater the uncertainty in this ability
to identify legitimate cardholders, the greater is the risk that
cardholders will not be able to access their accounts or that
unauthorized persons will be able to gain access to the system or
to information regarding cardholders. A valid scheme for
customer identification would also reduce the possibility of stolen
card fraud and counterfeit card use.

Several individuals interviewed during the course of the project
proposed schemes to ensure proper identification of cardholders.
Biometrics was one of the most commonly mentioned.
Representatives from National Institute of Standards and
Technology suggested the use of digital signatures or fingerprint
technology. A representative of the U.S. Department of
Agriculture, Division of Consumer and Community affairs added
retinal scans to this list. These countermeasures are more
commonly associated with physical security and access security.
The equipment needed to support such countermeasures is
technologically advanced and not suited to point of sale EFT
applications.

Access to multiple sensitive stages of the card issuance function
is another potential weakness of current EFT systems. As new
cards are produced, there is the potential for employees to remove
cards from the production line for their own use. If bank
employees involved with card issuance also have access to the
database containing card access codes (i.e., PINs and PANs), then
the potential for fraud is increased. In general, banks must hold
their employees accountable for production of cards. The danger
of insider card fraud is amplified if individual employees have
access to all or most of the card production routines; separation
of duties can minimize fraud at the card issuance function. This
is discussed further in the countermeasures section.

EFT Security Assessment page illI-21
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Deluxe Data Systems cited the card issuance process as one of
the most vulnerable parts of the EBT system. Our respondent
added that there is no standard approach to card issuance, or
coordination with the USDA’s Office of Inspector General to
develop standards. In this context, cards are issued by the local
welfare offices from an inventory. Individual cards in the
inventory are activated as they are issued, and this process is not
typically under the direct control of the processor. Normally,
account {(card) activation is confirmed by the state’s benefit
eligibility system. Absent collusion by state employees, this
system of card issuance controls is comparable to, even superior
to, commercial practices.

Access by outsiders and insiders to PINs and PANs is another
potential vulnerability of EFT systems. A cardholder’s PAN and
PIN is the link between him and his account. If these codes are
obtained by another person, then the manufacturing of counterfeit
cards, collusion with a retailer to submit fraudulent debit
transactions, and access to confidential information regarding the
cardholder can result.

Unauthorized access to PANs and PINs may be accomplished
through various means:

° Telephone inquiries

L Tapping into communication lines

. Unsecured POS terminals

] The installation of unauthorized POS equipment

. Theft of the card prior to receipt by proper
cardholder

The Secret Service noted that individuals have gone as far as
installing video equipment at ATM machines to capture PIN/PAN
combinations.

The most noted example of outsider access is of two college
students, who installed a bogus ATM machine in a Connecticut
mall. Shoppers inserted their cards into the machine, where their
PAN and PIN codes were recorded. The machine returned the

EFT Security Assessment page 1ll-22
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cards with the message that the ATM was ‘Out of Service’. The
two students then fabricated counterfeit cards from the
information, illustrating the potential for fraudulent access to PAN
and PIN codes. EBT cards share this vulnerability to fraud.

There are examples of insider access to authorization and card
issuance data that have led to large scale attempts to counterfeit
ATM cards.

Although potential returns to food stamp EBT fraud are in the
form of benefits, not cash, the possibility exists that people would
attempt to access EBT recipient access codes. This threat is
probably higher in integrated multi-program systems in which
cash benefits may also be accessed.

Overall, these vulnerabilities present a minimal threat if taken
advantage of by parties outside the EBT system, and a moderate
threat if done so internally.

Modifying System Files and Software

Perhaps the most serious vulnerability of current EFT systems is
the access to software and data files at the processor sites and
access to terminal driving software at retail locations. An
individual gaining access to system software would have a wide
range of options for fraud:

. Capturing or creating Personal Identification Numbers
(PINs) and Personal Account Numbers (PANs) to
make counterfeit cards

* Diverting funds from dormant accounts by
constructing an array of false transactions

] Modifying data files containing customer information
. Modifying data files containing authorized terminal
information
° Modifying data files containing bank routing
information
EFT Security Assessment page 111-23
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° Modifying data files used to reconcile transaction
debits and credits

. Modifying data files used in the ACH processing flow

U Unauthorized changes in system software code to
disrupt processing or for monetary benefit

] Altering system use logs
] Altering system processing flows

With thousands of transactions being processed each hour and
frequent software updates, the opportunity exists for an individual
to compromise the integrity of the system. Each link in the
system must be secure to prevent unauthorized access. Typically,
EFT processors use mainframes (e.g., IBM Model 3090) for much
back-end and support processing and powerful mini-computers
(e.g., Tandem) capable of redundant or fault tolerant processing
to support on-line functions including transaction processing, ARU
support, and administrative terminal support. These processors
provide for basic and more advanced access control through the
operating system and add-on security packages that function as
an integral part of the operating systems. Add-on security
packages (TopSecret, ACF/2 for IBMs, and Safeguard and
Guardian on the Tandem, for example) provide increased levels of
control over logon, password management, and file access
authority. Only now are these security packages meeting
minimum requirements to be considered trusted systems.
Moreover, as disclosed during research for this study, EFT
processors do not uniformly implement all features, such as
password management on the transaction processing systems.

The more complex structure of EBT systems may make this
problem even more significant to the secure operation of an EBT
system piggybacking on the existing EFT infrastructure. The EBT
processor authorizes transactions using data on valid recipients
and retailers which resides exclusively in the transaction
processing system. EFT processors, however, route transactions
to card-issuing banks for approval or maintain shared data on
available balance. An EBT system would nonetheless face the
same risk of unauthorized access to system software as the
current EFT system. However the consequences of unauthorized
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access are greater because of the concentration of information.
Also, the sensitive nature of EBT recipient data would require EBT
systems to be more secure than EFT systems.

In the broader context of file access, there are a number of related
vulnerabilities.

Access to POS terminal functions is regulated by a user-defined
password. However, terminals are installed with a standard
default password until the store manager selects a new one.
Deluxe Data Systems cited unchanged default passwords as a
leading source of fraud at retailer locations. Giant Foods, a major
Mid-Atlantic area food retailer, echoed this sentiment based on
experience in the Maryland EBT roll-out. If managers fail to
change the default password, then people with knowledge of the
password will be able to access the terminal functions. This could
lead to fraudulent transactions or tampering with the software.

Another potential vuinerability of EFT systems concerns delayed
activation and deactivation of cards and retailer terminals. |n EFT
systems, active terminals are tracked through the front-end
processor, and card records are kept at the banks that issue the
cards. As POS terminals are deactivated, records at the processor
'site must be updated to eliminate the possibility of unauthorized
transactions being routed through the system. Also, when cards
are reported lost or stolen, bank records must be updated
promptly, or else the issuing banks risk furnishing funds to the
people who find or steal the cards (assuming those persons have
the correct PiINs).

Transaction Integrity

An important concern is the ability of an EFT system to identify
and correct errors in transmissions. One of the benefits of the
electronic management of fund transfers is that computer systems
are able to confirm the validity of each transaction automatically,
while human confirmation would require significant amounts of
time and would be less accurate. EFT systems must utilize this
advantage to monitor messages for the following problems:

L Incomplete or garbled transmission
° Incorrect transaction amounts
EFT Security Assessment page llI-25
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U Incorrect beneficiaries specified in transactions
. Misrouting of messages
. Unauthorized retailers or customers
U Typographical errors in generating debit records
. Improper batch file transfers
L Non-confirmation by sender of authenticity of

transactions

This vulnerability is generally applicable to all forms of electronic
transfer, and is especially relevant to EBT systems. Accounts
must be correctly debited and credited to ensure correct and
timely receipt of benefits by recipients. Representatives from
Deluxe Data Systems indicated that there was a substantial
investment and confidence in X.25 based data communications
protocols common to commercial EFT. Use of an effective
transmission authentication system will also help to remove the
opportunity for system fraud. In addition to the PIN which is the
primary method of authentication, it is also possible to use
‘Message Authentication, in which the sending terminal creates a
unique code which the processor interprets and sends back to the
terminal which must confirm.

ACH Processing Integrity

Multiple transmissions of the same wire transfer must also be
regulated by a sound EFT system. Wire transfers are used for
settlement between the card-issuing banks and the network
member banks at which ATM withdrawals have been made.
Multiple transmission was found to be responsible for 54.9
percent of wire transfer losses in a 1985 Department of Justice
study. While this type of fraud may be committed deliberately, it
is more likely to be accidental. One estimate put the proportion
of wire transfer losses that are unintentional at 94 percent. Wire
transfer clerks are prone to human errors, as are the merchants
who record the transactions. Also, system failure can result in
confusion as to which messages have been processed and which
have been duplicated.

EFT Security Assessment page 111-26
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The wire transfer function presents a vulnerability to fraud, since
it is used for remuneration of EFT system funds. Therefore, the
access by individuals to multiple wire transfer functions must be
limited to control wire transfer fraud. If wire transfer is
segregated into distinct functions that are the responsibility of
several people, then fraud requires collusion between those people
and the opportunity for fraud is diminished. This vulnerability is
a high-impact one, as reflected by the $942,450 average loss per
wire transfer incident figure reported by the Department of
Justice.

In EBT systems, wire transfer will be used by the Federal Reserve
to repay the system concentrator bank for its payments to
retailers. Personnel at the Federal Reserve and the system
concentrator bank must be prevented from submitting wire
transfer requests multiple times. Fraud within the Federal Reserve
ACH settlement system is the subject of Federal Reserve controls.
Moreover, EBT reconciliation requirements are quite rigorous and
provide a powerful analytic tool.

Natural and Human Destruction of Processing Facilities

Experience with EFT systems has shown that an adequate back-
up facility in case of system fajlure is a fundamental component
of a reliable system. Besides the 1993 blizzard noted below,
several other systems have been brought down due to natural
disasters. In St. Louis, for example, record floods caused an EFT
network to go off-line and switch processing to a back-up facility
while the primary system was repaired. As more and more
financial transactions are performed via the EFT system, system
reliability becomes critical. Modern systems must plan for re-
routing transactions to other processing sites in case of disasters.

Failure of an EBT system would force all transactions to be
conducted manually. Day- or week-long periods of manual EBT
transactions would create numerous problems for a program
without an adequate disaster recovery plan. Recipients would
encounter significant delays in receiving their benefits, as
transaction approval would require manual contact with the
processing center. Store clerks could conceivably cancel or re-
send transactions that are queued for processing after
encountering delays. More importantly, financial records could be
lost and recipients could be prevented from accessing their
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benefits. The vulnerabilities associated with manual transactions
are discussed more fully in the 'EBT-Specific Vulnerabilities’
section.

Another possible vulnerability of EFT systems is in physical access
to the processing site. Without adequate protection of the
processing site, EFT systems are vulnerable to theft, vandalism,
sabotage, and civil disorder. While the majority of vulnerabilities
of EFT systems are to white-collar crime, such as computer
‘hacking’, systems are also likely to be potential targets for
vandals and civil demonstrations. Especially as systems grow in
importance to the banking industry, criminals are likely to consider
EFT processing sites to be high-profile targets for getting their
points across. The price of vulnerable systems is the potential for
system shut-down and even destruction, both of which should be
avoided.

Physical security provides safeguards which protect the physical
assets of a computer facility from unauthorized entry, damage and
theft. Broadly speaking, the computer facility includes buildings,
computing and communications equipment and the staff
responsible for operating and supporting the various information
processing activities that take place in the facility. The APD
Handbook, section on Security Programs, outlines these points in
detail and provides appropriate guidelines for physical security.

EFT processors provide relatively high levels of physical security
at their computing facilities. Applied Communications, Inc., a
major vendor of EFT software, observed that most processors had
tight security around the database. Typical safeguards include
controlled access (keycards associated with specific individuals,
monitored entry points) and remote surveillance as well as the
climate control and fire detection and suppression systems, and
emergency electricity generators. Controlled access is used to
isolate and protect key assets within the computer facilities such
as control centers, and off-line storage. These same physical
safeguards characterize the communications industry.

Computer facilities managed by state administrative agencies tend
to be less secure with comparatively less restrictive control over
access to the facility, open access to key computing and storage
assets, and installation of computing facilities in structures not
dedicated solely to computing. Administrative terminals are more
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EBT-Specific
Vulnerabilities

This section presents those vulnerabilities that exist in EBT
systems using the EFT infrastructure, but not in existing EFT
systems themselves. These vulnerabilities arise due to the
different EBT procedures for updating customer and retailer data
files and the specific EBT program goals.

Card Selling

A problem being investigated in a number of the EBT projects is
the illegal selling of an EBT card for cash. Card selling
circumvents the limitation upon food stamp recipients that the
EBT card be used to pay for food. Typically recipients will sell the
card and PIN for some percentage of the current available account
balance, report the card as stolen, and receive a replacement card.
This vulnerability produces a relatively low per-event diversion of
system funds. It represents a low threat to the integrity of the
EBT system currently, since timely reporting of a lost card
terminates the access to benefits accessible by the sold card.

There is no effective way to prevent card selling through system
changes. Picture IDs and signatures are thought to be of limited
utility, and affect the unit cost of card issuance and replacement.
Recipient training and sanctions for repeated card replacement are
the most easily implemented solutions. Maryland EBT project
officials have recommended that individuals guilty of fraudulent
use be restricted to using a single card with a photo of the
recipient or, in extreme cases, lose use of the card. At the federal
level, however, such a policy does not appear likely at any time in
the near future.

Manual Transactions

In the event of the inevitable system shut-downs and card
failures, manual transaction procedures (involving paper vouchers
or manually entered account numbers) open up the possibility of
program fraud due to the removal of automatic security routines
that are normally run by the system. This creates a vuinerability
to the exploitation of system security deficiencies during manual
transactions. Manual transactions are unique to EBT, and are not
available under direct-debit POS.
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Any of the remote terminals, the communications lines, and the
processing site have the potential to become inoperable in times
of emergency. When a 1993 blizzard knocked out EDS’ New
Jersey processing facility, 5,200 ATMs under 12 networks were
shut down for two weeks. The system failure left approximately
1 million customers without ATM services and cost banks $6
million in ATM revenues. When sections of networks are not
functioning, all POS EBT transactions must be conducted using
manual procedures. Manual procedures cannot possibly include
security routines as rigorous as those performed during automatic
system operation. This increases the probability of fraudulent
transactions taking place.

Some errors that would be prevented during normal system error-
checks could occur in a manual environment, such as:

° Customers overdrawing their accounts
o Retailers initiating unauthorized transactions
o Unintentional transaction processing errors

A representative from National Processing Corporation related a
scenario in which a retailer could "skim" off small increments from
a recipient’s account near the time of benefit issuance. The
monthly updating of benefits would potentially mask the
fraudulent activity from the recipient.

Welfare programs which distribute benefits electronically must
take this vulnerability very seriously. If program participants are
relying on the computer system for their benefits, then the system
must provide for manual operation procedures in case of
emergency. The soundness of manual procedures, then, becomes
very important to an effective EBT system. Sound manual
procedures include retailer training, detailed manual edits of the
paper vouchers, and systems edits and reporting to detect
potential abuses.

An alternative to manual transactions is store and forward. Using
store and forward, a retailer can conduct the transaction
electronically without confirmation from the central host that the
account balance will cover the transactions. These stored
transactions are then sent to the processor when communications
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are resumed. In Appendix H there is a detailed technical analysis
of store and forward based on discussions with retailers,
processors, equipment manufacturers and EFT networks. Based
on this analysis, store and forward, without change in the
protection provided to data held at the retail site, is not a
sufficiently secure procedure.

Administrative Access to Transaction Account Data

The system for adding and deleting new benefit recipients at the
State agency offices could also be exploited. Access to the
administrative terminals at State agency offices must therefore be
regulated. As individuals join the program, they will be added to
system data files and issued cards by the State agencies. This
function will be performed through administrative computer
terminals. If these terminals are not equipped with security
software that includes password protection and restricts access
levels, then insiders may be able to create duplicate accounts, add
false recipients or delete legitimate recipients from system data
records. In some instances, the EBT administrative terminals are
physically separate; in others, this access capability is added to
the existing menu of administrative terminal functions. Maryland
EBT officials related several cases in which unauthorized
individuals had accessed and misused confidential recipient
information.

To date there is no direct evidence that such misuse has
succeeded in compromising the integrity of any EBT project. This
is, however a potential vulnerability that can be anticipated and
countered through effective access control and segregation of
account establishment and PIN assignment functions.

Countermeasures

Each of the EFT system vulnerabilities can be minimized by one or
several countermeasures. This section presents the methods
available to existing EFT systems to minimize the opportunities for
penetration of the various EFT processing components for the
purpose of committing destructive and non destructive acts (e.g,
fraud and damage vs browsing through data). There are
essentially three forms of countermeasures. The first form
controls access and provides an auditable record of access. The
second is training of the key parties involved in an EFT
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transaction. The third form is emergency or disaster contingency
planning in the event of major disruptions to system availability.

Access Controls

Access controls take a number of forms. Paramount is the
specific linking of various functions to actors at the processor site,
administrative sites (local and state offices) and retailer sites. This
is followed by defining the range of functions each actor is
permitted to engage in. Typically this means defining which files
an actor can access and the range of activities -- read, write,
create -- that the system permits. These controls are provided by
operating systems and add-on security systems. At the core are
logon and password systems.

System access security software restricts the access to system
functions to only those people who need access to perform their
work. In this aspect, security packages act in a similar way to the
segregation of employee functions; both countermeasures attempt
to limit employees’ system access to only those functions
necessary to perform their day-to-day duties. For example, some
users may only need to read customer profiles and would not be
given the ability to write to the customer data file. Other users
may not need to access the customer files at all and would be
prevented by the security package from doing so.

Successful use of access security software requires that access
levels not be set too high; otherwise, the purpose of the software
has not been served and users have been granted wider access to
system functions than is necessary. Also, access level definition
files must be encrypted, so that users cannot modify their access
privileges without authorization.

Most leading EFT processors use some type of access control
software. Deluxe Data, for example, uses Safeguard on its
Tandem machines and Top Secret on IBM mainframes used for
batch processing.

Access security software works counter to the following
vulnerabilities:
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] Access to software at the terminal sites and central
processor

. Individuals’ access to multiple sensitive stages of the

card issuance function

] Access by outsiders and insiders to PIN and PAN
codes
] Access to the administrative terminals at State

agency offices

The segregation of employee functions is a significant security
measure that helps to remove fraud opportunities. An example
may best illustrate this concept. Suppose a fraudulent act has
four steps: A, B, C, and D. In order to perform the act, all four
steps have to be completed. If one personis responsible for steps
A, B, C, and D, then he is able to act alone. No one else needs to
know of his fraudulent plans. Segregation of duties would assign
the four tasks to different employees, so that one person is
responsible for task A, another person is responsible for task B,
and so on. In order to commit fraud, segregated employees must
collude; no one person can do it alone. Therefore, fraud requires
four people to buy into the plan. This increases the risk
associated with fraud and acts as a deterrent.

George Usher of the Department of Treasury, Financial
Management Service, emphasized that segregation of duties and
dual control through the entire transaction process is the key to
maintaining security. This sentiment was echoed by USDA'’s
Office of Inspector General. The Secret Service identified the
need for defining access levels at the processing site, advising
that a thorough risk analysis be performed which details how
information is moved and how secure it is. From this analysis,
access levels can be identified and assigned. Access to
information should be given according to classification and
compartment.

Segregation of employee functions can be installed as a
countermeasure for several system vulnerabilities:

L] Access to software at the terminal sites and central
processor
EFT Security Assessment page lll-34
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. Individuals’ access to multiple sensitive stages of the
card issuance function

° Access by outsiders and insiders to PIN and PAN
codes

° Access by individuals to multiple wire transfer
functions

L Access to the administrative terminals at State

agency offices
] Access to POS terminal functions

These vulnerabilities occur at points over the entire EBT system.
Segregation of duties associated with software access reduces
opportunity for fraud by individuals at retailers and the processing
site, while segregation of the card issuance function affects the
State agencies. Segregation of wire transfer functions acts at the
Federal Reserve, and segregation of debit submission duties
concerns retailers. Thus, segregation of employee functions acts
system-wide to remove opportunities for fraud by individuals.

Audit Controls

Audit trails and user audits are both easy to integrate into EFT and
EBT system software code and act as a countermeasure to many
system vuinerabilities. The audit trails countermeasure applies to
any transaction-based type of vulnerability. Audit trails can be
automatically generated as part of the transaction process by
system software. In cases where transactions are performed
using manual procedures, audit trails can be maintained on paper.
The Federal regulations regarding food stamp EBT systems require
the availability of complete audit trails to provide a complete
transaction history of each individual system activity that affects
an account balance.

Audit trails provide a record of every transaction attempted
through the EFT or EBT system. Using these records, it is
possible to trace the source of fraudulent transactions to the POS
terminal that initiated the transactions, the actions taken by the
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processor, and all other relevant information. Audit trails assist in
addressing the following vulnerabilities:

° Ability of retailers to modify debit information after
customer approval

] Ability of an EFT system to identify and correct
errors during transmissions

] Multiple transmissions of the same wire transfer

] Access by individuals to multiple wire transfer
functions

L Exploitation of system security deficiencies during

manual transactions

One of the main benefits of using a computer-based system for
EFT and EBT is the ability that computers have to perform detailed
error checks on system operations. To utilize these capabilities,
systems should establish detailed error check routines to ensure
the legitimacy of all transactions.

Various error checks are in place for EFT systems. Headers and
trailers are appended to messages to confirm their validity in some
systems. Others employ reconciliation procedures between the
source and destination of each message (i.e., checksums, hash
totals) to detect erroneous or misrouted transactions. Systems
also check that messages have not been duplicated within a given
time interval.

Atlanta-based C&S/Sovran Corporation is experimenting with a
new Electronic Payment Authorization (EPA) system that enables
customers to have some control over the authorization of
transactions in their accounts. Customers can select from three
levels of authorization: blanket, limited, and unique. This system
will approve all, some, or only customer-specified transactions.
The theory of the system is that customers possess knowledge
about their account activity that can help ACHs identify invalid
transactions.

Error check routines counter the following vulnerabilities:
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. Ability of retailers to modify debit information after
customer approval

. Ability of an EFT system to identify and correct
errors during transmissions

A second form of audit control focuses on the active monitoring
of system users. User audits provide the mechanism for user
specific logging of system use. At a minimum, these logs include
who uses the system and when use occurred. Moving to a higher
level of sophistication would result in auditable records of what
files were accessed and what was done with the file. These uses
should be consistent with predefined user access rules (e.g, which
files can be accessed, which can be modified, etc.). This record
provides system administrators and security officers with the
capacity to discover detailed information about potential
penetration of the system. This one feature provides a significant
preventive effect as well as a means of detecting violations of file
and software access rules.

The Secret Service stressed the importance of user audits at the
processing site. Employee awareness of the use of audits will
discourage them from performing fraudulent activities. In addition
to being a deterrent, audit controls, both user audits and audit
trails, serve as an investigative device. A referral process should
be in place so that in the event of a security breach, law
enforcement officials would be involved immediately.

Configuration Control

To facilitate easy identification of system software errors,
structured programming conventions should be standard among
programmers. Writing programs in an easily readable format
facilitates the editing of programs and the containment of
software tampering and bugs. In case system software is
accessed by an unauthorized person, the tampering will be easier
to locate in a standard programming format.

Maintenance of a program library can further regulate code
changes and provide back-up copies of system programs, in case
their security is compromised. Whether automated or the
responsibility of a librarian, the library should contain copies of
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load modules, data dictionaries, programs, and documentation
relevant to system code. A status log should also be kept to
record each change to the library, the person responsible, and the
date of the modification.

These structured programming conventions reduce the risk of
access to software at the terminal sites and central processor.

In addition, EBT processors should be required to advise state
administrative agencies of planned changes to software, operating
systems, and procedures in advance of their implementation.
This is consistent with APD Security Guidelines and permits the
state and processor to review the security {and performance)
impacts of the proposed change.

Physical Security

Processing sites should be physically secure. Security issues
include location of the buildings, location of the computer
equipment within the building, door locks, security guards, fire
safety, safety from theft and unauthorized use, software and data
security, personnel security, telecommunications security, and
emergency preparedness.

Disaster Planning

Disaster back-up recovery plans ensure that system
communications are operational as soon as possible after a
disaster. Manual {paper voucher or manually entered account
number) transactions are only a temporary means of conducting
transactions for a program like EBT. When disasters occur and
systems encounter down-time, it is important that systems have
pre-determined contingency plans for rerouting transactions,
providing alternate power supplies, backing-up critical data files,
in addition to other available resources to help resume system
operations as quickly as possible.

The Secret Service stressed the need for disaster recovery
programs, citing recent catastrophes in Chicago (flood) and Miami
(hurricane), which caused disruptions in the benefit delivery
process.
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Especially after natural disasters, welfare benefits must be
accessible to recipients. Therefore, back-up recovery plans must
be in place to counteract the following vulnerabilities:

] Inadequate back-up facility in case of system failure
* Inadequate system capacity

Appendix E provides a more extensive discussion of disaster
contingency planning and its relevance to EBT. Basically, for the
EBT systems in place or moving toward implementation, hot
backup is generally not available due to its high cost.

Training

Just as program customers and retailers must prevent access by
outsiders to their accounts, employees at the processing site must
guard their means of system access, also. This creates the need
for employee security training at the processing site.

These training seminars should alert employees that 1) access
passwords should not be written down where others could find
them; 2) terminals should not be left on; and 3) physical security
must be maintained at the processing site. Employee security
education may have the added benefit of increasing general
security awareness, a key factor in the detection of fraud during
daily processing duties.

By eliminating the opportunity for unauthorized access to
processing site terminals, security training will work to minimize
the following vulnerabilities:

. Access to software at the terminal sites and central
processor
. Inadequate security education to employees at the

processing site

Recipient card holders must also be provided training. Historically
training has concentrated on understanding how the card works
and how it is used to access benefits. Given the growing
evidence and concern about card-based abuses, most notably card
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selling, increased stress on card and PIN security is warranted.
Training provides an opportunity to implement preventive
measures (deterrents) such as informing recipients of the
consequences of selling cards.

Maximum Transaction Limits

ATM’s currently limit cardholders to a daily maximum cash
withdrawal of $300. This limit protects the system and the
cardholder. This same approach could be applied to cardholders
and authorized retail locations. Some EFT processors currently
employ a form of limit called velocity checking. System edits
monitor the number of transactions, and when these reach a pre-
determined limit a system message is created.

Unlike EFT accounts, EBT accounts are self-limiting given the
relatively low value of benefits. Moreover, applying limits might
unduly restrict access to an entitlement.

Dollar limits for retailers could be accommodated by EFT
processors supporting EBT. Limits prevent single large diversions
of funds by unscrupulous retailers. Any limits would have to be
based on statistical analysis of transaction histories to ensure that
client access to benefits wouild not be adversely affected.

Telecommunications

Generally, telecommunications are considered separate from the
broader context of infrastructure. EFT and EBT systems rely on
commercial carriers such as AT&T through leasing of dedicated
lines for communications between large retailers, intercept
processors, third-party processors, and the host processor. For
smaller retail establishments, they are likely to rely upon dial-up
lines. The actual management, maintenance, and security of
those lines and switching systems is the responsibility of the
commercial carriers.

Telecommunications is a core component of on-line EFT
transaction processing. Currently, most transactions are required
to move either from the terminal to a communications controller
at the retailer site or directly to a telecommunications facility by
direct dial-up. The controller may do some message processing
before transferring the transaction to a telecommunications facility
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to Applied Communications, Inc.) plus the increasing use of fiber
optics makes investment in message encryption schemes unwise.
This is not to imply that partial message encryption (specifically
of the PIN) will not continue to be valuable. In a fiber optic-based
communication system, where initial and terminal points in the
connection may still continue to use magnetic cable, the system
will benefit greatly from partial message encryption.

Fiber optic advances also improve network performance through
faster transmission speeds, reduced need for amplification of
messages, and higher reliability of transmission. With reference
to EFT and EBT vulnerabilities, fiber optics can be helpful in
addressing the vulnerability of systems to access by outsiders and
insiders to PIN and PAN codes.

EBT-Specific Countermeasures

EBT is unlike commercial EFT systems during periods when the
system is unavailable. If an ATM is down, the card holder waits
or goes to another ATM. When a direct debit POS terminal is
down, the cardholder uses an alternate form of tender (e.g.,
writes a check, withdraws funds from an ATM, pays cash).
These alternatives are not available to the EBT cardholder. When
system components inevitably go down, retailers will use paper-
based transaction procedures. During these down-times, system
security may be compromised, as automatic system checks are
disabled. Therefore, it is important to establish the security of the
paper voucher process.

It is essential that in each paper voucher transaction the
legitimacy of the client, access codes, and retailer is ensured.
Paper-based procedures must provide for the continued operation
of the system in emergency while maintaining a high level of
transaction security. As many as possible of the security
measures performed under normal system operation should be
maintained when transactions are being processed using paper
vouchers. Retailers should have an established means of
identifying the client. The processing site clerk must have a
means of confirming the retailer’s legitimacy, perhaps with a
retailer specific code. The amount of the transaction must be
confirmed. At the processing site, procedural controls must be
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used to ensure the correct entry of the data and submission of the
transaction.

Maryland EBT project officials stressed the need for careful
monitoring of the paper voucher process. They suggested the
following steps to ensure the legitimacy of these transactions:

] Require stores to submit their operating hours to the
EBT processor and State Agency. Any after-hours
transactions should be investigated (this
countermeasure was also suggested by the USDA’s
OIG)

. Check to see if any on-line transactions are being
initiated from a store at the time it is submitting a
paper-voucher based transaction

. Record phone numbers of individuals calling for
authorizations

] Require and record a vendor ID for all off-line
transactions.
Secure paper voucher transaction processes help to combat the

following vulnerabilities:

. Inability to identify legitimate program customers
(during system down-time)

. Inability of retailers to modify debit information after
customer approval

] Adequate back-up facility in case of system failure
o Inadequate system capacity
° Exploitation of system security deficiencies during

manual transactions

Although paper voucher transaction security does not lessen the
inconvenience of system failure, effective security procedures can
reduce the impact of system down-time on the program.
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Aaggressive and Timely Authorization File Management

Recipients and retailers should be activated and deactivated
promptly to 1) remove the possibility of people claiming benefits
on invalid accounts or through invalid POS terminals and 2) ensure
timely initiation of new customers and retailers. As customers
enter the program, their cards must be enabled promptly to
provide them access to their benefits. Cards of customers leaving
the program should be disabled promptly, or else the program
stands to lose money when cards are used by ineligible people.
The same holds true for retailers and their POS terminals. One
possible means of speeding up transitions in and out of the
program is by adding the capability to put accounts in suspension.
In this way, accounts could be deactivated promptly, and the
closing data could be entered at a later time.

This countermeasure applies to the delayed activation and
deactivation of cards and retailer terminals vulnerability.

Emplover Controls

Because existing legal statutes do not adequately regulate
computer crime, let alone EFT fraud, lega/ agreements must set
forth regulations regarding system fraud by employees. Many
companies require employees to sign non-disclosure agreements
to protect against insider fraud. While a specific legal framework
defined by the courts would be preferable, these agreements
serve as insurance that employees will not compromise the
interests of their employers. Non-disclosure agreements should

include:
. Non-disclosure and non-use requirements
o Definition of firm’s trade secrets
] Restraints on duplication of confidential materials
. Exit review regquirement
] The requirement to deliver sensitive documents to

the firm upon termination

sy s e
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° Continuation of agreement beyond termination of
employee.

The following points can not be over emphasized. Existing state
agency personnel policies should be examined when EBT systems
are developed. In addition, EBT processor policies should be
disclosed to the administrative agency, modified where
appropriate, and enforced by the EBT processor.
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Section IV: Assessment of EBT and APD Security Guidance

Introduction

This section examines the two main sources of guidelines for EBT
system security and analyzes their comprehensiveness in
addressing all EBT security issues. The two main sources are:

* FNS Handbook 901, Advance Planning Document (APD)
Handbook; and

. Federal regulations governing the approval and operation of
food stamp electronic benefit transfer systems (contained
in amendments to 7 CFR Parts 272, 273, 274, 276, 277,
and 278).

The guidance contained in the FNS Handbook addresses security
requirements of automated data processing (ADP) systems that
are designed and developed for programs administered by FNS or
the Administration for Children and Families (ACF) using joint
state-federal funding. It does not specifically address the security
needs of an EBT system. The security guidelines contained in the
EBT regulations are written to augment the FNS Handbook
security guidelines by outlining security requirements of EBT
systems.

The FNS ADP Security Program requires that states establish a
security plan which addresses the following issues:

o Physical security of ADP resources;

] Software and data security;

o Telecommunications security;

. Organizational and personnel security;

] Contingency plans for the interruption of service;
] Emergency preparedness; and

. Designation of an Agency ADP Security Manager.
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The ADP Security Program also requires a risk analysis of new and
existing ADP systems on a biennial basis as well as when system
changes are implemented.

Federal EBT regulations (7 CFR §274.18(p)) require that the State
establish the above-mentioned ADP Security Program. In addition,
7 CFR §8274.12(h)(3) states "As an addition to or component of
the Security Program required of Automated Data Processing
systems prescribed under §277.18(p) of this chapter, the State
agency shall ensure that...EBT security requirements are
established". These requirements address the following issues:

. Proper storage and procedural controls for EBT cards and
POS equipment;

. Safeguarding against tampering with or creation of
duplicate accounts; erroneous posting of issuances;
systematic abuses at POS terminals; and tampering with
the information on the ACH tape;

° Ensuring the secure transmission of data from the POS
terminal to the processing facility;

] Specific administrative and operational procedures to be
followed at the processing site in order to protect the EBT
system and data;

o Development of a contingency plan for operation of the
system in the event of an emergency shutdown; and

* Inclusion of EBT-specific items to the periodic risk analyses.

The APD guidance focuses on traditional processing rather than
on-line transaction processing, which is a characteristic of EFT
systems. The EBT regulations are an attempt to tailor the APD
guidance to EBT systems. However, the EBT regulations provide
only the very broadest treatment of security issues that must be
considered.

Table IV-1 analyzes the coverage of EBT security issues provided
by the APD guidance and EBT regulations by listing the major
vulnerabilities of an EFT system and assessing the degree to
which the APD guidance and EBT regulations address each
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Table V-1
Vulnerability Countermeasure Section of APD Guidance or EBT

Card Selling Recipient training

Transaction analysis

Regulations Addressing the
Vulnerability

APD Guidance:
Does not address the vulnerability.

EBT Regulations:
Section 274.12(h)(10) calls for state agencies

to provide recipients with training in the use
of the EBT system prior to implementation of
the system. This training should address
appropriate utilization and security of the PIN.

Section 274.12(h)(3}(v}{H) requires the
availability of a complete audit trail for each
transaction.

Section 274.12(j) requires that the EBT
system keep extensive records of transaction
activity which allow for the identification of
fraudulent or erroneous transactions.

Comment:

This requirement generally takes the form of
60 day transaction records. It does not
specifically mandate an analysis methodology
such as error-prone modeling or other
statistical techniques. The transaction
records per se do not provide specific
evidence of card selling; rather they provide
evidence about use subsequent to the
transaction which might serve as evidence.
This mechanism provides a deterrent, but
does not prevent card selling.
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Vulnerability Countermeasure Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability
Manual transactions | Training, APD Guidance:
- Manual entry Does not address this vulnerability.
- Paper voucher Manual transaction
analysis EBT Regulations:
Section 274.12(e}(4}{vi} requires that retail
Analysis of paper employees be trained in system operation. It
voucher redemption is assumed that this training would include
patterns manual transaction {manual entry and paper
voucher based) processes.
Section 274.12(l) requires that a manual

purchase system be in place for "times when
the EBT system is inaccessible”. It does not
stipulate requirements for monitoring of the
process.

Comment: Section 274.12(j}(1){vi) requires
the maintenance of audit trails that
"document the full cycle of issuance”. One
may read this as requiring 8 means of
monitoring the manual transaction process.

W
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Vulnerability Countermeasure Section of APD Guidance or EBT

Regulations Addressing the
Vulnerability

Card counterfeiting Administrative training | APD Guidance:

(copying existing Section 9024(W) requires the state agency to
card base) Issuance "train operators for various operating
compartmentalization assignments.” Sections 9026(B)(6) and
9026(B}(8) require that the state agency
Access and audit provide for personnel training in computer
controls security issues.

Section 9026(A)(2) calls for the separation of
critical functions.

Section 9023(A) outlines extensive
requirements for the control of access to the
processing site.

EBT Regulations:
Section 274.12(h)(3){iv) requires segregation

and dual control of all system functions.

Section 274.12(h)(3){ii){C) requires DES
encryption of the PIN from the point of entry.
The point of entry is the PIN pad on the POS
terminal or a separate PIN pad connected to
the POS terminal by means of a secured
(tamper-proof) cable.

Section 274.12(h)(3){v)(F) requires that the
system be able to monitor unusual activity at
the POS terminal, such as debits for the
complete allotment of benefits.

Section 274.12(h){3)(v)(H) calls for the
availability of a complete audit trail for each
transaction.

Section 274.12(j) requires that the EBT
system keep extensive records of transaction
activity which allows for the identification of
fraudulent or erroneous transactions.
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Vulnerability

Countermeasure

Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability

Comment:

These measures provide for detection of
counterfeiting and accumulation of evidence.
The key deterrent to counterfeiting is the
industry practice of maintaining the PIN at the
central authorization processing site. At
present, this mechanism provides adequate
protection assuming that access controls and
user audits are in place to prevent insider
fraud.

il
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Vulinerability

Card counterfeiting
(creating false cards
for false accounts)

—
—

Countermeasure

Access and audit
controls

Card inventory controls

Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability

APD _Guidance:

Section 9023(A) outlines extensive
requirements for the control of access to the
processing site. Section 9024 requires that
measures be taken to protect software and
data files. Among them:

- establishing controls to prevent
unauthorized persons from reading from
and/or changing programs and data files;

- protecting system log-ons and passwords;
and

- limiting the number of people who have
access to the system.

EBT Regulations:
Section 274.12(h}{3)(v)(F) requires the system

to be able to monitor unusual activity at the
POS terminal, such as debits for the complete
allotment of benefits.

Section 274.12(h){3}{v}{H) calls for the
availability of a complete audit trail for each
transaction.

Section 274.12(j) requires that the EBT
system keep extensive records of transaction
activity which allows for the identification of
fraudulent or erroneous transactions.

Section 274.12(h)(3}(i) mandates that the
state agency establish storage and control
measures over blank and unissued EBT cards
and PINs.

Comment:
See comment from previous cell.
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Vuinerability Countermeasure Section of APD Guidance or EBT

Regulations Addressing the
Vulnerability
Create/access Access and audit APD Guidance:
” unauthorized retailer | controls Section 9023(A} outlines extensive
terminals requirements for the control of access to the
EBT retailer selection processing site. Section 9023(J)(1) states

that processing sites should maintain an
inventory of all ADP equipment.

| EBT Regulations:
Section 274.12(h){3)}{v)(H) calls for the

availability of a complete audit trail for each
transaction.

Section 274.12(j} requires that the EBT
system keep extensive records of transaction
activity which allows for the identification of
fraudulent or erroneous transactions.

Section 274.12(h){3){i) mandates that the
state agency establish storage and control
measures over unused or spare POS devices.

Sections 274.12(h)}{3)(ii}(A) and (B) require
that hardware and software controls be in
place to prevent access to the system by
unauthorized retailers/terminals.

Comment:
The available base of EBT-compatible
terminals provides tamper-resistance, thus
protecting the encryption chip. Software is
typically updated through direct downloads.
At risk are access codes that allow users to
test and display terminal status. Maintenance
of a master file of authorized terminals at the
central authorization site prevents
1 unsophisticated attempts to emulate a
terminal. To be effective, creation of
transactions on an unauthorized terminal
requires access 1o valid PIN and PAN
combinations.

y—
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Vulnerability Countermeasure Section of APD Guidance or EBT

Regulations Addressing the
Vulnerability

Terminal tampering PIN encryption APD Guidance:
Section 9023(J) requires that measures be in
Anti-tamper controls place to protect ADP equipment from theft

and unauthorized use.
EBT retailer selectivity

EBT Regulations:
Section 274.12(h){3)(ii)(C) requires DES

encryption of the PIN from the point of entry.

Sections 274.12(h)(3){ii}(A) and (B) require
hardware and software controls which guard
against the acceptance of transactions from
unauthorized terminals.

Comment:
See comment from previous cell.

By reviewing past instances of fraud and
abuse by food stamp authorized retailers, the
state agency can identify those most likely to
abuse the EBT system. In addition, stronger
measures could be proposed that would
permit retailers to be disqualified from the
program more easily for cases of fraud or
abuse. Such change should be closely
coordinated with the Inspector General and
federal program policy makers.

m
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Vulnerability

Countermeasure

Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability

Transaction
intercepting
{message
transmitted over
copper, cellular, or
fiber optic medium)

Message
authentication

Full message
encryption

APD Guidelines:

Section 9025: States shouid protect, to the
maximum extent possible, the security and
integrity of all data transmitted. Measures to
be taken include:

- safe storage of code books used for
message encryption\decryption;

- securing all control points for
communications lines.

EBT Requlations:
Section 274.12(h}{3Nii) requires that the state

agency must have measures in place to
ensure communications access control of
transaction data from the POS terminais to
the processing site.

Section 274.12(h){3)(ii}(C) does not require
but recommends that communications
network security include the use of
authentication codes. The preambie to the
regulations clarifies that DES encryption is
only required of the PIN, not the whole
message.

Section 274.12(h)(3)iii) requires message
validation in the form of message format
checks and range checks.

Comment:

At present, messages can be intercepted and
replayed. EFT system transaction edits can
detect replayed messages. To succeed as a
fraud mechanism, an intercept/rebroadcast
must include a terminal to accept the
authorization message and retailer credit
routing instructions or involve retailer
collusion.

Analysis of account-specific transaction
velocity allows the EFT processor to detect
potential intercepts/rebroadcasts. There is no
way to detect simple intercepts.

EFT Security Assessment
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Countermeasure

Vulnerability

Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability

Altering eligibility Access and audit
files controls

Reconciliation

APD Guidance:

Section 9024 requires the state agency to
establish controls to prevent unauthorized
persons from reading from and/or changing
programs and data files. These include the
use and protection of log-ons and passwords.
In addition, proper procedures should be in
place for recording the movement and the
actual transportation of sensitive data files.

EBT Regulations:
Section 274.12(h){3)(iv)(B) requires that

passwords and identity codes be utilized at
data processing centers.

Section 274.12(h}{3)(v}(A) requires that the
EBT system be periodically reviewed for
vulnerability to unauthorized use or theft.
Measures should be in place to guard against
tampering with or creating household
accounts.

Section 274.12(h)(3)(v){H) requires the
existence of a complete audit trail. This audit
trail includes the tracking of issuances from
the Master File and the Issuance file as well
as database and system file updates.

Section 274.12(jMHvi) requires audit trails that
document the "full cycle of issuance”
including the posting of benefits to eligibility
files.

Comment:

The requirement for maintenance of audit
trails that document the full cycle of benefit
issuance and redemption is meant to allow for
the detection of unauthorized alteration of
eligibility files.

G e
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Vulnerability Countermeasure Section of APD Guidance or EBT
Regulations Addressing the

Vulnerability

The primary emphasis of the EBT regulations
is audit control of transactions. The APD
guidance adds control over file access. Audit
records of system access and use provide
appropriate control over program and file
access. Configuration control and periodic
risk assessment safeguard the EBT system
from inadvertent changes.

Change control

Altering transaction Access and audit APD Guidance:
files controls Refer to cell corresponding to "Altering
eligibility files”.

EBT Regulations:
Reconciliation Refer to cell corresponding to "Altering
eligibility files".

In addition, Section 274.12(h)(3){iv}{A)
requires that functions affecting account
balance are separated or dually controlled
during processing.

Section 274.12(j) requires reconciliation to be
performed in several areas, including between
individual household account balances and
daily account activities.

Comment:
See comment from previous cell.
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Vulnerability Countermeasure Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability
Altering retailer files | Access and audit APD Guidance:
controls Refer to cell corresponding to "Altering
eligibility files"”.

Change control
EBT Requlations:

Reconciliation Refer to cell corresponding to "Altering
eligibility files".

In addition, Section 274.12(h){3){v){E)
requires that measures be in place to protect

’
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Vulnerability Countermeasure Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability
Altering ACH files Access and audit APD Guidance:
controls Refer to cell corresponding to "Altering
eligibility files".

Change control
EBT Requlations:

Reconciliation Refer to cell corresponding to "Altering
eligibility files".

Federal Reserve
controls In addition, Section 274.12{h}{3}{v}(E)
requires that measures be in place to protect
against tampering with information on the
ACH tape.

Section 274.12(j) requires reconciliation to be
performed in several areas, including between
retailer’s credits and deposit information
entered into the ACH network.

Comment:
See comment from previous cell.
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Vulnerability
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Countermeasure

Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability

|

Altering report
inputs/outputs

Access and audit
controls

Change controls

APD Guidance:

Section 9024 requires the state agency to
establish controls to prevent unauthorized
persons from reading from and/or writing into
programs and data files. These include the
use and protection of log-ons and passwords.
In addition, measures should be taken to
protect all sensitive computer output.

EBT Requlations:
Section 274.12(h}{3){iv}(B) requires that

passwords and identity codes be utilized at
data processing centers.

Section 274.12{h}{(3}{v}{A) requires that the
EBT system be periodically reviewed for
vulnerability to unauthorized use or theft.
Measures should be in place to guard against
tampering with or creating household
accounts.

Section 274.12(h)(3){v){H) requires the
existence of a complete audit trail. This audit
trail includes the tracking of issuances from
the Master File and the Issuance File as well
as database and system file updates.

Section 274.12{)) restates the requirement for
maintenance of audit trails that document the
full cycle of benefit issuance and redemption,
from the posting of the benefits to the
recipient’s accounts to settlement.

Comment:
See comment from previous cell.
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Vulnerability Countermeasure Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability
Corruption of Processor transaction APD Guidelines:
transaction edit controls Section 9023(A) outlines extensive
messages during requirements with respect to preventing
transmission Physical security unauthorized intrusion in the processing site.

Section 9025: States should protect, to the
maximum extent possible, the security and
integrity of all data transmitted. Measures to
be taken include:

- safe storage of code books used for
message encryption\decryption;

- securing all control points for
communications lines.

EBT Requlations:
Section 274.12(h){3){ii) requires that the state

agency must have measures in place to
ensure communications access control of
transaction data from the POS terminals to
the processing site.

Section 274.12(h)(3){ii)(C) does not require
but recommends that communications
network security include the use of
authentication codes. The preambie to the
regulations clarifies that DES encryption is
only required of the PIN, not the whole
message. F

Section 274.12(h){3)(iii) requires message
validation in the form of message format
checks and range checks.
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Section IV

Vulnerability

Countermeasure

Section of APD Guidance or EBT
Regulations Addressing the
Vulnerability

Destruction of
processing
hardware

Hot site backup

APD Guidance:

Section 9023{A) outlines extensive
requirements with respect to preventing
unauthorized intrusion in the processing site.
Section 9023 also lists requirements that
would minimize the impact of various natural
and man-made disasters.

Also, Section 9024 recommends maintenance
and off-site storage of back-up data files.

EBT Regulations:
Do not specifically address the safety of

processing site hardware.

Comment:

Hot site backup is not specifically required by
either the APD Guidance or the EBT
regulations.

Hot site backup is a potentially expensive
added cost.

Destruction of
telecommunications

Hot site backup

Automatic
telecommunications
switching

APD Guidance: L'

See previous cell. In addition, Section
9025(B) requires that all control points for
communications lines be secure behind locked
doors.

EBT Regulations: Ii
Do not specifically address the safety of

telecommunication lines.

Comment:

Neither hot site backup nor automatic
telecommunications switching is specifically
required by either the APD Guidance or the
EBT Regulations.

Telecommunications lines are a generally well-
protected component of the
telecommunications infrastructure.

EFT Security Assessment

i
|

and Implications for EBT
Contract No. 53-3198-1-020

page IV-17



Table of Contents

This document contains information of a sensitive nature. Section IV

— P ———

Summary

As Table IV-1 indicates, the FNS APD guidance and EBT
regulations together form a fairly comprehensive approach to EBT
security, particularly in the areas of access control, auditing, and
change control. As stated in the introduction to the section, the
APD guidance addresses the security concerns of traditional batch
processing systems. While one portion of an EBT system involves
batch processing, more specific guidelines are needed to address
security issues relating to EBT systems. The EBT regulations fill
this void, complementing the APD guidance.

The APD guidelines are strong in defining security requirements
pertaining to the physical security of the processing site. Both
sets of requirements address the issue of access to system
functions and the unauthorized manipulation of software and data.
The EBT regulations require extensive audit controls and
reconciliation. In practice, these audit controls have to be focused
principally on the accounting side of EBT transactions and
providing accountability of retailer and recipient transaction
activities. The APD guidelines do address more systematically the
need to monitor user access to the system and the deliberate
control of changes in processing environment involving software
and hardware.

Section V presents recommended EBT system security guidelines,
which incorporate current EBT regulations and practices as well as
address security issues that are currently not covered by existing
guidelines.
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V. EBT Security Guidelines

Introduction

—  This section provides guidelines on security for EBT processing
systems. The section should be used in concert with the APD
security program outlined in the FNS Handbook 901, Advanced
Planning Document (see Appendix G). The APD Handbook
provides an overall security framework and, with few noted
exceptions, is directly and fully applicable to EBT processing
endeavors undertaken by a state or a single authority representing
multiple states. This section focuses upon the relevant security
actions that must be addressed when designing, developing,
testing, and operating an EBT system. Those who are required to
take action include state officials who procure and work with the
EBT system and the EBT system vendor, which includes the prime
contractor, subcontractors and any other third parties who
acquire, process, or are otherwise involved in EBT transaction
processing. The guidelines are not exhaustive; rather, they focus
on key vulnerabilities that are specific to EBT transaction
processing. The APD Security Program provides ample guidance
on such issues as facilities security, personnel security, and
physical security. The core APD requirements apply equally to the
state component of EBT and the EFT processor component of
EBT. '

The critical points in the EBT design, development, and
implementation process where security issues are a focus include:

° Specification of general and specific functional
requirements. It is at this point when the level of
emphasis on security is established and basic
expectations of players -- processor, administrative
agency, retailers -- are defined.

L Request for Proposal (RFP) development. The RFP
establishes the baseline of expectations that the EBT
contractor is expected to meet as well as the
security credentials that must be provided. The
contractors’ proposal provides the methodology for
establishing and maintaining security.

EFT Security Assessment page V-1
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. Systems design. The EBT contractor presents its
security plan and describes in detail its methodology
for addressing the features of that plan.

. Functional testing. The security-related aspects of
each EBT processing function and subfunction are
reviewed for conformance with the systems design.

. Acceptance testing. The state performs specific
pass/fail tests of each security control process,
procedure, hardware and software action affecting
PIN, card, administrative access, RJE file transfers,
reconciliation and settlement, ACH file development,
error resolution, exception reporting, transaction
security, and terminal security.

° Monitoring implementation and ongoing operations.
Though not specifically required, it is incumbent
upon the state to review security exception reports
and to require periodic security status reports. This
is especially critical during periods of program
expansion (the pilot and rollouts) when transaction
volumes are approaching capacity. [t is in this
context, which is marked by newness and lack of
experience at the retail, recipient, and administrative
levels, that vigilance may give way to expediency
and the desire to make the project work.

. Annual risk assessments. The state performs a
review of security and risk, focusing on overall
security and specific vulnerability areas identified in
security exception reports during the year or other
vulnerabilities experienced in EFT and EBT
processing.

The guidelines presented here are fully consistent with EBT
system design guidelines and acceptance test plans, both of
which were developed for FNS and made available in April 1993.
For the most part, the guidelines focusing on acceptance testing
of security also constitute the basic core set forth in the Guidance
for Preparation and Review of EBT Systems Acceptance Test
Plans.
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Where applicable, check lists have been included at the end of the
section.

EBT System

Functional

Requirements

———— The EBT system functional requirements and general design is
prepared as part of the IAPD and is incorporated into the RFP.
The purpose of requirements and general design is to define the
requirements for an EBT system and the relationships among the
functions and components. It is at this preliminary point that
system security must be incorporated. The APD Security Program
provides the basis for addressing six areas of concern: security
of the ADP processing systems; system disaster and contingency
plans; information storage and processing; communications;
message validation; manual transaction procedures; and,
administration and operational procedures. Consequently,
planners must consider how they will address each of the
following:

. Processing and communications backup -- position
on ‘'hot-backup’ as a means of ensuring
uninterrupted access to benefits, even in the event
of a cataclysmic event

. Comprehensiveness of internal controls of access --
position on desired levels of system security controls
over access at the administrative, EBT processor,
and point of sale terminal levels to data, software,
and processing

. General emphasis on countering and controlling
various forms of fraud and abuse -- position relative
to the treatment of card, retailer, and processor
actions which lead to the diversion of benefit assets

in each instance state EBT planners should consider programmatic
and cost impacts of various security options. How will a security
feature impact upon recipient access to benefits? What will the
effect of a security feature be upon EBT costs? Also, what effect
might a requirement have on full and fair competition? Most
safeguards including DES encryption, message authentication (if

EFT Security Assessment page V-3
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proposed), and operating system security packages are available
to all processors. The potential for difficulty stems from
specification in the RFP of a security requirement that is
proprietary to a specific potential offeror.

EBT is not simply transaction processing, but a complex mix of
information exchanges between the state eligibility system,
issuance workers, and the EBT processing system. Typically
information is exchanged through batch transfers over Remote
Job Entry (RJE) telecommunications links and through interactive
(real time) sessions. In both instances, the host processor must
retain full control over the content and accuracy of information
exchange. The system design must call for tests of such things
as eligibility data transfers, reports, and data up and down loads
to assure accuracy and authenticity. User interfaces must fully
segregate functions -- especially issuance of EBT cards -- and also
control access and audit of access. The design should anticipate
the projected demand for administrative access to the transaction
processing system. At a minimum, only predefined users should
be allowed together with active password control and rigidly
predefined data access and modification control (often referred to
as read/write access rights). Security administrators normally
have write access to all files. Because of this, security
administrator access should be closely monitored and kept to a
bare minimum.

The functional requirements should incorporate safeguards for
controlling card issuance, including inventory controls, internal and
external controls over eligibility database updates, and access to
master PIN files. Systems that do not permit direct access to
these files are less prone to tampering.

The functional requirements should outline transaction and RJE
processing controls. The state should clearly define its position
with respect to operating system and software configuration
change control.

The functional requirements must also clearly specify
reconciliation analysis requirements, not only to insure that the
desired financial balancing between debits, credits, and
drawdowns is provided, but also that these analyses provide the
basis for detecting compromises to processing integrity, including
file tampering and attacks on the system. An integral part of this
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process is reporting and providing data for use by the state to
monitor processing system integrity (as well as performance).
Because of the importance of access and audit controls, the
system design should define report and data file specifications
that provide the state with a means of performing independent
analyses. In addition, transaction processor exception report
specifications should be prepared. Exception reports describe the
conditions leading to and actions taken in response to
performance and security problems identified by the processor
using performance, user audit, and transaction file analyses.

At this stage of the EBT planning process, the roles and data
security responsibilities of the state, transaction processor, third
party processors (switches), and retailers should be outlined in
terms of expected actions and sanctions. For each primary actor
in the EBT system, key security-related responsibilities are as
follows:

] EBT processor is responsible for the design and
implementation of the security system, monitoring
security at all levels

. State administrative agency is responsible for
reviewing existing issuance-related ADP security
and providing compatible safeguards for all
interfaces with the EBT processor

o Third-party processors are responsible for PIN
encryptionkey management, performancemonitoring
and supporting security monitoring and audit

° Retailers are responsible for terminal security and
access control.

EFT Security Assessment page V-5
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RFP Development
and Procurement

The RFP is the mechanism for conveying the EBT system design

requirements to prospective vendors. Included are system
security requirements. A major deliverable that accompanies the
system design is a detailed security plan. The APD Security
Program provides an appropriate baseline for defining this
deliverable. The instructions to offerors should require that each
of the following points be addressed:

Description of EFT security management in place and
how it will be modified to encompass EBT

Description of system access and audit controls in
place and proposed (offerors should provide exact
descriptions of software tools used and the extent of
implementation)

Description of how each of the security requirements
contained in the APD security guidelines and EBT
regulations will be addressed

Clear definition of security controls that will be
added in response to EBT (and the unit cost of each
enhancement)

If it is anticipated that a processor will be required to
use third-party processors {which should be evident
based on system planning activities completed by
the state), description of the proposed approach for
certifying third-party processor transaction
processing security measures should be provided.
This should extend beyond DES key management
and include the same requirements that the state
places on the processor. Included are terminal
deployment and control, terminal safeguards, retailer
training, telecommunications controls, and internal
EDP security used by third-party processors.

In addition, it is advisable that the RFP include a requirement for
a discussion of the technical feasibility of security options. These
options should include:

EFT Security Assessment
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. Hot backup of transaction processing
. Hot backup of telecommunications trunk lines
° Any additional security features that are unique or
proprietary

The RFP also incorporates evaluation criteria used by the source
selection panel when assessing the strengths and weaknesses of
each proposal. In addition to technical qualifications, proposed
methodology, and cost, evaluation criteria should specifically
address the adequacy of security plans and policy and the degree
to which the proposal specifically presents security measures
affecting card issuance, transaction processing, methods of
assuring that third-party processors provide equivalent level of
protection against threats to data accuracy and authenticity, and
the types of security reports and analyses that are proposed. The
evaluation criteria stated in the RFP should include scoring of
security and this fact should be stated in the RFP.

The RFP should also require that each offeror describe personnel
policies with respect to security. The role and responsibilities of
the facility security officer should be discussed. Security training
practices should be described as well as sanctions for security
violations.

The RFP should require each offeror to describe the offerors
security policy generally following the ADP Security Program and
EFT processing specifically. Security reporting practices should
be explained and described. Each offeror should identify its EDP
security audit organization and summarize the most current
findings.

EFT vendors are likely to display great reluctance when asked to
disclose proprietary information. There is a reluctance to provide
detailed information about processing and processing related
areas. Security often falls into this area, and for this reason, it is
recommended that provisions be made by the state to provide a
mechanism for assuring confidentiality. @ One method for
accomplishing this is to arrange a site inspection visit as part of
the proposal review process. Applied to vendors making the
competitive range, the site inspection visit affords the state the
opportunity to inspect facilities, meet with vendor staff, and view
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demonstrations. From the vendor’s point of view site visits
provide a controlled setting for reviewing key documents such as
the vendor’s security management plan and EDP audit results.

Finally, as part of the proposal evaluation process, vendors should
be provided with an opportunity to address security plan
weaknesses identified by the source selection panel.
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System Design

Once the state has awarded the contract for EBT services, the
EBT vendor will prepare a full systems design document for
review and approval by the state. An integral part of the systems
design is a detailed EBT system security plan. Procedurally, the
security plan is a separate deliverable. However, it must be
developed as an integral part of the system design process, not
added later. Security can impact performance. For example, if
full transaction message encryption is contemplated, the effects
on system performance must be reviewed since encryption, re-
encryption, and de-encryption introduce additional processing
steps. [Note: Full message encryption is not recommended as a
finding of this assessment.]

The security plan should be the product of a thorough review and
revision of the processor’'s existing security plan, which
incorporates security requirements contained in the RFP,
negotiations, and the resultant contract. The security plan should
be carefully cross-referenced with the APD Security Program. In
addition, the detailed security plan should specifically address the
following:

. Overall configuration and change control

° Transaction security --including telecommunications,
transaction messages, PIN encryption and key
management at the terminal, terminal-based controls
(e.g. limits on PIN attempts), and third-party
processors

] Security for on-line administrative access -- this will
vary depending upon how administrative
workstations are configured. Access to
authorization and transaction files may be provided
using stand-alone terminals or integrated through
existing administrative workstations. In addition to
access controls, designers must consider the security
of software resident in the workstation. For
example, if the application is Windows-based, the
design must restrict user capacity to modify the
software or invoke other features such as screen
capture features, and thereby thwart tampering,
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creation of false accounts, or viewing data the user
is not authorized to view.

° Security for batch or RJE administrative access

L Security for RJE transfers to and from the
designated concentrator bank, Federal Reserve, the
DHHS Payment Management System, and the
Minneapolis Data Center. Whether the EBT vendor
controls these file transfers, installs these links, or
uses existing links, they must all be considered. If

the links are controlied by the second party (e. g the
connnnateatar hhaanll tha AnAasivit: wmeanticasnea aof sbe

controlling party must be examined.
° Access controls and user audit systems and analysis

] Biannual and as-needed risk analysis -- the focus of
the biannual risk analyses should be defined as
should the methodology. The actions to be taken by
the state and the EBT processor in response to
deficiencies should be agreed upon. The conditions
for as-needed risk analysis should be defined in
advance (e.g., upgrade in operating system; upgrade
in transaction driver software; conversion of
telecommunications lines).

° Security management reports to the state
The security plan should be treated as a confidential document

with restricted availability since its release could compromise EBT
system security.
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Functional

Demonstration
The functional demonstration occurs during EBT system
development when the EBT vendor has fully designed all
processing features called for in the detailed system design. The
functional demonstration provides the state with the opportunity
to review the system for conformance to design specifications.
For security features, it involves limited-scale demonstrations and
walk-throughs of the following:

. Issuance functions, including card inventory controls;
card reissuance/duplicate issuance controls; card
access deactivation and benefit transfer to
replacement/new cards; replacement card controls,
administrative terminal issuance functions, and
functional compartmentalization; issuance-related
security rules and instructions

° Administrative access controls, including log-on and
password controls; access control scripts;
compartmentalization of access rights

o Administrative RJE controls, including access
control, and file accuracy and authenticity controls

L Transaction and batch processor access controls

° ARU user and maintenance access controls

o RJE controls for the concentrator bank, including
access control, file accuracy and authenticity
controls, and encryption

. RJE controls for the Minneapolis Data Support
Center (MDSC) and FNS field offices, including
access control, file accuracy and authenticity
controls

. Terminal access controls, including predistribution
encryption key controls, changes in maintenance
access codes, and in-store installation plans
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. Telecommunications controls, including
telecommunications configurations, arrangements
with telecommunications service providers, and
review of security procedures

J System use audit report formats

° Security exception report covering internal
procedures

° Risk analysis plans and procedures.

Each of these points should be addressed both in the functional
test plan and during functional testing at the processor site, the
state IRM facility, administrative sites (local offices), and retailer
sites.
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Acceptance Testing

————————— The Acceptance Test Plan should address each of the points
already listed above under functional testing. In this way, the four
areas of security concern noted in the Acceptance Testing
Guidelines -- the card; the PIN; the network; and access -- wiill
have been addressed. The one key difference is that when
developing the acceptance test plan, the state should not defer to
claims by the processor that functions are covered by industry
standards, since the interpretation and application of industry
standards is highly subjective. The exceptions to this are PIN
encryption standards, set forth under ANSI X.9.8, and applicable
ISO and ANSI standards for debit card dimensions, magnetic
stripe and track coding. W.ith these exceptions, all security
aspects of the EBT system should undergo acceptance testing.
The testing at this point in the development process should not be
limited only to areas of high suspected vuinerability.

That portion of the Acceptance Test Plan dedicated to security
should describe security tests for each function to be tested and
outline scripts and data requirements for each security test. When
constructing the tests, the primary focus will be on confirming
that security features are in place. Stress and through-put testing
which focus on system capacity and performance are not needed.
However, it will be necessary to populate data files and generate
processing streams corresponding to the full EBT functional flow
(e.g, card issuance, terminal deployment, transaction processing,
file management, settlement and reconciliation, and reporting).
These data files will then be subjected to tampering and attempts
to compromise integrity and authenticity. The tests should be
prepared jointly by the state and the EBT vendor. The phases of
acceptance testing include test development, testing, reporting,
developing and implementing corrective actions, and retesting.
The "test-report-corrective action-retest” cycle continues until all
tests are passed.

Some of the security tests that should be undertaken are listed
below. This list should be considered the core, to be tailored
and/or expanded upon, depending on the range of functional
requirements to which the EBT vendor’s system responds.

Card Issuance

EFT Security Assessment page V-13
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Acceptance testing of issuance functions will focus on the
following: card inventory controls; card reissuance/duplicate
issuance controls; card access deactivation and benefit transfer to
replacement/new cards; replacement card controls, administrative
terminal issuance functions and functional compartmentalization;
issuance-related security rules and instructions. Testing of the
software processes will require developing a full range of illegal
actions and testing the various software applications used for card
issuance. These tests will take place at the processor facility and,
if possible, at card issuance sites.

Acceptance testing will also include inspection of reports on card
ordering and issuance and comparing information on the card and
databases for agreement. Other issuance functions that would be
tested include deactivation of lost and stolen cards, the ability of
the system to successfully detect and reject improperly
documented cards (e.g., cards not issued, cards lacking PIN
assignment, temporary cards deactivated by issuance of a
replacement card), the system’s capability to detect/bar duplicate
issuance, and inventory controls.

Terminal Deployment and Management

As part of the acceptance testing, procedures for terminal
deployment and management shouid be reviewed. Of particular
concern are instructions to retailers who maintain/install their own
terminals, controls over access to internal terminal code, and the
physical security of terminais when not in use.

As part of this test, retailer instructions on terminal installation
and the physical routing of telecommunications lines running from
the terminal to the controlier/telephone panel should be reviewed.
Lines should be run in conduit to reduce the possibility of
tampering. Terminal instruction manuals should be kept in the
office; access codes for changing information in the terminal
should be restricted to store managers. Retailers should be
provided with guidance on storing unused terminals so that the
opportunity for theft or tampering is minimized.

Terminal passwords for accessing maintenance functions should
be tested as should the ability of the various terminals to fully
protect disclosure of restricted information such as PIN and
routing information.
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Retailers operating their own EFT switch should be subject to the
same tests as third party processors.

Administrative Terminals and Terminal Functions

Administrative terminals are likely to support card issuance, query,
and benefit status updates. Tests should concentrate on
compartmentalization of functions, log-on and password issuance
and controls, access controls, and file read, write, create, and
delete restrictions.

Administrative System/EBT Processor File Transfers

Acceptance testing also includes RJE file transfers between the
state and EBT processor, and also the EBT processor and the
concentrator bank and FNS data centers. Password and access
controls should be tested, as should aborted file transfers, repeat
transfers, and files with improperly constructed header and trailer
records.

Transaction Processing

Transaction processing controls testing will include testing of
access controls, access audits, and software modification
controls. These tests should be coordinated with stress and
throughput testing. The transaction test set should be populated
with invalid transactions, denials, reversals, and duplicate
transactions sufficient to support the production of exception
reports and test the edits designed for these problem transactions.

Automated Response Unit

The tests outlined for administrative terminals apply to the
automated response unit (ARU).

Telecommunications

The capacity of the transaction processing system to detect
invalid, incomplete, and altered transactions should be tested.
Invalid messages should be sent from normal terminals. Messages
from modified (tamper testing) terminals should be tested.
Testing should also include intercept and replay of messages
between terminals and the transaction processing system.
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Encryption keys should be tested at the POS terminal and all other
points where encryption occurs to ensure that the PIN is
transferred accurately to the transaction processing system and
that attempts to tamper with encryption devices result in
cessation of processing capability.

Security Audits and Reports

The acceptance testing should be accompanied by full-scale
logging of user access and usage histories. These audit files
should be compared to the actual acceptance tests and
discrepancies noted. If the security system incorporates alerts for
suspected violations or attempted violations of file integrity and
configuration control, these violations should be attempted to
confirm that the operating system will detect and report correctly.

In all instances, these tests should be conducted using the
equipment that the vendor intends to use during full production
(full scale processing). Simulations using software and hardware
dedicated to system design and development is not
recommended. While these systems are very similar to the
mainline processing environment, they do not replicate the full
range of processing demands and volume.

The acceptance testing should result in a report documenting all
tests, procedures and results. Each test should incorporate a
pass/fail indication along with an indication as to whether the
corrective action has to be in place before the system is
implemented. The report should also provide a schedule for
retesting of all failed tests.
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EBT System

implementation

Security Monitoring

Though not specifically called for in the EBT Regulations, it is
recommended that special efforts be undertaken to monitor EBT
systems for security vulnerabilities and potential violations when
the system is initially brought on-line at the pilot site and during
periods of significant expansion. There is likely to be great
pressure to meet start-up deadlines. At this critical point in
implementation or expansion, large numbers of terminals and
retailers are brought on-line, recipients are likely to make mistakes,
and a general lack of familiarity and comfort with EBT processing
at all levels is compounded by the well intended wishes of all
parties to make the system work. In this context, a number of
security-degrading actions may take place such as:

. Providing access to administrative terminals to large
numbers of staff

. Sharing administrative terminal passwords with other
administrative staff to ease workload and delays in
card issuance or complaint and problem handling

. Allowing retailers access to POS terminal
maintenance utilities that might compromise PIN
integrity

In addition, the processor is likely to experience a significant
increase in transaction volume during start-up and expansion as
well as during benefit issuance days. The inherent danger is that
in an effort to achieve desired performance goals and maintain
retailer and recipient satisfaction with the system, vigil may wane
temporarily. Software changes may not be subject to full and
complete change control review and approval. File updates and
changes affecting eligibility master files, retailer files, and
settiement files may not be completed in a way that is fully
compliant with system specifications and procedures. If a party
is intent on penetrating an EBT system, then risk is elevated
during this critical time. Risk takes the form of failure to detect
unauthorized transactions, tampering with the various master files
by creating unauthorized accounts or retailers, and/or creating
false settlement data including credits and debits.
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Special audit analyses should be provided during these periods
which focus upon detecting unauthorized users as well as
detecting abnormal system fixes. It may be advisable for states
to station staff at the EBT processor site for the purpose of
working with EBT processor staff.

M
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Risk Assessment

The state is required to perform a risk assessment of the EBT
system every two years and when a major change in system
hardware, operating system, or software is planned. The recent
risk assessment of the Maryland EBT system is an example of this
process. The risk assessment should focus on all aspects of
system security, emphasizing the resolution of problems detected
prior to the assessment and special vulnerabilities that may be of
concern to the state and processor. Although EFT systems have
very linked access, the processor’'s monitoring of attempts by
hackers should be examined, as should instances of computer
virus contamination. The EBT vendor’s regular EDP audit should
be consulted as part of this process, but should not be considered
a substitute for an on site visit to the processor. The assessment
should be conducted by the state or an agent of the state who
maintains independence from the EBT processor as defined in
audit guidelines. The risk assessment shouid consider the full
range of system activities including:

. Transaction processing. Key transaction processing
activities should be reviewed. Access logs should be
reviewed along with security exception reports.
Incidents of out-of-balance conditions identified
during daily and periodic reconciliation should be
reviewed and the cause of the conditions
determined.

. Local office administrative terminals. Access logs
should reviewed to confirm adherence to user
assignment, password utilization and file access
rights. Exception reports on attempts of
unauthorized file access and file change attempts
should be reviewed. Terminal physical security
should be reviewed. In addition, if changes are
contemplated in terminal configuration, operating
system or other significant changes, the applicability
of existing security safeguards needs to be
evaluated.

. Retailer . redemption activities. Instances of
questionable transaction actions by retailers should
be reviewed. These activities include duplicate
transactions and unusually high numbers of manual
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transactions, aborted transaction attempts, garbled
messages, or other actions that may indicate
attempts to tamper with communications.

. Third party processors. If the system includes third-
parties who are switching transactions, the risk
analysis must review encryption key management
practices.

The risk assessment should also examine the effectiveness of
corrective actions taken by the EBT processor in response to
security problems detected through analysis of access control
audits and exception reports.

The risk assessment report should document all tests, the
procedures used, and the results of each test. Recommendations
with respect to findings should be scored to assist the state and
EBT processor in determining response priorities.
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EBT Functional Requirements -- Security Checklist
e

1. For each functional requirement defined for the proposed EBT system,
identify whether there are security risks.

1.1 Define the risk -- how does it work, what is its effect on the
system.

1.2 Determine whether each risk would be addressed by an
existing EBT processor-provided service (is it commercially
available) or requires special provisions.

1.3 For each risk and safeguard, determine whether the safeguard
is generally available to all potential processors or unique to a
single processor (proprietary).

1.4 Identify safeguards with potentially high costs, such as
alternate site processing.

2. Estimate the magnitude of involvement of third parties. Are they
retailers, EFT processors, check authorization services?

2.1 Determine qualitatively the levels of security offered by these
third parties.

operated computer facility(ies) that support the benefit programs being

3. Review current and planned security safeguards offered by the State- ‘
|
considered for EBT.

3.1 Determine the telecommunications safeguards for
administrative terminals and RJE lines.

3.2 Review user access controls. |
3.3 Review functional compartmentalization controls.
3.4 Review current security reporting practices.

3.5 Review flexibility for increasing security and estimate cost of
upgrades.

4. Define EBT processor security monitoring reports.

4.1 Define monitoring data requirements.
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EBT Functional Requirements -- Security Checklist

" 5. For each security function, identify the responsible-party.

5.1 Who is responsible for |Mplementmg safeguard -- state, -
processor, third-party?

5.2 Who is responsible for ensuring compllance with safeguard? --
state, processor, third-party? _

5.3 Should penaities far non~performance be used to enforce
compliance?

g B —
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EBT RFP Development and Procurement -- Security Checklist

RFP development and procurement is considered in these
stages: development of the RFP document, proposal review
and evaluation, and pre-award negotiations with the selected

vendor.

RFP Development

1. Define security requirements to be presented in RFP
1.1 Define the security related contents of the RFP

1.2 List and describe functional security requirements covering
card issuance, terminal deployment, third-party processors,
administrative access, core transaction processing, management
functions, security monitoring and reporting, audit, and risk
assessment.

1.3 Require that proposals address:

Understanding of EBT regulations and APD security
requirements and how they relate to the offerors’ current

security.

Prior history and experience with security breaches.
Rationale for proposed alternate processing capability in
the event of catastrophic loss of core processing facilities.

1.4 Describe audit and inspection rights of state with respect to
processor performance.

1.5 Define specific monetary penalties, when and how they will be
imposed.

2. Define security plan requirements to be addressed in RFP and to be
addressed in deliverable.

2.1 Present basic requirements that draft plan should include in the
proposal.

2.2 Require description of security management reports to be

’L provided.

3. Define security-specific proposal evaluation criteria, the weight to be
applied to security relative to other system design, performance, and
cost parameters, and the points to be assigned to reflect the chosen

weight. :

EFT Security Assessment page V-23
and Implications for EBT
Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Section V

EBT RFP Development and Procurement -- Security Checklist

EBT System’s Procurement

4. During the proposal review process:

4.1 Document strengths and weaknesses of each offeror’s:
Existing security practices
Proposed security design in response to security
requirements
Proposed security plan

4.2 \dentify deficiencies.

5. Conduct site visits to vendors’ processing facilities. These visits
would include offeror’s making competitive range.

5.1 Observe operation of existing security safeguards for
consistency with descriptions in the technical proposal and for
applicability to EBT.

5.2 Observe demonstrations of proposed security safeguards
proposed by offeror.

5.3 Review security plan and other proprietary security
documents.

5.4 Review EDP security reports for evidence of deficiencies and
corrective actions responding to deficiencies.

5.5 Review existing security management reports for suitability to
EBT.
5.6 Review deficiencies and offeror’s proposed solutions.

6. Provide offerers within technically acceptable range the opportunity
to address weaknesses, propose solutions, and identify impact of
solutions -- technical and cost - on the overall approach |

M
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EBT RFP Development and Procurement -- Security Checklist

Pre- and Post- Award Negotiation

7. Resolve outstanding security-related issues such as:

Responsibility,

Penalties,

Effects on vendor pricing,

Effects on implementation scheduling

8. Following award (and Federai approval) conduct a detailed review of
system design requirements with the vendor. An integral part of this
review is security.

8.1 Ildentify all deliverables and timelines.

8.2 Identify areas that may need be reassessed in response to
design changes.

8.3 Document all changes. 1

-
——— —
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EBT System Functional and Acceptance Testing -- Security
Checklist

Functional Testing

1. Develop and review functional testing plan jointly with EBT processor.
Involve security experts, if processor and state lack expertise.

1.1 Specify demonstration parameters for all functional aspects of
system (see corresponding text for list). For each test, list exactly
the components and subcompaonents to be tested

1.2 Develop method for recording deviations from design
specifications

1.3 Identify critical areas needing retest before permitting
processor to move forward.

2. Conduct functional test under conditions that are as close to actual
as possible.

2.1 Conduct testing of administrative security at local and state
agencies.

2.2 Conduct testing of retailer/terminal security at retailer site(s).

2.3 Conduct testing of core transaction functions at processor’s
production facility.

2.4 Conduct testing of back-up core processing and
telecommunications at back-up sites.

2.5 Document exceptions to this practice.

3. Document all results, positive, negative, unresolved, untested for all
functions.

3.1 Review the functional tests jointly with the processor.

3.2 Prioritize corrections on the basis of risk to the system and
effects on system development schedules.

3.3 Retest all critical failed functions controlling access, user audit
trails, and configuration and change control.

W
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EBT System Functional and Acceptance Testing -- Security
Checklist

3. Document all results, positive, negative, unresolved, untested for all
functions.

3.1 Review the acceptance tests jointly with the processor.

3.2 Prioritize corrections on the basis of risk to the system and
effects on system development schedules.

3.3 Retest all critical failed functions controlling access, user audit
trails, and configuration and change control.

M
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Systems Implementation and Operations -- Security Checklist

1. Develop a security surveillance plan covering the implementation and
operations phase of the EBT project.

1.1 Develop enhanced monitoring during start-up at the pilot site
and for each subsequent major expansion roli-out.

1.2 Specify daily reports to be provided by processor, state
computer systems, and retailers

1.3 Specify notification procedures in the event that a major
system attack is detected.

2. Incorporate review and routine monitoring of security reports from
" the processor.

3. Establish response strategies for various attacks on the system.
Theft.
Service disruption.
Computer virus.
Hacker penetration.

4. Impose penalties for preventable security breaches -- lapses in access

II security, unilateral configuration control changes, software changes.
— —

W
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Periodic Risk Assessment -- Security Checklist

1. Implement periodic risk assessments as scheduled.

1.1 Consider the use of a consultant if expertise is not otherwise
available.

1.2 ldentify specific components of the risk assessment in
H advance.

1.3 Document all results.

1.4 Resolve all discrepancies with the processor, identify
corrective actions, and follow-up to ensure they are implemented.

P )
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Larry Linden

A Review of Card Security and PINs
Woodbine, Maryland

Provides a concise overview of the Card Security and PIN
advances, the threats still prevalent across the payment system
industry, and the available defenses established to thwart card
skimming, buffering, counterfeiting, and fraudulent PIN uses.

CSL Bulletin

Guidance on the Legality of Keystroke Monitoring
U.S. Department of Commerce, Technology Administration, NIST

Provides information developed by the Department of Justice on
the legality of keystroke monitoring by security administrators of
Federal systems. Keystroke monitoring enables the administrator
to view the characters typed by users. The guidance advises the
security administrators to provide notice and attain the approval
of the user prior to monitoring.

NIST Monthly Highlights

Computer Systems Laboratory Section
National Institute of Standards and Technology
February 1993 issue

Provides brief updates on current technologies being developed
and studies being conducted by the Computer Systems Laboratory
of the Department of Commerce. Developing technologies
mentioned in this issue include an Advanced Smartcard Access
Control System (ASACS), MultiKron very large scale integration
(VLSI) instrumentation chip, and software design documents for
a set of EDI! tools. A study of Open Systems Interconnection
(OSl) Key Management is also being conducted to address
management as it applies to communications protocols based on
the OSI architecture.
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APPENDIX B: SUMMARY OF LITERATURE

The following Summary of Literature presents synopses of many
of the articles listed in the bibliography contained in Appendix A.

Jerry Knight

On PINs and Needles Over ATM
Washington Post

May 21, 1993

Recent counterfeiting scams have lowered public confidence in
ATM security systems. In order to gain back customer
confidence, bankers may find it necessary to invest in new
technologies such as the "smart card" to stop unauthorized
access to customer accounts.

Credit Card News
The Card Industry Cools its Heels Waiting For a Fraud-Busting

Code
May 1, 1993, Faulkner & Gray Publishing

In an effort to combat the counterfeiting of credit cards, Visa and
MasterCard have found a partial solution- a new magnetic stripe
technology. The technology uses an algorithmically-derived code
imbedded in the magnetic card stripes to foil criminals. Although
favorable results have been cited, the technological capability of
numerous merchants’ systems is hindering complete
implementation of the new advance. The solution however, may
not be totally viable for the credit card industry since duplication
of the information from the magnetic stripe is a risk that has yet
to be controlled.
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Your Card’s in the mail-or was
U.S. News & World Report
May 31, 1993

A growing plague is hitting credit card issuers and users across
the U.S- credit card fraud and theft. The writer suggests
measures that users and issuers may take to fend against
fraudulent card usage.

DATAPRO

DATAPRO Reports on Retail Automation
September 1992, McGraw Hill Inc., Delran, NJ 08075

Provides a succinct overview of EFT, addressing interbank
transactions, wholesale (business) transactions, and retail
(consumer) transactions. Contains a brief section on EFT security
including physical, software, message authentication, personnel
policies, and audits. The sections on interbank transactions
include descriptions of ACH, wire networks (FedWire, CHIPS,
SWIFT Il), and the check truncation process. The sections on
wholesale transactions describe direct deposit of payroll and EDI.
The sections on retail transactions describe telephone/home
banking, ATM networks, POS systems, and EBT.

Howard Keough, CPP
An Inside Job
Security Management

The number of cases of employee-turned-computer-criminal poses
an issue of concern for every organization. The article cited
numerous cases of insider fraud including fraud within the private
corporation, the Federal government, and the EFT system. The
discussion brings to light some critical controls that should be put
in place to identify employee fraud.

Chuck Appleby

Like Money in th nk
Information Week
March 1, 1993

M
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John Mitz and John Schwartz
Chipping Away at Privacy?
Washington Post

Sunday, May 30, 1993

To thwart against "tekkie" criminals, law enforcement and
intelligence agencies are exploring ways to defeat encryption
technologies in order to more easily monitor communications
within the U.S. The "Clipper Chip" is a recent development in
support of the Fed’s objective. The installation of the Clipper Chip
would provide the Feds a key to open and descramble privately
transmitted data. Whether the Clipper will become a standard
across all systems is a question of heated debate which can only
be solved through compromise between public safety and user
privacy.

Albert Crenshaw

Board, State Agencies at Odds on Transfer Rules
Washington Post

January 10, 1993

Electronic Transfer technology is now being applied in welfare
benefit systems. The availability of the technology allows
recipients the ability to charge expenses (by use of a card similar
to an ATM card) against a credit account made on their behalf by
the Welfare Benefit Agency. State and Federal officials disagree
on the party that should be held accountable for losses and fraud
relating to the drawdown of funds.

Sharon Begley & Melinda Liu
The Code of the Future
Newsweek

June 7, 1993

The Clinton Administration has recently announced its support for
the National Security Agency’s (NSA) efforts to impose a
universal encryption standard which would enable Federal
wiretaps of transmitted data. There has been public concern over
privacy rights and strong opposition to the implementation of the
standard.
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Cloak and Data
Security Management

Discusses the Data Encryption Standard (DES) of the National
Institute of Standards & Technology and how the standard is used
to scramble/descramble (encrypt/decrypt) data in transit for higher
protection purposes. Permutation and Shifting are processes
which transform data from its raw form to encrypted and then
from encrypted to decrypted form. These processes and tips for
implementing DES are described in detail.

William Flanagan and Brigid McMenamin
The_Playground Bullies are Learning How to Type
Forbes

December 21, 1992

Whether the hackers represent a young group of curious kids,
stunt hackers who invade systems for malicious reasons, or
members of hard-core cybercrooks, they are here to stay and the
crimes being committed are reaching epidemic proportions. The
article describes some successful cracking of committed computer
crimes by authority officials responding to victims of crime.

Robert Kazel

An _Era For Debit

Bank Technology News
December, 1992

Debit cards are now an additional means of payment made
available to shoppers as a result of various retail industry trends.
Debit card demand developed as a result of: 1) the tendency for
retailers to install systems that include debit, credit, check-
verification and guarantee services, 2} a push from independent
organizations for debit usage, 3) electronic benefits transfer (EBT)
programs offered by state and Federal government, and 4) strong
consumer interests among those who want to use plastic to
replace cash and checks. VISA’s Interlink network and
MasterCard's Maestro are two of the top network programs in
place offering debit cards to customers.
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Midwest Payment Systems of Cincinnati has found an inexpensive
answer to providing Electronic Fund Transfers for bankers and
retailers. The solution is based on the innovative application of
several IBM mainframes.

Douglas Campbell

The Intelligent Threat
Security Management

Numerous cases of system tampering from an external party with
destructive intent is cited. The article increases management
awareness of potential threats to an organization’s system data.
Further, countermeasures to reduce the level of external risk are
suggested.

George Collins

Rx For Micros
Computer Security
1988

Provides an overview of various security practices that
microcomputer users within an organization should be made
aware of to increase data integrity. Practices discussed include
naming conventions, data encryption, modification protection, file
hiding, directory hiding, file packing, file destruction, and
password protection/audit cards.

Richard Pritzker

Members Onl
Computer Security

Physical access to the computer room is a key control in every
organization. The article discusses several means of controlling
access to computer rooms. Means of control include card-based,
key-pad based and biometrics. In particular, the card-based
electronic access control system’s equipments and capabilities are
discussed.

Ronald Baum
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Chuck Appleby

The Welfare State of Confusion
Information Week

October 12, 1992

Attempts by States to build information systems for the Welfare
program are still in its infancy. GAO officials feel that the Federal
government’'s $950+ million contribution to state efforts has
resulted in failures. The Department of Health and Human
Services (along with the Department of Agriculture), which
monitors state progress towards automation disagree with GAO
allegations and conclude that progress is being made, with
problems being solved in due time. The Florida system was
reported to be plagued with troubled reports, Washington state
failed to obtain a workable contract, and the "possible" California-
based system has yet to gain approval from the Deputy Director
of Social Service-Information Technology Department.

Eve on Software New EFT Applications Energize Vendors
Bank Network News

July 12, 1992

As we enter the Information Age, vendors of the EFT industry are
being pushed to support new applications as well as target new
markets to sustain growth. The article describes the many new
innovations that software vendors are providing to enhance
current ATM technology. Future features of ATM include more
user-friendly screens, image processing, Magnetic Ink Character
Recognition (MICR), line readers, point-of-sale, electronic health
claims processing, artificial intelligence in the ATM to detect
machine usage patterns and a host of other functions.

Citibank Gives And May Take In EBT Program
Bank Technology News

August 1992

Citibank of Houston, TX was awarded a contract by the
Department of Treasury to develop a pilot for an Electronic
Benefits Transfer program. The bank will be responsible for
procuring the contractor necessary to perform all functions
necessary to get the EBT program implemented. Citibank’s
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Frontrunners in EBT Head Into Homestretch
Bank Technology News
December 1992

The wave of electronic benefits transfer for welfare recipients has
encroached. As early implementors of the system eagerly adopt
the new innovation into their operations with hope for better
customer service, operating efficiency, and technological
opportunity, they find themselves in unchartered waters. The
article discusses the benefits and open regulatory and operational
questions of EBT technology.

VeriFone Gives Gas Stations, C-Stores A Gem of Their Own
POS News
November 1, 1992

VeriFone Corp. is in business to serve various market niches. In
the area of POS terminals and healthcare claims processing
systems, VeriFone has recently introduced a terminal designed for
gasoline stations and convenience stores (called the Ruby
System). Apart from its main function of controlling gas pumps,
the system is capable of handling debits, credits, check
authorization, coupons and prepaid cards, performing payroll
processing and accounting for daily sales. VeriFone hopes the
flexibility offered by the current gas station system would
facilitate system tailoring, thus increasing the potential for
expansion of the company’s distribution channel.

Debit Volume Is Hot as Consumers Warm to POS
POS News
September 1, 1992

Although 1992’s overall gains appeared lower than those of
1991, there has been a strong increase in transaction processing
by the country’s largest POS programs. Philadelphia-based MAC,
Cincinnati-based Owl, San Diego-based Explore, and Houston-
based Pulse are all EFT networks showing strong gains in POS
transaction processing. Network executives believe consumer
interest in using debit as well as the increased use of POS
terminals in stores have resulted in the positive trend.
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EBT Regs Don’t Answer All the Tough Questions
Bank Network News

April 26, 1992

EBT standards issued by the Federal government have partially
addressed issues of concern raised by retailers. Retailers seek
additional guidance on terminal deployment and sanctions for
delayed authorizations in order to properly implement the EBT
program. However, retailers have acknowledged the Federal
Reserve Board’s progress toward addressing the concern over
regulation E requirements relating to loss card liability and the
issuing of monthly statements.

NPC Thinks There’s A Smarter Approach to Electronic Benefits
Transfer

Bank Network News

April 26, 1992

National Processing Co. of Louisville has found an innovative
approach to serve the food stamp program. Rather than
processing EBT transactions on-line, the company has chosen the
off-line smart-card technology. The on-line EBT system reads
information from a mainframe through a swipe of a magnetic
stripe card. In the off-line smart card system, benefit information
is retained directly by the card which constantly maintains and
updates card balances. Recipients can check their card balances
from a special terminal. Although the cost per smart card is more,
NPC senior vice president asserted that implementation of this
technology would require no switching costs, no communications
costs, and lower back-end hardware costs. The Department of
Agriculture will conduct a comparative cost study between the on-
line and smart-card (off-line) systems.

Is EBT A Bottomless Pit For Processors?
Bank Network News
April 26, 1992

A major setback in the progress of EBT technology implementation
seems to stem from states’ inability to procure appropriate
contractors to perform the job. Contractors shy away from
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responsibilities will include system development, data processing,
networking, PIN issuance, ACH settlement services, as well as
training for EBT users.

Comply With the New Food Stamp EBT Rules
POS News

June 1, 1992

Provides a highlighted listing of the new Federal Electronic
Benefits Transfer rules states should follow in implementing the
EBT program.

To Retailers, The Feds Are Passing The EBT Buck to States
POS News
June 1, 1992

Public enthusiasm fizzled with the passing of regulations
concerning EBT implementation standards. Some felt that the
feds have set reasonable guidance for the EBT program. Others
felt that although the recently passed Federal regulations provide
some guidance for states with plans to develop EBT systems,
there are still many unaddressed problems. For one, states have
the responsibility for settling dissenting issues between retailers
and the Department of Agriculture. Retailers fear that the lack of
guidance given to states would cause inconsistencies in systems
established to serve multiple states. Another unresolved issue is
how Regulation E of the Electronic Funds Transfer Act of 1978
will govern state liability for loss or theft of EBT cards. These
issues of contention are discussed in detail in the article.

Grumbling: Grocers continue to express dissatisfaction over the
U.S. Department of Agriculture’s guidelines for electronic benefits

transfer programs.
CardFax

May 18, 1992

Among the many guidelines established by the Department of
Agriculture for EBT, one mandate requires EBT terminals to be
placed in a percentage of lanes, rather than all lanes in a store.
This may lead to discrimination suits filed by grocers.
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Jittery EFT Networks Seek An EDS Expansion Plan Answer
Bank Network News

February 11, 1992

EDS has initiated plans for expansion into EFT markets such as
POS, electronic benefits transfer, and medical claims processing
and has acquired 10,000 more ATMs and scrip dispensers by
1995. EDS's strategy for expansion and its current progress
towards such an expansion plan is discussed.

Hungry Networks Line Up For A Big Slice of EBT Pie
Bank Network News

January 26, 1992

As promises of big returns from EBT escalate, networks hasten to
cash in on the profits. However, the exact role of network players
in EBT implementation is uncertain at the current time and will not
be known until the Department of Agriculture issues the final rule
on how the food stamp distribution program will be implemented.
In the meantime, while other network players cautiously take on
limited role in the EBT program, the MOST network moves
forward. MOST, working with Deluxe Data Systems, will offer a
host of services beyond the conventional network role of acquiring
and settling transactions.

Mark Brohan

crambling For Market Shar
Bank Technology News
December 1991

The weakening growth in the market for processors is due to
super-regional bank mergers and networks capitalizing on their in-
‘house switching and terminal driving operations.

In order to survive in a saturated market, processors find
themselves diversifying into different EFT markets. The article
discussed the various companies’ diversification efforts including
expansion into health claim processing, electronic benefits
transfer, and POS.

Elliot Zwiebach
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submitting bids once they realize that the expenses required by
the program may well exceed the amount allotted in the
government contract. The article raised specific cost issues
contractors find unattractive enough to forgo bidding on the
contract.

Cost Cutter: Seeking to bolster merchant support for electronic

benefits transfer programs the Federal government is promoting

to merchants the savings of EBT
CardFax

May 11, 1992

In attempting to encourage EBT implementation efforts, the
Deputy Assistant Secretary of the Department of Agriculture
points to the benefits gained by the Maryland EBT pilot.

Marc Millstein

EBT Evolution Won’t Be Automatic
Supermarket News

May 11, 1992

The article discussed the many long-term benefits promised by
EBT technology such as swifter access to benefits, greater
convenience, and lower handling and processing costs. However,
the road towards reaping the full benefits promised by EBT will be
a long and treacherous one. Aithough the Maryland and other
pilot programs have shown considerable progress, many issues
such as computer down time, training, equipment installation, and
others logistics need to be addressed.

The Fed Could Throw A Damper On EBT
Bank Network News

February 26, 1992

The Federal Reserve Board is reconsidering Regulation E
application to EBT Technology after heated public opposition to
the requirement. The issue of which party is liable for lost cards
and the requirement for monthly balance statements are being
discussed. Compromise on both issues is possible.
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The rapid boom in EFT technology is causing apprehensive store
owners to push for an integrated system that would accept
various forms of payment ranging from credit and debit cards to
electronic benefits transfer cards. Store owners feel that such a
system is no longer an option but a necessity in order to stay
competitive. Many pilot systems are already in testing phases.
Some systems have been designed to accept credit cards or debit
cards and there are a few that can process all forms of payment.
Spartan Stores, a wholesale chain, will unveil one of the first
integrated system in June.

Richard Turcsik

N.J. May Use EBT For Welfare Purchases
Supermarket News

February 25, 1991

The State of New Jersey is eager to take on the challenge of
automating the Federal welfare benefits program. With recent
Federal endorsement, State officials are optimistic and believe the
completion of the program can be effected within a year.

Associated Extending EFT to 132 Stores
Supermarket News

December 3, 1990

Associated Grocers wholesaler is beefing up its chain of stores
with on-line direct debit and check authorization technology. The
chain will continue enhancing its on-line system as new
technology emerge to remain competitive in the market. Planned
enhancements include credit cards, card readers, proprietary cards
for ACH debit, electronic checks, and EBT.

Albuquerque EBT Test Is Getting Under Way
Supermarket News

November 12, 1990

An electronic benefits transfer pilot program in Albuquerque will
be the first to use equipment from an EBT program to run
commercial programs, such as electronic funds transfer and credit
card processing. Because of a New Mexico law prohibiting the
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A Bigger Bank Role
Supermarket News

November 11, 1991

Customer desire for EFT technology in supermarkets has spurred
cooperative efforts between retailers and bankers. The ideal
integrated retail system that can offer a host of services ranging
from debits to credits is close to becoming a reality. However,
cost is still a major factor hindering rapid progress.

Smart EBT In Wyomin
POS News

March 1991

Rather than implementing an on-line EBT system, Wyoming Health
and Human Services Department opted for an alternative off-line
smart card system. The smart-card retains records of benefits for
individual recipients and adjusts balances accordingly as expenses
are charged against the funds.

Elliot Zwiebach

Retailers Banking on Piggybacked EBT
Supermarket News

May 20, 1991

Executives of retail companies suggest integrating and building on
existing technology to arrive at a viable solution for EBT
implementation. The executives discussed cost savings and
benefits to piggybacking EBT on existing EFT technology. A Vice
President of Furr's, a Lubbock chain store, discussed the
company’s decision to sign a contract with a third-party vendor
already providing check verification services to update its
equipment and expedite EBT implementation.

Bob Sterner

Electronic Payment Systems Are on The Rise
Supermarket News

May 20, 1991
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Two electronic benefits transfer pilot programs are being initiated
in New Mexico and lowa. The lowa program will be the first to
use existing point-of-sale equipment for EBT and allow for
voluntary participation by retailers and benefits recipients. EBT
allows food stamps and other benefits to be given at supermarket
checkstands through use of a plastic card. However, serious
issues have been raised concerning food stamp volume of stores
without a POS setup, and the feasibility of running a program that
allows customers to use either a card or food stamps.

Dan Alaimo

Stores Move Ahead With EFT--But Hurdles Remain
Supermarket News

April 23, 1990

Although retailers noted that EFT presents major opportunities in
speeding checkout, reducing check fraud, and gaining a
competitive edge, they also expressed concerns over the
following: financial institutions’ viewpoints on fee structures, lack
of consumer understanding, and uncertainty over the EBT
technology. EFT systems communicate money electronically, and
allow retailers to accept debit cards and paperless checks from
customers. They also enable faster check authorizations, and
integration with other store systems.

LEXIS/NEXIS ARTICLES

Debating encryption standards
Communications of the ACM
information Access Company
July 1992

The article begins with a discussion the specifications of the
Digital Signature Standard (DSS) developed by the National
Institute of Standards and Technology (NIST) to serve as the
public encryption standard. Opponents and proponents of the
newly developed algorithm voiced their concerns and/or supports
for the standard. At the current time, heated debate fueled from
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government making contributions to private enterprise, retailers
have to fund part of the installation costs.

Dayton Retailers Will Test Smart EBT

Supermarket News
November 12, 1990

Retailers in Dayton will be using smart card technology to test an
electronic benefits transfer program. Using smart cards for EBT
in the Dayton project will allow cashiers to process transactions
more quickly than on-line systems, and customers to receive
benefits, such as food stamps, at the point of sale. Smart cards
have microchips embedded in them that can store information
about a benefit recipient’s account. They are considered "off-line"
technology since there is no need for a phone-line connection to
an outside computer.

Paperless Food Stamps At An Impasse: Eight Years Since

Approval, EBT Projects Still Stalemated
Chain Store Age Executive Edition

October, 1990

In 1982, Congress passed amendments to the Food Stamp Act
that gave the Secretary of Agriculture the right to implement
programs using electronic benefits transfer (EBT) for the delivery
of food stamp benefits. This amendment was passed in order to
provide a more efficient and less costly debit card alternative to
replace the hassle of paper food stamps at retailers’ checkout
counters. There exist various conflicting opinions on whether the
government should be involved in initiating projects dealing with
EBT technology. Retailers are bringing up issues on the use and
purpose of the EBT programs, along with possible future
drawbacks of the implementation of a EBT program.

Dan Alaimo

Two States Set For Electronic Benefits Tests
Supermarket News

July 30, 1990

EFT Security Assessment page B-15
and Implications for EBT

Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Appendix B

problems that could occur due to the disappearance of paper trails
to evidence business transactions.

USDA issues Final EBT Rule, But Quest For National Standards

Continues
Predicasts, a Division of Ziff Communications Co.
April 29, 1992

On April 1, the U.S. Department of Agriculture (USDA) issued its
final rule for using electronic benefit transfer (EBT) in place of
coupon issuance for the delivery of food stamp benefits. The rule
gives states the option to deliver food stamps via EBT. A number
of issues were brought up by government agencies, public interest
groups, food retailers, financial institutions, etc., concerning the
proposed regulation. The issues raised concerned the following:
voluntary vs. mandatory participation in the EBT system, cost of
implementing an EBT system, training of recipients before
implementation of the EBT system, transaction fees, and cost
sharing.

Guy Kewney

Data matching tightens its grip: Developments in high-speed
computer technology have alarming implications for the protection

of personal records
The independent

July 23, 1990

A threat to privacy exists with the increasing enthusiasm of
government and public corporations for a personal identification
number, or "PIN”.

EFT Experts Look to Future with Costs on Their Mind

The American Banker
May 20, 1991

Industry insiders discuss the future of point-of-sale (POS)
transactions. The following topics were addressed: cost control,
marketing strategies to bring debit to nontraditional marketplaces,
and merchants’ responses to these efforts.
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both sides has delayed further NIST decision regarding DSS until
June 1993.

Janlori Goldman

Dialogue: High-Tech Wiretaps: Keeping an Ear on Crime; Why
Cater To Luddites?

The New York Times

March 27, 1992

The author voiced the private sector’'s objections against FBl's
attempt to get Congress to force the telecommunications and
computer industries to redesign their systems to allow Federal
wiretaps. The main issue of concern raised by the private sector
is one of technological advances. It was felt that rather than
prohibiting the industries to apply new technologies to promote
data security, the FBI should keep up with the new technologies
and adopt new means for tapping into the information source.

John Markoff

Experimenting With an Unbreachable Electronic Cipher
The New York Times

January 12, 1992

To eliminate risks of digital forgery, cryptographers are developing
a number of techniques to prevent forgery of computer-based
documents. In particular, a technique called time-stamping service
is discussed in detail. The technology relies on cryptographic
techniques to authenticate the submission time of a document so
that any tampering with the document at a subseguent time wiill
be detected.

Kent Roberts

The paperless trail: minimizing the risks of conducting business

electronically
PC Magazine

November 26, 1991

Provides a brief overview of Benjamin Wright's The Law of
Electronic Commerce. In a nutshell, the book illustrates societal
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TCH Company Tests High-Security Prepaid Smart Cards

Phillips Business Information, Inc.
August 19, 1992

DigiCash, an Amsterdam-based company, is using highly-secure
smart card technology to test the use of cryptographic coding
techniques. The pilot invoives using prepaid smart cards for retail
purchases at the photocopy machines, fax machines, coffee
machines, and cafeterias. This program is specifically testing an
extension of a highly-secure public key algorithm. Unlike
traditional smart cards, which use a security system that requires
the card to identify itself during every transaction, the public key
technique uses a special cryptographic coding that reveals no
information about the card’s identity, therefore providing the
customer with more security and privacy.
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Kevin Power

You want data protected? Give us money, feds say: Federal
agencies lack funding for adequate data security Information

Access Company
October 12, 1992

According to Office of Management and Budget Officials,
electronic commerce is the means for cutting administrative costs,
eliminating paper transfers, and boosting government efficiency.
However, agencies need viable password, identification, and
encryption programs along with strong management controls to
ensure the integrity of their electronic transactions. In response
to a survey, Federal computer users stated that they need a clear
encryption policy and uniform security standards to reap the full
benefits of the electronic data communications. Computer
Systems Laboratory designed the Digital Signature Standard to
verify the identities of message senders and the contents of
messages transmitted electronically between two parties. CSL’s
proposed standard specifies a public key-based digital signature
algorithm based on the El Gamal algorithm. The DSS would be
used for electronic mail, electronic funds transfer, electronic data
interchange, and other applications requiring authentication.
However, there exist various conflicting viewpoints on the
effectiveness of DSS.

Ellen Messmer

NIST reviews DES under microscope; If gov’'t discontinues the
standard, private-sector users would have to reevaluate their

security
Network World

September 28, 1992

The Data Encryption Standard (DES) encryption algorithm is being
scrutinized by the National Institute of Standards and Technology
(NIST) so that they might determine whether the standard should
be recertified by the government. In the Federal government, DES
is a mandatory purchasing requirement for protection of
unclassified data. If the government does not recertify the
standard, users in other industries will be forced to rethink their
security strategies.

B
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National Processing Corporation . .. ................00vuvu... Sid Price
Norwest Banks . . . .. ... .. i ittt e e Jane O'Connor
Personal ldentification News . ... ... ..... .. . . ... Ben Miller
Safeway, INC. . . .. . e e e e e Steve Davey

Jerry Pesterfield

South Carolina EBT Project ... ....... ... .. ... ..., Richard Swink
United States Department of Agriculture ... ............. Dale Juffernbrach
Division of Consumer and Community Affairs
United States Department of Agriculture . .. ............... Melanie Casey
Office of Inspector General Helen Martin
Accounting and Financial Management Division Bob Young
United States Departmentof Treasury . . .. ... ... ............ Marty Ferris
Lee Jones

George Usher

United States Departmentof Treasury . . . ... .. ... ... ......... Jack Lewis
Secret Service Mark Lowery
Ron Morris

Don Spadola

Visainternational . .. ... ... ... ...ttt inenenn Paul Miller
XTEC .. e e e e e e e e e e e e e e e e Denise Jeffreys
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APPENDIX C: SECURITY INTERVIEWS

The following section documents the interviews that were conducted as a part of the
research process. The first section lists the organizations contacted and interviewees,
followed by the questions posed to the interviewees. The section closes by
presenting notes from each of the interviews conducted.

Individuals Interviewed

Organization Interviewee(s)
Applied Communications, Inc. ... ..... ... ... .. e, Dale Ratliff

Barry Rhodes

Deluxe Data Systems . . ... ... ...ttt Tom MclLaughlin
Mike Nell

Mike Yarnell

John Halpt

Federal Bureau of Investigation, Computer Crime Unit . ........ James Kolouch

James Settle

Federal Reserve .. ... .. ... ... ..ttt iiinnnnnnnn. Jane Gell
Division of Consumer and Community Affairs John Wood
Food Marketing Institute . ............................ Peter J. Larkin
Giant Food .. ... .. ... i e e e e e Richard Acker
Sam Guest

Donna Jarvis

Mike Mann

Maryland EBT Project . ... ... ... ... ittt Larry Larson
Bob Russell

Karen Walker
Bob Zurnbrun

National Institute of Standards and Technology ... .............. Jim Dray
Lynn McNulty
Miles Smid
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Interview Topic:  State and Federal Policy

] Identify and discuss the regulations, standards, and guidelines relevant to EFT
security, electronic data transmissions, EBT security, and general computer
security.

L Identify and discuss any studies concerning EFT security, electronic data

transmissions, EBT security, and general computer security.

. Discuss any other government programs that might be similar to the EBT
program. Address common requirements, security concerns, and any potential
sharing of equipment, networks, or processors.
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Interview Questionnaires Used
The following questions served as a guide to the interviews conducted with the
individuals in the listed in Appendix C. The topic of the interview determined the set
of questions used.

Interview Topic: EFT/EBT Security Vulnerabilities and Controls

] Discuss the opportunities for error or fraud within each of the five functional
areas.

- Issue/reissue cards and PINS
- Maintain/update the EBT database
- Initiate/process transactions
- Settlement/grocer payments
- Reconciliations
° Discuss the extent of industry experience with losses and recoveries due to

error or fraud within each of the five EBT functional areas. Address the
magnitude of potential and actual losses.

] Discuss how much loss is tolerated in similar commercial operations (ATM,
credit card sales, debit card sales, home banking, ACH, payroll deposit, EDI
etc.).

. Discuss the controls and countermeasures that have been taken to mitigate

known risks. Address the effectiveness of each control and countermeasure.

. Discuss the costs of controls and countermeasures.

. Discuss any vulnerabilities that might be unique to EBT.

° Discuss any future changes in access security that may be applicable to EBT.
] Discuss any future changes to the EFT/EBT environment that will increase or

decrease vulnerabilities to loss.

(e U
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No specific loss data given.

Discuss how much loss is tolerated in similar commercial operations (ATM, credit card
sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

Not discussed.

Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

Mr. Ratliff felt that most processors have tight security around the database.
Errors and fraud normally occur when a procedure is not followed.

We asked Mr. Ratliff specifically about MACing for the entire EBT transaction.
In a previous interview we were told that the Canadian systems employ
transaction MACing and Mr. Ratliff indicated that his company serviced the
Canadian market. Mr. Ratliff did not suggest transaction MACing. He
explained that the additional security would cause a 30% to 40% increase in
overhead. At each switch the transaction must be decrypted. Additionally,
Dale thought that there was very littie difference in loss rates with transaction
MACing vs no transaction MACing. In regard to costs, Mr. Ratliff indicated
that the incremental cost will depend on the volume of transactions and the
need for additional hardware to handle the increased processing.

Discuss the costs of controls and countermeasures.

No specific cost given.

Discuss any vulnerabilities that might be unique to EBT.
No comment.

Discuss any future changes in access security that may be applicable to EBT.
Holograms on the magnetic stripe would make counterfeiting nearly impossible.

Retro-fitting of POS terminals would be needed for implementation of the
magnetic stripe hologram technology.
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Notes from Interviews

Organization: Applied Communications, inc.
Interviewees: Dale Ratliff

Barry Rhodes

Interviewer(s): Joe Casey, Price Waterhouse
Pam Ratcliffe, Price Waterhouse
Christine DeVed, Price Waterhouse

Date: June 22, 1993 (telephone interview)

Introduction

Applied Communications Incorporated (ACl) develops, sells, installs, and supports EFT
software. The software developed by ACI includes authorization, switch, security,
and settlement features. Dale indicated that 61% of EFT transactions are driven by
ACI software. Additionally, ACl customers include 17 of the top 25 banks in the
United States, as well as several international customers. ACI was traditionally in the
banking industry (ATMs, Branch Automation), however their business has expanded
to POS and check authorization transactions.

Iinterview Guide - EFT/EBT Security Vulnerabilities and Controls
Discuss the opportunities for error or fraud within each of the five functional areas.

Mr. Ratliff believes that the majority of fraud would occur at the card level (i.e.
card reproduction, PIN divulgence, etc.). Communications line eavesdropping
is difficult to do and would require an initial investment of $30,000 to $40,000
to purchase the required hardware. Barry cited a Cambridge report of EFT fraud
in Europe. The report indicated that the majority of fraud was collusion
between employees and before-receipt fraud (card/PIN stolen while en route to
customer). There were not many hi-tech scams and Dale believes that the risk
of unauthorized taps into communication lines is minimal.

Discuss the extent of industry experience with losses and recoveries due to error or
fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.
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Organization: Deluxe Data Systems
Interviewees: Mike Nell
Interviewer(s): Joe Casey, Price Waterhouse

Pam Ratcliffe, Price Waterhouse
Christine DeVed, Price Waterhouse

Date: June 18, 1993 (telephone interview)

Introduction

The telephone conference served as a preliminary meeting with Deluxe. A on-site trip
is being planned for early July. To start, we asked Mr. Nell to give a brief overview
of the services that Deluxe provides and its role in EFT/EBT.

Deluxe’s main functions are transaction processing and debit card authorizations.
Deluxe is also involved in issuing cards and maintaining the customer database.
Additionally, Deluxe writes and sells authorization software and switch software.

EBT processing differs from ATM processing in that the customer database for EBT
is usually the only database. Banks, on the other hand, have extensive in-house
customer databases and the processor also maintains a database.

Maryland’s EBT database can be updated via a batch or on-line environment. The
administrative terminal in the grocery store is used to make on-line updates and
inquiries. Mr. Nell indicated that there may be an immediate need for benefits and
there must be the ability to immediately issue a card and grant benefits. For
Maryland, case workers set up a case and issue the card. A separate group is then
responsible for granting benefits. The separation of these duties creates a dual control
function. It is important to note that Giant is responsible for choosing how to define
system access.

Discuss the opportunities for error or fraud within each of the five functional areas.

Mr. Nell concentrated on fraud originating at the retailer location.
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Smart cards - authorization can be done off-line.

Discuss any future changes to the EFT/EBT environment that will increase or decrease
vulnerabilities to loss.

See the above outline of future changes in access security.

e — —,—,e——e—  — ]
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Communication Line Controls:

No MAC procedure on communication lines
Passwords are used for dial-up access
Leased-lines used for most communications
Points of access defined and verified

Encryption of PIN:

. PINs are never in the clear. If a customer forgets their PIN, the PIN is
reset.
° No file of PINs in the clear

Mr. Nell mentioned that if the PIN authorization is done with a "hardware box",
the PIN is never in the clear. The hardware box applies the key and tells you
if the PIN and PAN match. If the PIN authorization is done via software, there
is an instance when the PIN is in the clear. The hardware box is made by
Atalla {merged with Tandem in 1988). See attached write-up.

DES keys:

. Communication key can be changed remotely
° Pad key can not be changed remotely

Training:
° Deluxe provides merchant training for security (i.e. password controls)
Discuss the costs of controls and countermeasures.

Costs were not discussed.

Discuss any vulnerabilities that might be unique to EBT.

None noted.

Discuss any future changes in access security that may be applicable to EBT.

Not discussed.
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Organization: Deluxe Data Systems
Interviewees: Mike Nell

Mike Yarnell

Tom MclLaughlin

John Halpt
Interviewers: Pamela Ratcliffe, Price Waterhouse

Joe Casey, Price Waterhouse

Date: August 27, 1993

The interview covered the following areas:

Card Issuance

Card Counterfeiting

Audit Trails

Third Party Processors
Manual Transactions
Authorization File Updates
Reporting

Auditing

Settlement and Reconciliation
Security Policies
Lost/Stolen Cards

Backup

Card Issuance

Card issuance is one of the most vuinerable parts of the EBT system. There is no
standard automated approach or coordination with the USDA’s Office of Inspector

General (OIG).

Deluxe described two current approaches to card issuance:

Scenario 1:
- States send information on who will be added to EBT system
- Deluxe sends file to its card manufacturing division
- Cards sent to state
- Recipient is issued an inactive card
- Recipient visits office where trainer activates card
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Discuss any future changes to the EFT/EBT environment that will increase or decrease

vulnerabilities to loss.

Not discussed.
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One big problem with manual transactions stems from the fact that in some EBT
systems, the account number is printed on the receipt. This allows a clerk to initiate
fraudulent manual transactions without the customer’s approval. Mr. Mann said that
Maryland received FNS approval for a waiver and is now printing case number on the
receipt. In addition, manual transactions provide a supervisory ID.

Deluxe would like to see manual transactions done away with and find a better
solution for voucher processing.

Authorization File Updates

Maryland’s update file comes out of AIMS. 700,000 files are loaded onto the
database, which takes 6-8 hours. Deluxe receives the file from the state (a channel
attached link is the file transfer medium) and places it on the batch system. An I[BM
computer manipulates and validates the data. The objective is to have the application
onto the system by 8:00.

Reporting

A monthly tape is sent to OIG of all EBT transactions. Even dollar transactions and
transactions that clear account all at once are flagged. Deluxe has a RJE link to the
state for state reports. The biggest conflict with the state is that they run batch
oriented systems and do not understand on-line systems. Deluxe claims that they
already send more reports than current contract requires. They would prefer,
however, to provide the state with a file instead of reams of reports.

Auditing

Provisions exist in the contracts that states can audit the processor. Some
information needed to conduct the audits is available weekly and monthly. Maryland’s
financial management group is vigilant.

Settlement and Reconciliation
Deluxe provides settlement data to stores. For those stores using TPPs, information

is passed onto the TPP. These TPPs may or may not choose to pass the information
onto the retailer.
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- Client selects PIN.

Scenario 2: State runs ongoing process
- Adds client to system
- Issues temporary card
- Takes permanent card out of vault and links to system
- Trainer activates card
- Client selects PIN
- As soon as permanent card is used, temporary card is deactivated

Key problem with mailing cards - client gives incorrect address.
Deluxe added that provisions for making replacement cards expensive need to be
established - some recipients are up into the 50s.

Card Counterfeiting

A number of preventative measures have been developed by Deluxe to thwart card
counterfeiting:

U Cards have to be on-line on Deluxe’s system

° PIN offset is stored on database, not on card

. Stand-in processing not authorized in EBT system
Audit Trails

Deluxe offers complete audit trails on the retail side. They have developed a process
of providing reports using information that is available electronically.

Third Party Processors

Deluxe has presented FNS with a set of concepts on third party processors (TPPs).
They claim that TPPs are totally unregulated and that some technical criteria and
certification procedures need to be set up. Deluxe claims that it is being held
accountable for TPPs.

Manual Transactions

EFT Security Assessment page C-13
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Organization: Giant Food
Interviewee(s): Mike Mann
Interviewers: Pamela Ratcliffe, Price Waterhouse
Date: June 11, 1993 (telephone interview)
Introduction

This interview was a follow-up to a meeting that Barney Bethke had with Mike Mann.
The interview covered several issues related to EBT security, including manual
transactions, balancing, and EBT transaction switching.

Manual Transactions

Mr. Bethke had noted that regarding backup transactions, "there would seem to be
opportunities for a merchant to fraudulently process a manual transaction. The
account number of any previously processed transaction is available and a PIN is not
required to process a manual transaction.” Mr. Mann stated that a PIN is required for
backup transactions. However, PINs are often written on EBT cards, verbally given
to the store clerks, or verbally given to others. These compromised PINs may then
be used in manual transactions. Another method used in processing manual
transactions involves the use of supervisory override passwords. In a small "mom and
pop” type of operation, the owner is often the check-out clerk, and there is no
independent control over the use of the supervisory override password. Mr. Mann
noted that there are many types of manual transactions that provide the opportunity
to fraudulently process a transaction, such as transaction voiding or instances when
the magnetic card will not "swipe" through the reader.

As a result of the lack of controls over account numbers, a "fix" is being distributed
to grocery stores by Deluxe Data Systems so that the customer case number, rather
than the account number, will be printed on customer receipts. (This fix is to be
released by the end of summer 1993).

Balancing

Mr. Mann noted that Giant Food has between 15,000 and 20,000 cashiers, so there
is a large risk of exposure from fraudulent processing of manual transactions.

EFT Security Assessment page C-16
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Security Policies

Deluxe maintains internal security policies governing key changes and encryption
techniques. They conform to the prevailing industry standards, as dictated by the
networks with which they are connected. Internal audits are performed including an
EBT-specific audit. Deloitte and Touche performs internal audits.

Access levels on the Tandem system are determined by job department function.
Most users have read access. Employees sign an "access agreement” which says
that they can lose their jobs if they misuse data. The database administrator can
change parameters. Guardian and Safeguard are used to control access. Safeguard
is not installed on every production system (no Safeguard on EBT processor). The
state has developed programs to track logons.

Top Secret is used for centralized security.

According to Deluxe, MACing is not coming down the road anytime soon. A lot of
POS devices don’t support it. It lengthens transaction time, and processors are
already constrained by federal regulations. However, the cost of the technology is
going down.

Lost/Stolen Cards

If cards are lost or stolen, they are tagged by the system. They cannot be
"untagged”. Lost and stolen cards are identified by client.

Clients have to come in and select a new PIN if card issuance is due to lost or stolen
card.

Backup

If the terminal is down, merchants can phone into Deluxe’s Help center. On-line
debiting of accounts can occur, but without PIN. In a voucher system, the merchant
submits a voucher signed by both the client and clerk (this is also the scenario used
by route and non-traditional vendors. If Deluxe is down, the merchant must call in as
soon as Deluxe is back up with all transactions performed while the system is down.
There is a $50 limit on transactions when the system is down.

Deluxe does not have hot site backup but the technology is there - price is a
consideration.
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Therefore, one of the internal controls that Giant has implemented is the requirement
to balance EBT equipment to cash registers in every lane, by every cashier, with a
$2.00 tolerance.

Giant’s Switch

Giant drives all of its own ATMs. Soon, all EBT transactions will use Giant’s switch.
| asked Mr. Mann to describe the hardware and software that were part of the switch.
He said that Giant bought new hardware and software for the switch that consists of
an IBM RISC 6000 processor. The software was purchased from Shared Financial
Systems, a leading vendor of switch software. Then they had to have somebody
program the computers. You can write your own switch software, or you can
purchase a switch. Giant's people will maintain the switch.

Currently, the equipment from Deluxe Data Systems is not connected to Giant’'s
computer equipment. Safeway uses its own equipment for credit and debit
transactions, but it is handling EBT transactions with the Deluxe equipment (it does
the same thing Giant does for EBT; the difference is that Safeway processes non-EBT
transactions on its own equipment).

Giant soon will be offering on-line debit on IVl C2000 terminals. The terminals will
be connected to a main processor in the back of the store. Transactions will be
relayed from this level to the host computer at company headquarters in Landover,
MD. In Giant’s ATM/POS configuration, the PIN is encrypted at the PIN pad - it is not
sent to the switch (or on to the final destination at the processor) in the clear. It
takes 16 different digits to unscramble the encryption key.
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register receipt and use a case number that is not known to the retailer but only to
the recipient and processor. Analyze retailer transactions for out of the ordinary
sales patterns from the store and unusual purchasing patterns in an individual
account.

ISSUE: Regulations allow two cards for one account, the second card for an
authorized representative. Many households have several shoppers. Providing the
same card to different shoppers requires provision of the associated PIN.
Additional cards for other household members or authorized representatives and a
means to link an individual to a particular card and PIN would be useful. Multiple
PINs for a single card are currently not allowed.

RECOMMENDATION: Allow more than two cards per household. Allow mulitiple
PINS which identify individual shoppers. Investigate the use of smart cards.

ISSUE: Maryland needs increased capability to restrict recipients who commit
fraud or misuse their benefits. Current regulations limit the measures the state can
take.

RECOMMENDATION: Allow for termination or restriction of benefits for recipients
who are convicted or proven guilty of benefit misuse or theft. The Maryland
project staff recommend forcing guilty parties to be restricted to using a single card
with the photo of the authorized recipient. The retail clerk who should check the
photo to compare with the shopper, making use difficult for anyone else whether
they are a legitimate family member or a fraudulent user. Also use by an
unauthorized person could risk confiscation of the card.

ISSUE: A vulnerability exists if a social case worker is allowed to both issue a
card, record the PIN, and activate the account with a benefit balance.

RECOMMENDATION: Require, as Maryland does, that two different people must
be involved. Level 1 authority allows one to issue cards and a supervisory level 2
authority allows the staff member to authorize and activate an account.

ISSUE: Opportunity exists for the processor to authorize payments beyond the
limits of a recipient’s benefit balance.
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Organization: Maryland EBT Project
Interviewees: Karen Walker, Maryland EBTS Project Director

Larry Larson, Acting Assistant Director, EBT Program

Bob Russell, Supervisor of Software Security, Maryland EBT
Project

Bill Zumbrun, Maryland EBT Hot Line

Interviewer(s): Noel Matchett, Information Security Inc.
Date: May 11, 1993
Summary

The interview questions and background for the study had been sent to Ms. Walker
who distributed them prior to the meeting. The meeting focused on the Maryland EBT
food stamp program. Since Maryland is the only state to have a statewide EBT
program, Maryland’s experience is extremely valuable in determining what
vulnerabilities the new EBT system introduces and what fraud and theft is occurring.
The other main area of discussion was the effectiveness of various protective
measures and what additional means should be employed to reduce fraud, waste and
abuse.

Note: This interview write-up is not in the question-answer format used for the
other write-ups but in an issue-recommendation format devised by Mr.
Matchett.

ISSUE: A few cases of merchant theft of recipient benefits have occurred.
Frequently the PIN is written on the card jacket or on the card itself. Even with a
record of only the account number, a clerk can prepare an off-line voucher to
charge items to an account. Off-line vouchers are required when a POS terminal,
the network, or the central computer goes down, and by those merchants who do
not have POS terminals, such as vegetable peddiers using trucks.

RECOMMENDATION: Carefully monitor off line voucher activity. Require stores to
post their operating hours and compare these to the time of any off-line voucher
activity. Determine if any other transactions are occurring from terminals in a store
at the time an off line voucher is being processed. Record phone numbers of
people calling in for authorization of a charge to an account. Require and record a
vendor ID on all off-line transactions. Remove the account number from the

EFT Security Assessment page C-18
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ISSUE: The identity and purchasing data contained in recipient account files is
confidential and privileged. Cases have occurred where personnel at Maryland’s
processor have violated this confidentiality and provided data to unauthorized
individuals.

RECOMMENDATION: The processor contract should contain specific handling and
access requirements as well as penalties for misuse. (Note: It is possible that
deliberate unauthorized use of private and confidential data is a violation of federal
law because this is a federally funded program and/or the processor may be
located out of state.)

ISSUE: Smart cards have some advantages over magnetic stripe cards but the
card and reader costs are currently prohibitive. In addition, there is a high
replacement rate. Within Baltimore City there are 65,000 households receiving
food stamp EBT benefits. One recent Monday 600 cards needed to be replaced.
On average over 5% of the cards issued to city residents need to be replaced each
month. The percentage of replacement for rural areas is 1% to 1.5%. Reasons for
this are confusion, carelessness, and outright sale. A small set of recipients
repeatedly have cards replaced. FNS regulations limit Maryland’s ability to penalize
recipients who are grossly negligent, misuse, or sell benefits.

RECOMMENDATION: Change FNS regulations so states can better serve their
deserving recipients and penalize their abusive ones through program restriction,
charges, and or a waiting period for card replacement. It would be very helpful for
FNS to encourage the states and Maryland in particular to increase use of the
administrative hearing process to punish and deter those who abuse the program.

ISSUE: The program by its nature will have some minimum amount of fraud that
must be accepted. An old unsubstantiated figure for recipient fraud is under one
percent. The best estimate of the senior staff in Maryland’s EBT program is that
approximately 8% of the benefits are sold for cash and not used to feed the aduit
and child household members. In Maryland with a total of $25,000,000 in
benefits per month this means $2,000,000 per month are wasted through fraud.

RECOMMENDATION: FNS should encourage states to pursue fraud and provide
some credit for reducing fraud, waste and abuse. Now there is no way expenses
for security and/or investigative resources can be offset against savings from
reduction in fraud and abuse.
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RECOMMENDATION: [nstitute Maryland’s procedure of checking each authorized
payment by comparing the set of individual recipient transactions against each
recipient’s available balance to ensure the purported transactions do not exceed
the account balance. This is done overnight against the data produced by the two
different processors.

ISSUE: Maryland had a difficult time negotiating who owns particular portions of
the processing software. The net result is that Deluxe Data owns 4/5 and
Maryland owns 1/5. Maryland owns the data in the files and the front end that is
unique to Maryland’s EBT system.

RECOMMENDATION: Have states clearly specify in the contract who owns what
and what rights the state has to processor software paid for by the state.

ISSUE: Maryland has a contract requirement that all processor software changes
are reported and approved by the state. However, Maryland does not have a
baseline system of the processor software to verify that no unauthorized changes
have been made by the processor.

RECOMMENDATION: Require a baseline system that the state has access to
which allows the state to verify changes if it desires. (A suggestion - have the
processor put the baseline software in a bank vault under escrow with dual control
over access. If any question arises, then either party can obtain the baseline copy
and update with changes to see if it matches the current "authorized” version.
Even the capability to prove unauthorized modifications should make a processor
less likely to install unauthorized modifications. Financial penalties could also be
incorporated for proven violations).

ISSUE: Any outage of the processor’s computer or the communications access
circuits create major problems for the retailer, especially if it is a large chain and
within the first week of the month when new benefits are credited to each
recipient’s account.

RECOMMENDATION: Require adequate and tested contingency and disaster
recovery measures for the processor and consider redundant communications
circuits or phone company alternate routing services.
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Organization: National Institute of Standards and Technology
intervieweels): Lynn McNulty, Associate Director for Computer Security
Interviewers: Noel Matchett, Information Security, Inc.

Pam Ratcliffe, Price Waterhouse
Christine DeVed, Price Waterhouse

O
o
g
®

April 12, 1993

Interview Guide - EFT/EBT Security Vulnerabilities and Controls

Discuss the opportunities for error or fraud within each of the five functional areas.

. Issue/reissue cards and PINs - No comment.
] Maintain/update the EBT database - No comment.
. Initiate/process transactions - To ensure that the purchaser is the valid

card holder, Lynn suggested the use of a digital signature or
fingerprint technology. Lynn also suggested encryption of data
between communication links.

. Settlement/grocer payments - No comment.

. Reconciliations - No comment.

Ms. McNulty pointed out the use of food stamps as a second currency.
Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of

potential and actual losses.

Ms. McNulty had no experience with industry loss data. She did provide the
following contacts:

(1)  Hank Kilufer 908-758-5494 (retired from Bell Corp.) - performed threat
assessment studies for the Bell Regional companies

(2) Mike Higgins 703-696-1901 (DISA) - could provide hacker data
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ISSUE: If the Federal Reserve Board applies Regulation E to EBT cards the
unrecoverable cost to the states will be tremendous. Using the old figure of 1% of
recipients committing fraud the estimated charges to Maryland will be $6,000,000
per year. There is an organized fraud effort among a small portion of food stamp
recipients. In the Reading, PA pilot 173 recipients out of a total 4000 enrolled
households were proven to be selling benefits at one store alone. This is over 4%
of the total population. Using the realistic figure of 8% of the benefits being sold,
the Maryland EBT staff estimates that Regulation E will cost the state
approximately $48,000,000 per year and kill EBT.

RECOMMENDATION: If FNS wants to encourage EBT as Maryland does, then they
should adamantly oppose the application of Regulation E to EBT cards.
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None noted.

interview Guide - State and Federal Policy

identify and discuss the regulations, standards, and guidelines relevant to EFT
security, electronic data transmissions, EBT security, and general computer
security.

Ms. McNulty noted the following standards: FIPS 46 (DES standard), FIPS
141-1, and FIPS 112.

Identify and discuss any studies concerning EFT security, electronic data
transmissions, EBT security, and general computer security.

Ms. McNulty mentioned that Cindy Fuller (American Banker’'s Association) is
involved with the X9 Standards and studying the effectiveness of digital
signatures.

The following GAO reports may also be useful:

o GAO/GGD 93-40 (January 93), Tax Administration -
Opportunities to Increase Use of Electronic Filing

o GAO/GGD 93-27 (December 92), Tax Administration - IRS Can
Improve Controls Over Electronic Filing Fraud

Discuss any other government programs that might be similar to the EBT program.
Address common requirements, security concerns, and any potential sharing of
equipment, networks, or processors.

The IRS is working on the use of digital signatures to file tax returns from
home PCs. Contact Hank Philcox (IRS) for more information.

The Social Security Administration has implemented audit analysis to
identify potential fraud. Contact Joan Hash, Director of Computer Security
(301) 965-2765.

Ms. McNulty also mentioned that Peter Weiss at OMB is working on similar
projects. Contact him at (202) 395-4814.
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Organization: National Institute of Standards and Technoiogy
Interviewees: Jim Dray
Miles Smid
Interviewers: Noel Matchett, Information Security, Inc.

Christine DeVed, Price Waterhouse

Date: May 28, 1993

Interview Guide - EFT/EBT Security Vulnerabilities and Controls

Discuss the opportunities for error or fraud within each of the five functional areas.
. Issue/reissue cards and PINs

° Maintain/update the EBT database

° Initiate/process transactions
* Settlement/grocer payments
] Reconciliations

No specific comments.

Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.

Industry Loss Data:

Mr. Smid provided the following data:

. 35% of computer break-in attacks use dial-up access

o 1.14 Billion of credit card and check fraud reported in 1992

. 13% growth from 1991 to 1992 for credit card fraud
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Other Comments

Ms. McNulty suggested that Agriculture host an invitational conference. Experts in
various fields related to EBT could be grouped into teams. The teams would
evaluate the risk and controls of the five functional areas (i.e. issue/reissue cards
and PINS, maintain/update EBT database).
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. Communications - Recommends using MAC for all fund transfer
communications (i.e. processor to concentrator bank)
Discuss the costs of controls and countermeasures.

See above comments for cost of finger print scanners.

Discuss any vulnerabilities that might be unique to EBT.

We discussed the importance of providing services when system is down.
The following suggestions were made for alternative processing:

. One-way mapping to validate PINs locally. The technique is used by
banks. On the magnetic strip of the card, there is some one-way
mapping of the PIN. The mapping on the card can be verified, rather
then going to the central database. One draw-back to the technique
is that the available balance can not be checked.

. Incorporate biometrics and store a copy of the customer’s template at
his/her frequented store(s).

NIST does have guidelines for Disaster Recovery controls.

Discuss any future changes in access security that may be applicable to EBT.
No comment.

Discuss any future changes to the EFT/EBT environment that will increase or

decrease vulnerabilities to loss.

No comment.

Interview Guide - Sta d Federal Polic

Identify and discuss the regulations, standards, and guidelines relevant to EFT
security, electronic data transmissions, EBT security, and general computer
security.
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° Average of 4 serious security breaches on Internet each day
° 680,000 reported computer break-ins in 1991

The above data is from the Financial Information Services Technology
Consortium (FIST). Dan Schutzer of Citibank works with FIST. He may be
able to provide additional figures. Contact: Dan Schutzer--(212) 5659-1876

Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

See above comments for loss data.

Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

. Biometrics - Mr. Smid suggested the use of biometrics to authenticate
the recipients. He thought that an electronic signatures would work
best with the Food Stamp program. Mr. Smid pointed out that it is
not unusual to require customers to sign for goods (i.e. credit card
sales, checks, etc.). IBM has been developing signature pads and
pens. IBM’s technique is unique in that angles in writing and
acceleration are measured. Other digital signature technologies only
make a comparison between the signature templates and the-card
holders’ current signature. Additionally,-the IBM technology is used
with smart cards. Mr. Smid was not sure if the template could fit

other magnetic cards. Mr. Smid could not provide information on the
error rates associated with the technology.

For more information on the signature technology ("Feature 7446"),
contact Dan Sandberg (704) 594-7767. Address:- 1001 W. Harris
Blvd., Charlotte, N.C. 28287. .-

Finger print scans are another possible biometric control. The I
scanners cost about $1000. Mr. Smid thought that a finger print
scan would not be accepted, as well as, a digital signature.

° PINs - Recommends limiting the number of attempts to enter a correct
PIN. The industry norm is 3 attempts. ’
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Organization: National Processing Corporation
Interviewees: Sid Price
Interviewer(s): Joe Casey, Price Waterhouse

Pam Ratcliffe, Price Waterhouse
Christine DeVed, Price Waterhouse

June 18, 1993 (telephone interview)
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Interview Guide - EFT/EBT Security Vulnerabilities and Controls

Discuss the opportunities for error or fraud within each of the five functional areas.

Mr. Price concentrated on interception and alteration of transactions and
retailer fraud.

Mr. Price noted that with an on-line system the PIN offset is stored on the
host computer and the PIN must be transmitted to the host computer to
obtain authorization. If you can capture the PIN and the card, you can make
fraudulent transactions. Mr. Price noted that is easy to reproduce a card.
He also pointed out an incident where a fake ATM was used to capture
PINs.

Because there is no MACing of the transaction process, there is no
assurance that the original transactions sent is what is received at the
termination point. If MACing is used for the transaction, you know if the
transaction was altered.

Mr. Price indicated that a transaction may flow through multiple switches
and possibility stand stagnate at one or more switches. Mr. Price thinks the
vulnerability to fraud will increase whenever the data stands stagnate. He
suggested that the transaction should flow quickly.

Mr. Price outlined the following possible fraud scenarios:

. Data could be altered to decrease the value of the transaction. This
would allow an individual to sell the service of increasing a recipients
benefits.
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Standards:

ABA (American Banker’'s Association) Contact: Cindy Fuller
ANSI X9.9, ANSI X9.8

Identify and discuss any studies concerning EFT security, electronic data
transmissions, EBT security, and general computer security.

No comment.

Discuss any other government programs that might be similar to the EBT program.
Address common requirements, security concerns, and any potential sharing of
equipment, networks, or processors.

No comment.

50t S —
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Not discussed.

Discuss any vulnerabilities that might be unique to EBT.

See above outline of possible fraud scenarios.

Discuss any future changes in access security that may be applicable to EBT.

None noted.

Discuss any future changes to the EFT/EBT environment that will increase or
decrease vulnerabilities to loss.

No response noted.
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° Manipulate where the retailers settlement goes by changing the DDA
destination routing to a personal account. He suggested that routing
codes be MACed and there be dual control functions for routing
money.

° Fraud involved with non-card (manual) transactions. There is a risk
that a transaction will run when a card is not present. For example,
an retailer could skim off small increments at the beginning of the
month. [f only the ending balance is printed on a receipt the recipient
may not know that benefits are missing. Example:

$10 End of Month balance

$140 Beginning of the Month balance

How would recipient know if Beginning of the month balance should
have been $150?

Mr. Price suggested that manual transactions be printed on the recipients

next receipt or that beginning and ending balances be printed on receipts.
Mr. Price also suggested eliminating manual transactions altogether.

Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.

No comment.
Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

No comment.
Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

If the PIN offset is written to the card, a comparison of the PIN enter at the

POS terminal could be made directly to the card.

Discuss the costs of controls and countermeasures.

EFT Security Assessment page C-32
and Implications for EBT

Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Appendix C
Organization: U.S. Department of Agriculture, Division of Consumer
and Community Affairs
Interviewees: Dale Juffernbrach
Interviewer(s): Carol Olander, USDA, Food and Nutrition Service

Joyce Kohler, USDA, Food and Nutrition Service
John Wood, Division of Consumer and Community
Affairs

Pam Ratcliffe, Price Waterhouse

Christine DeVed, Price Waterhouse

Noel Matchett, Information Security Inc.

April 15, 1993
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Summary

Ms. Juffernbrach’s expertise are in the area of Reg E. An explanation of Reg E and
the proposed application of Reg E to EBT was discussed.

Discuss the opportunities for error or fraud within each of the five functional areas.
No responses noted.

Discuss the extent of industry experience with losses and recoveries due to error

or fraud within each of the five EBT functional areas. Address the magnitude of

potential and actual losses.

] Industry loss data is protected by the bank and credit card companies.

o Signet bank did disclose that their Reg E loss was $1.5 per year/per

card holder.
° A recent Nilson report did provide Credit card loss information.
Losses were grouped into 10 categories (i.e. magnetic strip fraud, loss
cards, etc.)
EFT Security Assessment page C-35
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Organization: South Carolina EBT Project
Interviewees: Richard Swink
Interviewers: Joe Casey, Price Waterhouse

Bruce Caswell, Price Waterhouse
Bryant Tolles, Price Waterhouse
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December 17, 1993 (telephone interview)

Security Documentation

This interview did not follow the standard security interview format. Discussion
focused on South Carolina’s approach to EBT security. Dick said that security in
South Carolina’s EBT system will not be restricted to just POS lines and the
mainframe - it will reach all the way down to the county level. Extensive
documentation will be produced for workers on EBT security. Development of the
materials will follow a tiered approach - workers will receive information only on
those security procedures that they need to know. They will not be given a
comprehensive system security handbook. As a result, each employee will have a
different security handbook.

Processes and authority for coupon conversion; policies governing access to
contractor’s (Citibank'’s) data; terminal storage; and contingency planning will be
addressed outside of the scope of the security manual.

Citibank is required by their contract with the State of South Carolina to develop a
contingency plan for all possible situations leading to the disruption of the EBT
system.

Communications Lines

Retailers will connect with the host computer by means of a statewide network of
5600 baud dedicated communications lines. The host computer is located in
Citibank's processing center in Wilmington, DE. There will be no direct connection
between Citibank and the FNS’ Minneapolis computer center. Citibank will
interface with retailers presently operating POS systems either by connecting to a
proprietary switch or to the retailer’s third party processor.
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Discuss any future changes to the EFT/EBT environment that will increase or
decrease vulnerabilities to loss.

No comment.

Interview Guide - State and Federal Policy

Identify and discuss the regulations, standards, and guidelines relevant to EFT
security, electronic data transmissions, EBT security, and general computer
security.

Reg E - Ms. Jufferbrach provided documentation on Reg E, as well as a
proposal to extend Reg E to EBT programs. The following background
information was given on Reg E:

. Consumer Liability Limitations for Unauthorized Use - There are three
tiers of consumer liability. If the consumer notifies the bank within 2
business days after the consumer becomes aware of the theft, the
consumer’s liability is limited to $50. The bank must absorb the
remaining loss. If consumer fails to report loss within 2 business
days, the consumer’s liability increases to $500. Furthermore, the
consumer becomes fully liable for loss if after 60 days from the time
their statement is sent they have not reported the unauthorized use of
their card.

° Loss Resolution Time Frames - Banks are required to investigate and
resolve unauthorized use complaints within 10 business days. Banks
may require the customer to provide written notification. If banks
cannot resolve the issue within 10 business days, they can extend
their investigation to 45 calendar days. However, after the tenth
business day the bank must give the customer provisional credit for
the loss.

° Application of Reg E to EBT - Most of the Reg E rules are proposed to
extend to EBT programs. A few exceptions are being proposed. EBT
would not have to automatically provide statements to customers.
Statements will need to be provided on a request basis. Balance
information will need to be provided via phone, receipt, or terminal.

Concern is that Reg E will effect consumer behavior in the EBT programs.
Consumers will fraudulently reported unauthorized transactions.
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Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

° As previously stated, industry loss figures are not normally disclosed.
Ms. Juffernbrach was only aware of the Reg E loss amount from
Signet and the Nilson report for credit cards.

Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

. Ms. Juffernbrach thought that video cameras in ATMs were very
effective for proving/disproving authorized use. She said that pictures
are very effective in cases. She also noted that the banks are
sometimes lazy about properly maintaining the cameras (i.e. no film in
camera, etc.)

L Dual control for PINs.
. One credit card company is putting the customer’s picture on the
card.

Discuss the costs of controls and countermeasures.

Cost figures could not be provided.

Discuss any vulnerabilities that might be unique to EBT.

No comment.

Discuss any future changes in access security that may be applicable to EBT.

The following future changes were noted: retina, voice, finger print, and
digital signatures for identification. Ms. Juffernbrach thought that the ATM
manufacturers are doing the most R&D on these technologies (NCR, Dieboid,
and Fujitsu).
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Organization: United States Department of Agriculture, Office of Inspector
General, Program Investigations Division

interviewees: Helen Martin
Four co-workers

Interviewers: Pamela Ratcliffe, Price Waterhouse
Date: April 26, 1993
Summary

On Monday, April 26, 1993, the project team met with Helen Martin and 4
gentlemen from the Department of Agriculture’s investigative arm (investigators)
with experience in the Reading, PA pilot demonstration. They noted that
historically the biggest problem has been with "Mom & Pop" stores. Most cases
that these investigators have been involved in consist of the selling of benefits.
For example, the day that the benefits are updated in the database and accessible
by the recipient, it is common to see a $100 transaction at 2:30, another $100
transaction by the same recipient at 3:00, etc. EBT provides the ability to identify
and track these transactions through the computer database. However, the
investigators do not believe that EBT eliminates fraud: it merely cuts out the
middleman, as clients sell their benefits directly to grocery stores. Another method
of identifying this is done by tracking the cash withdrawals for grocery stores:
many stores take out extra cash in the first 10 days of the month in order to pay
for extra benefits.

They recommended that every EBT project have a complete audit trail, and they
also stressed the importance of separation of duties in the steps of establishing,
maintaining, processing, and reconciling accounts.

Interview Guide - EFT/EBT Security Vulnerabilities and Controls
Discuss the opportunities for error or fraud within each of the five functional areas.
. Issue/reissue cards and PINs - The investigators noted that it is very
important how a PIN is selected, as most recipients select their Date

of Birth, last 4 digits of their Social Security number, or street
address.
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Identify and discuss any studies concerning EFT security, electronic data
transmissions, EBT security, and general computer security.

No comment.

Discuss any other government programs that might be similar to the EBT program.
Address common requirements, security concerns, and any potential sharing of
equipment, networks, or processors.

No comment.

0 S
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Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

No response noted.

Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

They noted that one of the controls is simply controlling store hours - they
recommend that stores’ closing times be programmed in to bank records, so
that transactions will not be allowed to occur after the store is closed. They
have identified where this has occurred.

They also voiced their concern that many of the security measures present
in the Reading project will not be present in the real projects due to cost
considerations {for example, photo IDs}. Their concern involves keeping
present safeguards in the EBT system.

One of the most helpful tools that EBT has provided to them is print-outs of

how stores are redeeming EBT cards. The investigators use these reports to
look for exceptions outside of normal shopping patterns.

Discuss the costs of controls and countermeasures.

No response noted.

Discuss any vulnerabilities that might be unique to EBT.
They have found where banks help set up phony accounts and also where
bank clerks were dealing in food stamps (for example, instead of noting a
$300 deposit correctly, the clerk had trafficked in food stamps and entered
a deposit of $1,300.

They noted the need to establish tight control in bank transfers.

Discuss any future changes in access security that may be applicable to EBT.
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They also noted that EBT provides them with the ability to identify
recipients, and this provides a tremendous investigative tool. Prior to
EBT, they might be able to identify a crooked grocer, but there was no
identification of the recipients that had trafficked in food stamps.
Now, they have a tool to identify who sold the benefits.

They noted that there should be a card termination date for client
recertification of the household status, and that the onus of the
recertification should be placed on the recipient. At the time of
recertification, they felt that it should be mandatory to revise the PIN.

] Maintain/update the EBT database - The investigators were aware of
initial software glitches, but they had not yet seen fraudulent EBT
accounts created by case workers (they did expect that this would
occur as the system becomes more familiar), and so they
recommended that every EBT system have the ability to ensure entries
in the client account database can not be erased or deleted.

° Initiate/process transactions - The pilot project in Reading uses a
photo ID with the recipient’s name, although the investigators were
not sure whether retailers actually looked at the photos.

o Settlement/grocer payments - No response noted.
. Reconciliations - No response noted.

The interviewees stated that they have found fraud in every step. They also
stated that there are plenty of willing participants at both the recipient and
grocer level. However, they have not yet found any sophisticated crimes.

Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.

They felt that it would be helpful to look at the controls in Reading, as the
system there is run by employees, not by a third party processor. They
questioned the screening of employees by a third-party processor/vendor,
and wondered if this could be as good as using state employees.
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* They estimated that 75% of all eligible grocers are chains, which are
basically honest. The other 25% are "Mom & Pop" stores.

. One problem often involves "co-located” stores that serve both wholesalers
and retailers. The wholesaler should not have food stamp authorization.

. FNS is now re-authorizing stores: approximately 2/3 of the stores in the U.S.
have been re-authorized.

° They recommend that the following controls, with respect to grocers, be
implemented:

Make sure each store physically exists

° Make sure that it is a grocery store
. Make sure that it is a retailer
. Print-outs of "high-redeemer” stores are a very valuable tool.
. They discussed the Reading example of "John’s Steak and Shake”, where

173 of the 4,000 households on food stamps in Reading were prosecuted,
and noted that this sends a strong message to others. There are 145
grocery outlets in Reading.
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] Settlement/grocer payments - Mr. Young indicated that all payments
to vendors should have an audit trail. Approved amounts should be
matched to checks. He noted that it was extremely important to
identify who received the exception reports and to identify the actions

taken.

. Reconciliations - Mr. Young commented that auditors should make
sure that the actual information is there and that the reconciliation is
performed.

Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.

Mr. Young briefly discussed an example of fraud in a grain operation, where
the person who had the responsibility to input data also was responsible for
receiving and taking corrective action on exception reports. Mr. Young
believes that most of fraud he has found has been due to basic mistakes,
such as inadequate segregation of duties and lack of exception listings.

Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

No response noted.

Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

* Edits
° Segregation of duties
L] Modem/dial-up access - who can hack into systems and use

communication lines or data flow
Discuss the costs of controls and countermeasures.
Mr. Young believed that in a transaction processing environment, everything

had to be cost beneficial.

Discuss any vulnerabilities that might be unique to EBT.
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Organization: USDA, Office of Inspector General, Accounting and
Financial Management Division

Interviewees: Bob Young, Director
Melanie Casey, USDA, FNS, IRM Division
Program manager from the data processing department

of USDA
Interviewer(s): Pamela Ratcliffe, Price Waterhouse
Date: February 24, 1993

Summary

Summarizing, Mr. Young said that the fraud that have been detected by his
department has occurred when there was a lack of independence of input and
output functions, and when people who entered data also received the
corresponding exception reports. Mr. Young had not noticed that programmers
had made unauthorized changes.

Interview Guide - EFT/EBT Security Vulnerabilities and Controls

Discuss the opportunities for error or fraud within each of the five functional areas.

U Issue/reissue cards and PINs - Mr. Young had no experience in this
area.
. Maintain/update the EBT database - Mr. Young was familiar with the

vuinerabilities of database software. He indicated that he had
experience investigating system break-ins.

. Initiate/process transactions - In this area, Mr. Young indicated a lot of
experience setting up edit checks, examining PC/terminal security,
audit trails, and edit checks: for example, if the 7/11 on the corner is
doing $4 billion of business/year and the major grocery chains are
doing the same amount, who reviews these exceptions? Mr. Young
recognized a special need for setting up parameters (what is outside
the acceptable limit?) and for establishing segregation of duties.
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° Mr. Young’s office does the security type of reviews for all of
Agriculture, including FNS. May want to talk to investigators, as they
get into the nitty-gritty of fraud.

° No work has been done in Minneapolis in the past two years {they get
involved at tail-end reporting).

] The Investigations area has done a lot of fraud investigating. Talk to
Carol Levey, Division Director for Investigative Side. Ask: what do
investigators look for and find? Big investigations - Agriculture 720-
4706. FNS - small investigations - Ed Grievas - his group does audits.
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Communication lines.

Discuss any future changes in access security that may be applicable to EBT.

No response noted.

Discuss any future changes to the EFT/EBT environment that will increase or
decrease vuinerabilities to loss.

No response noted.

Interview Guide - State and Federal Policy

Identify and discuss the regulations, standards, and guidelines relevant to EFT
security, electronic data transmissions, EBT security, and general computer
security.

Food Stamp regulations require a biennial security review. All Federal
guidelines are tied to states (GAO Title 2, OMB A130, FIPS)

Identify and discuss any studies concerning EFT security, electronic data
transmissions, EBT security, and general computer security.

No applicable.

Discuss any other government programs that might be similar to the EBT program.
Address common requirements, security concerns, and any potential sharing of
equipment, networks, or processors.

U Agricultural Stabilization and Conservation - a program may be in the
works to use mag-stripe cards - Bob Young will call with names.

. Mr. Young's office has done some work in the past on EFT. He
advises to make sure that people who have authority to make
transfers are authorized, that this process is secure, such as whoever
is receiving transactions should be in a locked room, or there could be
two individuals in individual locked rooms with individual codes.
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prosecute cases. Contact Mr. Whitledge (Criminal Division). Mr. Ferris can
get telephone number, if necessary.

Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

Mr. Ferris suggested using the Bank Insurance Companies as a source of
loss data.

Bob Edwards (Baltimore) 301-293-7758 may be a good contact for loss

information. He is familiar with bank insurance companies.

Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

. Mr. Ferris mentioned authentication of electronic payments and
separation of duty controls. He could not provide specifics regarding
the effectiveness of a control.

1 Mr. Ferris suggested using expert systems to look at audit trail data

. Mr. Ferris also suggested "user profiles” to track data on stores
frequented, number of transactions in a specific time frame. Could
perform audit analysis on recipient patterns.

o Requirements could be established for reporting suspicious activities
(i.e. Require stores to report suspicious activities)

Discuss the costs of controls and countermeasures.

Mr. Ferris could not provide cost data.

Discuss any vulnerabilities that might be unique to EBT.

Mr. Ferris noted that the effects of a food stamp EBT program being
enlarged to include other benefits should be considered. Tacking on
additional benefits to the program could multiply EBT risk.
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Organization: U.S. Department of Treasury
Interviewee: Marty Ferris
Interviewer(s): Ted Macaluso, USDA, Food and Nutrition Service

Pam Ratcliffe, Price Waterhouse
Christine DeVed, Price Waterhouse
Noel Matchett, Information Security Inc.

April 13, 1993
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Interview Guide - EFT/EBT Security Vulnerabilities and Controls

Discuss the opportunities for error or fraud within each of the five functional areas.

. Issue/reissue cards and PINs - Mr. Ferris mentioned the concern of
counterfeited cards and the need to control the manufacturing of
cards.

. Maintain/update the EBT database - Concern over Privacy Act

Implications were raised. May need to define "reasonable protection”
measures that should be taken.

L Initiate/process transactions - Noted the X9A Standard being
developed (Key Management).

° Settlement/grocer payments - Emphasized the importance of
performing reconciliations and having a complete life cycle approach
to security.

. Reconciliations - See above comment.

Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.

Mr. Ferris is not familiar with losses. He suggested contacting the Justice
Department (Criminal Division) to determine what type of cases they have
prosecuted and the type of audit trail information that can be used to
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Organization: U.S. Department of Treasury, Financial Management
Service
Interviewee(s): Lee Jones

George Usher

Interviewer(s): Ted Macaluso, USDA, Food and Nutrition Service
Pam Ratcliffe, Price Waterhouse
Christine DeVed, Price Waterhouse
Noel Matchett, Information Security Inc.

Date: April 13, 1993

Discuss the opportunities for error or fraud within each of the five functional areas.

Specifics for each area were not given, but George thought that segregation
of duties and dual control throughout the entire process was key to
maintaining security. Lee also indicated that the state draw down process is
another key functional area to consider.

Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.

Industry loss data is protected by the banks/credit card companies.
Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

° Citibank is used by the Treasury to have retirement benefits

distributed in Texas (Houston Pilot Program). The Treasury can not

get EFT loss data from Citibank.

. Signet Bank has given Reg E loss figures for debit cards as $1.50 per
card holder.

° For the Houston EBT program, Regulation E loss is 14 cents per
month per cardholder. Lee mentioned that the Houston program is on
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Discuss any future changes in access security that may be applicable to EBT.

No comment.

Discuss any future changes to the EFT/EBT environment that will increase or
decrease vulnerabilities to loss.

No comment.

Interview Guide - State and Federal Policy

Identify and discuss the regulations, standards, and guidelines relevant to EFT
security, electronic data transmissions, EBT security, and general computer
security.

The following standards were mentioned: X9A (PIN and encryption
standards) X9F (Public Key Standards). Also mentioned were the ABA
publications on security guidelines. ABA can provide a listing of
publications.

Mr. Ferris mentioned the UCC for Payment Systems. Banks are required to
comply with the code. Bob Edwards would be helpful in interpretation the
code and determine if and how it may apply to EBT.

Identify and discuss any studies concerning EFT security, electronic data
transmissions, EBT security, and general computer security.

No actual studies mentioned. The Veteran Administration would be
interested in EBT.

Discuss any other government programs that might be similar to the EBT program.
Address common requirements, security concerns, and any potential sharing of
equipment, networks, or processors.

Mr. Ferris recommended looking at George Usher’s authorization system at
the Treasury. He could perform a walk through of the operations.
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Affairs) can provide information on Reg E and its possible impact on
EBT.

Cash Management Improvement Act requires states to pay interest on
drawdown of Federal Funds.

Identify and discuss any studies concerning EFT security, electronic data
transmissions, EBT security, and general computer security.

PS! is conducting a study to determine commercial banking losses in the EFT

area.

Discuss any other government programs that might be similar to the EBT program.
Address common requirements, security concerns, and any potential sharing of
equipment, networks, or processors.

Houston Benefit Program - In Houston, an EBT program to distribute
social security benefits has been implemented. Citibank has been
contracted to handle the operation of the program. Citibank maintains
one benefit account for all participants. The participants do not have
accounts with Citibank. Citibank is responsible for tracking the
benefit balance of individual recipients. Currently 5500 individuals are
enrolled in the program (enroliment is on a volunteer basis).

Additional program characteristics are as follows:

° Each participant is allowed 4 free ATM transaction per month.
Participants can let their benefits accumulate, but no interest is
paid on the funds.

. An 800 number is available for participants to call and obtained
their account balance.
. Direct mail was used to solicit participation in the program.

ASAP - ASAP is an automated system to process request from states
for reimbursement/payments. The system replaces a manual process
whereby states would have to submit a paper request. Signatures on
the paper request had to be compared to signature cards and listings
of authorized individuals. With ASAP, an electronic certification to
determine authorization is performed. The system allows a much
quicker turn-around for request/payment. Turnaround is between one
day and a couple of hours. The department has developed their own
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a volunteer basis and the low skill level recipients may not be
participating.

Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

George Usher emphasized the need for dual control and segregation of
duties. The use of background checks on employees was also mentioned.

Discuss the costs of controls and countermeasures.

Specific costs were not given. Mr. Jones commented that they procured
the service from Citibank for the Houston Program and the controls at

Citibank are relied on.
Discuss any vulnerabilities that might be unique to EBT.

No comment.

Discuss any future changes in access security that may be applicable to EBT.

No comment.

Discuss any future changes to the EFT/EBT environment that will increase or
decrease vuinerabilities to loss.

No comment.

Interview Guide - State and Federal Policy

Identify and discuss the regulations, standards, and guidelines relevant to EFT

security, electronic data transmissions, EBT security, and general computer
security.

o Reg E limits consumer’s liability for unauthorized transactions on debit

cards. Dale Juffernbrach (Division of Consumer and Community
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Organization: Visa international
Interviewees: Paul Miller
interviewers: Pamela Ratcliffe, Price Waterhouse

Noel Matchett, Information Security, Inc.
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June 1, 1993

This brief interview did not follow the standard interview questionnaire. A few
highlights:

. Visa is looking at MACing; all acquirers and issuers do not have the
capability for PINs.

] Visa owns Interlink - national on-line point of sale system (PIN based).
Master Card’s system is called Maestro.

. Visa has a system called PS2000 which matches settlement transactions
with authorizing transactions.

. Visa is looking at a more secure magnetic stripe. This may require
reprogramming of terminals.
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guidelines for message authentication (MAC). No dollar figures could
be given for loss/benefit obtained from the program.

Other Comments
For follow-up questions, Lee can be reached at 874-6763.

A contact at Citibank is Brian Clair {Program Director). He can be reached at 312-
380-5359.

Mr. Jones was also going to follow-up on liability issues with Citibank - he
reviewed the contract with Citibank and said that the liability for proper
disbursement of funds falls on Citibank once Citibank receives the funds. The
contract specifically mentions that Citibank must comply with the Privacy Act and
the Computer Security Act of 1987. The contract also states that Citibank is
responsible for Reg E losses. Several contract clauses mention 31 CFR Part
210.10 (C). Availability of funds is Citibank’s responsibility. Certain exceptions
are given for "acts of God", fire, flood, etc.
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Discuss the controls and countermeasures that have been taken to mitigate known
risks. Address the effectiveness of each control and countermeasure.

Denise’s company, XTEC, has developed a technology to improve the
reliability, security, and performance of magnetic strips. XTEC uses the
"natural jitter” in the data encoded on the card to develop a security
signature which is unique to that card. The signature of the card is
determined every time the card is read. This signature value is then
compared to the original signature value. A counterfeit or aitered card will
produce a different signature. The original signature may be stored on the
card, or in the system.

Additional features provided by the XTEC technology include data
reconstruction. If any data is damaged on the card, missing data can be
reconstructed by digital data processing with error correcting codes already
on the card. The error correcting feature enhances the card read reliability.

Application of the technology only requires the use of an XTEC decoding
chip in the reader.

XTEC technology allows full transaction card capability in an off-line
environment, and does not require real time on-line connections.

Discuss the costs of controls and countermeasures.

In small quantities, the chip cost $30. There is also a charge of $0.05 for
each encoded card.

Discuss any vulnerabilities that might be unique to EBT.

No response noted.

Discuss any future changes in access security that may be applicable to EBT.

No response noted.

Discuss any future changes to the EFT/EBT environment that will increase or
decrease vulnerabilities to loss.
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Organization: XTEC, inc.
Interviewee(s): Denise Jeffreys, President

Interviewer(s): Joe Casey, Price Waterhouse
Pamela Ratcliffe, Price Waterhouse

Date: September 15, 1993

Interview Guide - EFT/EBT Security Vulnerabilities and Controls

Discuss the opportunities for error or fraud within each of the five functional areas.

. Issue/reissue cards and PINs

° Maintain/update the EBT database
. Initiate/process transactions

° Settlement/grocer payments

. Reconciliations

Ms. Jeffreys gave a demonstration that showed how easily debit/credit
cards can be counterfeited.

Discuss the extent of industry experience with losses and recoveries due to error
or fraud within each of the five EBT functional areas. Address the magnitude of
potential and actual losses.

Ms. Jeffreys stated that credit card fraud due to counterfeiting is the fastest

growing fraud encountered with magnetic cards. Estimates losses due to
counterfeiting in 1992 at $200 million.

Discuss how much loss is tolerated in similar commercial operations (ATM, credit
card sales, debit card sales, home banking, ACH, payroll deposit, EDI etc.).

No comment.
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APPENDIX D: TRUSTED COMPUTER SECURITY EVALUATION CRITERIA

The Trusted Computer System Evaluation Criteria (TCSEC) is the
primary source of information protection guidelines or criteria. In
the current Orange Book, there are six evaluation classes, running
in cumulatively increasing order of strength: D, C1, C2, B1, B2,
B3, and A1. The D-level classes relate to systems with so little
security that they cannot attain the C level. Most previous
microcomputer systems have been at the D level. C1 requires
minimal discretionary access controls, but not necessarily
individual user accountability. (Discretionary access controls
permit a user to limit access to files or other system resources,
but do not require the user to do so.) C2 strengthens those
controls and adds individual user accountability and basic auditing
abilities. Most multi-user operating systems with password-
protected logins attain the C1 level, and many have been provided
with enhanced accountability and auditing features (which can be
enabled at the discretion of the system management) to attain the
C2 classification. IBM MVS mainframes operating with ACF/2
are rated at C2. Unix systems without enhanced security are
thought to be C1 -- Unix-based systems have been submitted for
evaluation, as has the Tandem OnGuard access control software.
Also, Tandem’'s newest models use Unix operating systems.
Most of the historical access weaknesses associated with Unix
have been eliminated.

B1, B2, and B3 require mandatory access controls, such as
multilevel security (MLS), and successively higher assurance.
Mandatory access controls are those that enforce limitations on
access to files or other system resources, independently of the
actions of the users. Thus, for example, in a B-level operating
system, someone who owns a file that is classified "Top Secret"
would be prevented from sharing that file with another user
whose access level was only "Secret"”, and a user at "Secret"”
could not access the file irrespective of the wishes of any users.

The A1 requirements are identical in functionality to the B3
requirements, but provide higher assurance that a system will
enforce its intended security policies. A few commercial operating
systems have reached into the B levels--, although in the past
these have been special variants of standard operating systems
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(often sold by the vendor’s "federal systems" division). A few A1
systems are emerging, albeit slowly and painfully, and probably
not as commercial offerings.

Even though the Orange Book criteria are intended to be enforced
for DoD systems, many of the functional requirements are of
general relevance to conventional commercial systems, such as
trusted system distribution and facility management. The
processing systems used by commercial processors are generally
considered to provide security commensurate with the C-level
requirements, that is passwords, and the option of user
accountability. The table summarizing the principal features of
TCSEC is shown on the next page.
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Trusted Computer System Evaluation Criteria -— Summary
C1 C2 B1 B2 B3 A1

Object reuse

Security
Policy

Labels

Label Integrity

Exportation of label information
Exportation of multilevel devices
Exportation of single-level devices
Labeling human readable output
Mandatory access control
Subject sensitivity labels

Device labels

Identification and authentication
Audit

Trusted Path

System architecture

System integrity

Security testing

Design specification and verification
Covert channel analysis
Trusted facility management
Configuration management
Trusted recovery

Trusted distribution

Security features user's guide
Trusted facility manual

Test documentation

Discretionary access control _--
—
L

Assurance

Document-
ation

Design documentation
[:’ No requirements for this class
- New or enhanced requirements for this class

No additional requirements for this class

Source:Russall, D. and Gangemi, G. Computer Security Basics. O'Reilly & Associates, Inc. 1991. p. 113.
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APPENDIX E: DISASTER RECOVERY PLANNING AND COMPUTER SYSTEM
SECURITY

Introduction

Computer systems are vulnerable to exploitation by human threats
and natural and man-made disasters. Human threats include theft
of equipment, alteration of software and data, as well as
accidental damage to the computer system. Examples of natural
and man-made disasters are fires, floods, and bombings. An
effective countermeasure to human and natural threats is a
comprehensive computer system security plan. A comprehensive
security plan should address:

] Physical security of the processing site;

Software and data security;
° Communications security; and
. Personnel security.

Most security plans that address these issues focus on protecting
the system from one type of threat - the human threat - while
virtually ignoring the danger posed by natural and man-made
disasters.

Natural and Man-Made

Disasters

Natural and man-made disasters include fires, earthquakes,
explosions, temperature extremes, insects, humidity, water
damage, and storms. These threats can endanger the supply of
electrical power to or the physical integrity of the processing
facility as well as any communications links connecting system
components. Consequently, it is necessary to have a
comprehensive disaster recovery plan in place for implementation
in the event of an emergency.
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Disaster Recovery

Planning

Effective disaster recovery planning involves many steps. A
checklist for disaster recovery plan preparation follows this
appendix. The following section highlights some of the major
components of a comprehensive disaster recovery plan.

One of the first steps in formulating a disaster recovery plan is
performing a thorough risk analysis. The impact of system outage
is estimated, as is the probability of occurrence of a system-
affecting event. By weighing the impact of a natural or man-made
disaster on the system with the probability of occurrence, the
company can determine the amount of resources needed to
develop an adequate disaster recovery plan.

The results of this risk analysis determine the countermeasures
employed to minimize the threats posed by natural and man-made
disasters. At a minimum, the plan should include seven basic
components:

L] Regular backup of important files and off-site storage
of those files;

L Safe but accessible storage of master software
disks;

. Periodic testing for usability of backup files and
software on master disks;

L Delegation of specific disaster recovery
responsibilities to each employee;

° Education of staff on proper procedures in the event
of a disaster;

o Develop a flexible disaster recovery plan which can
adapt to the severity of the situation;

. Enter into a sharing agreement with a firm with a
similar information system.
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In addition to the above-mentioned basic options, an enhanced
security plan might include:

. Maintaining back-up power supplies;

. Contracting with a "hot site" vendor;

. Contracting with a "cold site" vendor; or

° Maintaining a proprietary alternate processing site.

Disaster Recovery

Planning for EFT

Transaction Processors

Financial institutions and other organizations engaged in EFT
transaction processing are especially vulnerable to natural and
man-made disasters because of their need to have immediate
access to account information for authorizing transactions and
updating balances. EBT systems piggybacking on the EFT
infrastructure are particularly vulnerable given the client base that
they serve. Recipients must not have their access to benefits
disrupted for long periods of time for they usually have few other
means of financing food and other purchases. Therefore, special
consideration must be taken when planning for disaster recovery
in an EBT system.

The following section elaborates on many of the previously
mentioned countermeasures and analyzes their appropriatenessfor
EFT transaction processors and EBT systems using these
processors for transaction authorization and balance maintenance.

Off-Site Storage of Data

Frequent backup of data and safe storage of backed-up data are
the simplest form of disaster recovery planning. A survey of 223
security professionals from the financial industry published in a
February 1993 report by Datapro Information Services Group
indicated that the most commonly used form of disaster recovery
is off-site storage of backup tapes.
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EFT transaction processors, and by extension EBT systems
employing these processors, rely heavily on real-time processing.
While off-site back-up is valuable for storing transaction support
data, it does not facilitate the immediate resumption of transaction
processing. EBT systems benefit the least from off-site storage
of back-up data. While EFT transaction processors can fall back
to information on account balances stored by the issuers, in an
EBT system the processor is the only entity possessing the data.

On-Site Storage of Data

Fires are usually localized because of very stringent building codes
which require fire walls and sprinkler systems in newer
construction. For this reason, current backups should be stored
in a room separate from computer operations. Backup tapes
should, therefore, be stored on-site and off-site.

Maintaining Back-Up Power Supplies

Maintaining a backup power supply is an effective way of
minimalizing some of the threats posed by natural and man-made
disasters. Prolonged interruptions to the electrical supply can be
eliminated, allowing computing functions to continue until the
primary power source is restored. Organizations processing EFT
transactions, because of their need for constant access to
computing facilities, would benefit from including this measure in
a disaster recovery plan. Among these organizations processing
EBT transactions, the back-up power supply should support all
functions including computers, telecommunications, Audio
Response Units (ARUs), and telephone systems as well as internal
support systems such as emergency lighting, fire suppression, and
perimeter security.

Contracting with a "Hot Site” Vendor

Possessing backup data files is useless unless a company has the
necessary facilities to process the information. When a disaster
results in damage to the physical computer system, many
companies turn to “"hot site" vendors with which they have
contracted to provide the resources to resume computing
operations. Hot site vendors allow the organization access to
system configurations similar to those used at their own facility,
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and can also offer data recovery up to the point of failure. These
features allow for resumption of computing operations, usuaily
within 24 hours.

According to a June 1993 report by Datapro Information Services
Group, hot site subscription rates can range from $5,000 to
$50,000 per month, depending on the configuration of system to
be duplicated. Contracting with a hot site vendor would probably
be an expensive option for an EFT transaction processor, due to
security and real-time data back-up requirements. Some EFT
processors, such as Citibank and EDS, have pursued this option.

Contracting with a "Cold Site" Vendor

A less expensive alternative to contracting with a hot site vendor
is contracting with a "cold site" vendor. A cold site vendor does
not supply computer hardware, but provides the company with
the necessary facilities (space, power supplies, communications
lines) to resume operations.

Contracting with a cold site vendor is not a realistic option for EFT
transaction processors, who need almost immediate resumption
of processing functions after a disaster occurs.

Maintaining an Alternate Processing Site

The most expensive, but most effective means of planning for
unintentional human error or natural disasters is maintaining an
alternate processing site. Many EFT processors are moving in this
direction after a series of recent natural disasters resulted in
lengthy system outages. The ideal alternate processing site
maintains a dedicated communications connection to the primary
processing site, allowing for real-time updating of data files. In
the event of a primary system-affecting man-made or natural
disaster, the backup system can be accessed instantaneously,
allowing for minimal disruption to computing operations. In order
to accommodate EBT system requirements, the alternate
processing site must, in addition to transaction authorization and
processing functions, be able to accept rerouted ARU
communications.
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Entering Into a Sharing Agreement with Another Processing
Facility

This option entails two EFT transaction processors reaching an
agreement for the use of each other’s processing facilities in the
event of a natural or man-made disaster. This scenario is a
potentially less expensive option to maintaining a proprietary
alternate processing site. In order to be a viable choice for EFT
transaction processors, the processor’s partner in the agreement
must maintain real-time updated back-up files and an identical
system configuration, complete with similar security features.
The one barrier to this solution is the fiercely competitive EFT
services arena and a strong reluctance on the part of EFT
processors to share resources or disclose any information about
their methods and processes. An example of this is the failure of
EDS’ recent proposal to establish a agreement among processors
to share backup resources. Several processors felt that they
would lose their competitive advantage by making proprietary
alternative computing facilities available to others in the industry.

Disaster Recovery
Plan Checklist

The preceding section has outlined some of the major components
of an effective disaster recovery plan and some options for those
designing such plans. The following presents a checklist of
recommended activities to be completed when designing a
disaster recovery plan.

1) Assess business functions. Disaster recovery planning
must begin with a documentation of all business functions,
regardless of importance, that would be affected by a long-
term system outage.

2) Identify function sources/users. This step will require
consuiting with providers and users of the business
functions to identify requirements for sustaining their
operation in the event of a disaster.

3) Perform a thorough risk analysis. Resources may be
wasted on protecting business functions if there is no
perceivable threat to these functions. A thorough risk
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4)

5)

6)

7)

8)

9)

analysis will identify real threats, and help determine the
approach to disaster planning that is most appropriate.

Outline likely scenarios. The logical next step after
identifying real threats to the system is to outline likely
scenarios {(hurricane, flood) that would affect the vital
business functions.

Detail recovery procedures. A procedure for recovering
from the impact of each scenario must be detailed. This
activity will assist the planning team in compiling a list of
resources (e.g. hot site backup, off-site storage) needed for
the disaster recovery plan.

Formalize the disaster recovery plan. Each likely scenario
now has a corresponding recovery procedure and a list of
resources needed to effect the recovery. Care should be
taken so that the enabling of one procedure does not affect
the ability of another procedure to be carried out.

Train staff in their respective roles. A disaster recovery
plan is useless unless those that are responsible for
executing the plan, down to the smallest level, are informed
of their roles.

Test the plan. This activity will not only reinforce staff
training but provide an important stage to assess the
effectiveness of the disaster recovery plan. Any problems
must be identified and eliminated at this point.

Maintain the plan. Periodic testing of the plan and
refreshing of staff as to their roles is crucial to the
continuing effectiveness of a disaster recovery plan.

EFT Security Assessment
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APPENDIX F: GLOSSARY OF TERMS

The glossary provides definitions of terms used frequently in
computer and information systems security and throughout this
report. Definitions are applicable in EBT and EFT contexts. The
majority of definitions are excerpted from Hruska and Jackson,

eds., Computer Security Reference Book (Boca Raton, FL, CRC
Press, Inc., 1992).

-A- Abstraction: The process of exclusion of unnecessary detail from
a specification (or model}, to avoid the specification being oriented
towards a particular solution or implementation.

Acceptor: A term which encompasses all types of retail outlets in
EFT/POS systems.

Access Card: Generic term which refers to the physical card used
to access a commercial or EBT card system. In the on-line EBT
demonstrations, recipients use magnetic stripe cards at POS
terminals or ATMs to access the system. In the off-line EBT
demonstration, recipients will use integrated circuit (IC) cards (also
called "smart cards") to access the system.

Access Control: The process of ensuring that systems are only
accessed by those authorized to do so, and only in a manner for
which they have been authorized.

Access Model: A type of security model, which represents a
secure system in terms of subjects (active processes), objects
(passive containers of information), and access modes (e.g., read,
write, execute). See also Bell-LaPadula model.

ACH Debit: A proprietary off-line debit system established by a
retailer. Cards are issued to approved customers and may be used
exclusively at that retailer’s locations. Settlement is performed
through the ACH network.

Acquirer: Institution (or its agent) that acquires from a card
acceptor financial data relating to a transaction and puts the data
into an interchange system.
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Acquiring Bank Processing and Support: The bank which settles
funds between the merchant, merchant acquirer, and the front-
end processor each business day. This entity also provides risk
management services which detects fraudulent merchant activity.

Active Attack: An attack on a system which either injects false
information into the system, or corrupts information already
present on the system. See also Passive Attack.

Additive Cipher: Ciphering algorithm in which each letter is
substituted by another letter which follows a fixed number of
letters later in the alphabet. Also known as translation cipher.

Administrator Directed Access Control (ADAC): A type of access
control in which administrators control who can access which
objects, as opposed to User Directed Access Control (UDAC). See
also Mandatory Access Control.

Algorithm: An algorithm is a set of rules which specifies a method
of carrying out a task (e.g., an encryption algorithm).

American Bankers Association (ABA): Industry trade group that is
working to establish standards for the processing of debit card
transactions at the point of sale (POS). The ABA published
"Guidelines for On-line Debit Card Systems at the Point of Sale"”
in 1987.

American National Standards Institute (ANSI): U.S. standards
group responsible for issuing U.S. standards and maintaining
consistency with similar international standards.

American Standard Code for information Interchange (ASCIl): The
standard system for representing letters and symbols. Each letter
or symbol is assigned a unique number between O and 127.

Application Layer: The layer of the OS| Reference Model which
provides communication between applications.

Application Security: The provision of security services at the
applications level of the ISO model.

Application Service Entity (ASE): An active element within the
application layer of OSI.
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Assurance: Assurance is the confidence that a system operates
correctly, and satisfies its security requirements.

Asymmetric Encryption: Encryption which permits the key used
for encryption to be different for the key used for decryption. RSA
is the most widely used asymmetric encryption algorithm.

Asymmetric Key Management: Key management based upon
asymmetric or public key cryptographic techniques.

Asynchronous Attack: An asynchronous attack is an attempt to
interrupt the sequential nature of computer processing with the
objective of gaining access to another program’s data.

Asynchronous Communication: Asynchronous communication
takes place without requiring timing information to be transmitted
along with the data. Synchronization with the data is obtained by
external means, usually by using a clock of known frequency.

ATM Deployers: Depository financial institutions (e.g., banks,
thrifts, credit unions) that support proprietary or shared automated
teller machines.

Attenuation: Attenuation is the reduction of the strength of
electromagnetic signals by material or an electrical circuit element.
It is usually measured in decibels.

Audio Response Unit (ARU): Computer peripheral that accepts
data from touch-tone telephones and responds with synthesized
voice commands and information. Used in an EBT system to
provide balance information or to authorize manual transactions.

Audit Log: A compilation of audit trails usually organized by user,
function, and/or time.

Audit Trail: Audit trails provide a date and time stamped record of
the usage of a system. They record what a computer was used
for, allowing a security manager to monitor the actions of every
user, and can help in establishing an alleged fraud or security
violation.

Auditability: A measure of how well a process can be audited.
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Authentication: The process of assuring that data has come from
its claimed source, or of corroborating the claimed identity of a
communicating party.

Authorization: Affirmative response by, or on behalf of, the
issuing member to a request to permit a card or card account to
be used in a transaction. No posting to an account occurs for an
authorization.

Automated Clearing House {ACH) Network: A network run by the
Federal Reserve to electronically process funds transfers between
member financial institutions. Typically used in a food stamp EBT
system to transfer credits from the concentrator bank to financial
institutions holding retailer accounts.

Automated Teller Machine (ATM): Unattended terminal from
which one or more banking transactions can be performed,
including balance inquiries, cash deposits, cash withdrawals,
transfers between accounts, and payments on loans and credit
cards. Requires card access.

Availability: The prevention of unauthorized withholding of
information or resources.

-B- Back Door: An undocumented means of bypassing the normal
access control procedures of a computer system.

Back-end Switch: System in which transactions are directed to the
merchant financial institution computer where "on us”
transactions are handled and foreign transactions are forwarded
to the switch.

Back-end Processing: Funds settlement and reconciliation
functions that follow the transaction authorization process.

Backup: A copy of computer data that is used to recreate data
that has been lost, mislaid, corrupted or erased.

Backward Tracking: Using forged card with known PIN values to
attack an EFT/POS system.

Balanced Assurance: Assurance derived from demonstrated
properties of underlying subsystems.
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Bit: The smallest unit of information. It can only have the value O
or 1. The word ’bit’ is derived from the initial and final letters of
the phrase 'binary dig/t’.

Bit Copying: A technique for making a copy of a disk by reading
all of the individual bits on each track of the disk, and making a
direct copy of each track on to a new disk. A bit copying program
has no knowledge of the file structure being used on a disk.

Block Cipher: A cipher which provides encryption and decryption
by operating on a specified size of data block, e.g., 64 bits.

Bolt-on Security: Hardware or software which is added
retrospectively to a non-secure system in an attempt to make the
system more secure.

Boot Protection: Method used to prevent bypassing security
measures installed on a hard disk by bootstrapping a
microcomputer from a floppy disk.

Boot-sector Virus: A type of computer virus which modifies the
parts of the operating system which are read in during the
bootstrapping process. Typical points of attack of a boot-sector
virus are the disk bootstrap sector, and the partition bootstrap
sector.

Booting-up: A process carried out when a computer is first
switched on or reset, where the operating system software is
loaded from disk (either hard disk or floppy disk).

Bootstrap Sector: Part of the operating system which is first read
into memory from disk when a PC is switched on (booted). The
program stored in the bootstrap sector is then executed, which in
turn loads the rest of the operating system into memory from the
system files on disk;.

Bootstrapping: Means the same as Booting-up.

Bridge: A combination of hardware and software which connects
networks at level 2 of the OS| model, without performing any
interpretation of the data passing across it. Some bridges can be
programmed to filter out unwanted traffic.
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British Standards Institution (BSl): The organization which issues
standards in the UK.

BTM: e.g., Halon 1301, a gaseous fluorocarbon widely used in
fixed fire suppression systems.

Bug: A small electronic device used for covert eavesdropping.
Different types are available to listen to voice conversations, data
being transmitted across a network, or telephone lines. A fault in
a computer program is also called a bug. The two meanings are
entirely separate.

Built-in Security: Hardware and/or software designed into a
machine during development/manufacture to render it secure.

Bulletin Board: A computer with one or more modems attached
which can be used remotely via the PSTN. Most bulletin boards
act as repositories for downloadable software, and have electronic
mail systems.

Byte: A set of 8 bits which is the amount of information sufficient
to store one character. It is usually the smallest individual unit that
can be read from or written to memory.

-C- Cache: High-speed data storage used to hold data retrieved from
a slow device. Using a cache increases the overall performance of
a system.

Call-back Modem: A modem which asks the user to identify
himself, hangs the line, and then dials the preprogrammed number
for that user. Often used as an anti-hacking device.

Cali-back: See Dial-back.

Call Barring Unit: A device which connects to the telephone line
or the PABX and prevents unauthorized calls to be made, e.g.,
international calls, calls to certain numbers, etc.

Call Forwarding: Transferring a received telephone call on to a
different number.

Calling-line Identification: When a telephone system implements
calling line identification, the call originator’'s telephone number is
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visibly displayed at the call recipient’s site. The user can see this
number before choosing whether or not to take the call. Also
known as caller ID systems.

Card Issuer: The organization, typically a financial institution, that
maintains the consumer relationship and depository account on
behalf of the customer and issues the magnetic stripe card. The
latter function is provided by the financial institution itself or a
third-party on the financial institution’s behalf.

Carrier Sense Multiple Access with Collision Detect: Usually
abbreviated to CSMA/CD, this is one method of implementing a
network. Ethernet is the best known implementation of a
CSMA/CD type of network.

Case Month: An evaluation concept that represents one food
stamp cases’s participation in the Food Stamp Program for one
month. Administrative and recipient participation costs are
calculated on a per case month basis to allow comparison
between coupon and EBT systems involving different size
caseloads.

Category: A non-hierarchical component of the label associated
with a subject or object. A security category is the
non-hierarchical component of a security level; an integrity
category is the non-hierarchical component of an integrity level in
this context. Category means the same as compartment.

CCIIT: Consultive Committee International Telegraph & Telephone,
the international body that sets standards for use in
telecommunications.

CCTA: Central Computer and Telecommunications Agency, the
UK Government agency responsible for computer purchases
(amongst other duties).

Central Processing Unit (CPU): The heart of every PC, the device
which takes instructions from memory and executes them. In
most PCs, the CPU is a single microprocessor.

Change Control: A formal, usually systematic, system for
introducing software, hardware, and procedural changes to a
system in a controlled manner.
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Chaos Computer Club: An infamous group of German hackers
based in Hamburg, Germany. See also Data Travellers.

Check Authorization: The process by which a retailer verifies the

authenticity of a check and/or its presenter. Check authorization

systems vary in sophistication; four general constructs are
presented below.

° Paper "hot" lists which identify all customers who have
previously written bad checks in the store. There is no
electronic capability in this option.

o in-store negative files tied to the existing scanning systems.
The transaction is authorized against a negative file resident
at the store controller.

° On-line check authorization against a headquarters central
negative or positive file.
] Check authorization databases supported by outside service

providers. Check verification is a service which verifies
only that there is no record of bad check-writing behavior
by the customer. It does not verify that sufficient balance
exists to cover purchases or withdrawals.

Checksum: A value calculated from item(s) of data which can be
used by a recipient of the data to verify that the received data has
not been altered. Usually 32 or 64 bits long.

Chosen Plaintext Attack: A method for breaking encipherment
protection by use of knowledge of chosen plaintext and its
associated ciphertext.

Cipher: Encryption algorithm.

Cipher Block Chaining (CBC): A mode of use of a block cipher.
Cipher Feedback (CFB): A mode of use of a block cipher.

Ciphertext-only Attack: Breaking encipherment protection without
knowing any plaintext corresponding to the ciphertext.

Ciphertext: A term used to describe text (or data) that has
previously been encrypted; see also encryption.
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Claims Language: A method of describing precisely the desired
security features of a ‘Target of Evaluation’ (TOE, product or
system). The TOE can then be evaluated against these claims.

Clark-Wilson Integrity Model: An approach to providing data
integrity for common commercial activities, including software
engineering concepts of abstract data types, separation of
privilege, allocation of least privilege and nondiscretionary access
controls.

Classification Level: The security level of an object, or more
properly the confidentiality level or sensitivity level.

Clearance Level: The security level of a subject.

Clearing Account: Account maintained for the purposes of
settiement and payment of fees.

Clearinghouse or Concentrator Bank: Financial institutions or other
entities approved by the Federal Reserve Board that receive
information on retailer credits from the EBT system and transmit
the data into the ACH network.

Codebook Attack: Synonym for known plaintext attack.

Cold Standby: A computer system that is available for use when
another system fails, but requires a reasonable period of time for
it to be fully available. See also warm standby and hot standby.

Communications-Electronic Security Group: A UK government
COMPUSEC agency (CCTA is another).

Compartment: See category.

Compiler: A computer program which translates programs written
in a high level language that can be readily understood by
humans, into low level instructions that can be executed by a
computer’'s CPU.

Compromise: An accidental or intentionally caused event that
prevents a system from fulfilling its requirements.
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COMPSEC, COMPUSEC: Often-used abbreviations for COMPuter
SECurity.

Computer Abuse: Use of a computer in a non-authorized way.

Computer Aided Design (CAD): A technique whereby product
design and development is carried out using computers, normally
making extensive use of graphics.

Computer Crime: This phrase has two meanings: Any crime
mediated by a computer; or any crime that attacks a computer
system as part of the process of committing the crime. The
meaning used in any particular situation is context dependent, and
not always clear.

COMSEC: Often used abbreviation for COMmunications SECurity.

Confidentiality: The process of ensuring that data is not disclosed
to those not authorized to see it. Also known as secrecy.

Consultive Committee International Telegraph and Telephone
(CCITT): An advisory committee established by the United
Nations to recommend worldwide telecommunications
standards.

Contingency Planning: Preparing for any possible eventuality
which will have an effect on the availability of a system or
service.

Controllability: The amount by which use of a computer system
can be controlled or monitored.

Controller: Also referred to as an in-store processor (ISP) or store
controlier. A computer, usually a PC, that controls the payments
system in the store. In an integrated payments system, the
controller also routes on-line debit transactions to the transaction
acquirer.

Copy Protection: A method which makes it difficult (if not
impossible) to make copies of a computer program. Copy
protection tries to prevent software theft.
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Cost Benefit Analysis: An analysis of how much something costs
in relation to its perceived benefits. Usually modelled on a
spreadsheet which allows ‘what if’ analysis.

Countermeasure: A mechanism that reduces the vulnerability of
or threat to a system.

Covert Channel: A communications channel that allows
co-operating processes to transfer information in a manner that
violates a security policy, but without violating the access control.
There are two main types of covert signalling techniques, storage
channels and timing channels.

Cracker: A person engaged in compromising an encryption
algorithm.

CRAMM: A risk analysis methodology developed by the UK
Government’s Central Computer and Telecommunications Agency
(CCTA).

Criteria: Definitions of properties and constraints to be met by
system functionality and assurance.

Cryptanalysis: The study of an encryption system, often with the
intention of detecting any weakness in the encryption algorithm.

Cryptographic Checkfunction: A cryptographically based algorithm
used for the calculation of checksums.

Cryptographic Facility: A term used by IBM to denote a secure
part of a host computer in which data encipherment operations
are performed.

Cyclic Redundancy Check (CRC): A mathematical method for
verifying the integrity of data. It is a form of checksum, based on
the theory of maximum length polynomials. While more secure
than a simple checksum, CRCs don’t offer true cryptographic
security. See also cryptographic checkfunction.

-D- Daemon: A background process performing a useful task on a
UNIX system.
EFT Security Assessment page F-12
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Data Diddling: Deliberate introduction of errors into information
being entered into a computer accounting system in order to
assist fraud.

Data Enciphering Key (DEK): A key which may only be used to
encipher data. A data enciphering key is never used in key
management to encrypt another key.

Data Encryption Standard (DES): Standard for encrypting data to
allow secure transmission of information between points. The
Standard employs a 56 bit key, encoding PINs using the Data
Encryption Algorithm (DEA).

Data Leakage: Unauthorized disclosure of data, usually by covert
means.

Data Origin Authentication: Corroboration of the identity of the
original source of a connectionless data message. Often used in
ISO communications standards.

Data Protection: A group of techniques used to preserve three
desirable aspects of data: Confidentiality, Integrity and
Availability. Also a legal term with specific meaning (somewhat
different to the above definition).

Data Subject: An individual who is the subject of personal data.

Data Travellers: A group of German hackers (see also Chaos
Computer Club).

Datalink Layer: The layer of the OS| Reference Model concerned
with the accurate transmission of data across a single
communications link.

De-gaussing: Removal of a magnetic field by slowly reducing an
externally imposed magnetic field to zero.

Debit Transaction: Approval by the cardholder of the debit to his
or her account. At the same time, it provides a claim of funds
made by the acquirer (or card acceptor) against the

card issuer.

Deciphering: means the same as decrypting; see also decryption.
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Decryption Key: see Key.

Decryption: Decryption is the process of transforming ciphertext
back into plaintext. It is the reverse of encryption.

Demon Program: A computer program that searches for telephone
numbers that respond with a modem catrrier.

Denial of Service: Reduction of the availability of an object below
the level needed to support critical processing or communication.

Dependability: A measure of how or whether the system can
satisfy some set of properties.

Dependence: A subject is said to depend on an object if the
subject may not work properly unless the object (possibly another
subject) behaves properly. One system may depend upon another
system.

Derived key: A system where a unique authentication key is
created for every individual transaction passed through an
EFT/POS system.

Descriptive Top-Level Specification (DTLS): A top-level
specification written in natural language or an informal design
notation, or both. In evaluation schemes, lower assurance levels
generally require the existence of a DTLS for the security related
parts of a system.

Dial-back: A technique used to restrict access to dial-up telephone
lines. A user initiates the call, identifies himself, terminates the
call, and then the computer system dials him back on a
prearranged telephone number. The terms dial-back and call-back
are synonymous.

Dial-Up: A telecommunications configuration whereby a POS
terminal connects to a host computer on an as-needed (per
transaction) basis. See also Leased Line.

Dictionary Attack: Plaintext exhaustive attack where all words in
a dictionary are encrypted and the output compared to the original
encrypted text.
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Digital Signal Processor (DSP): A CPU which is capable of
processing digitized signals very rapidly. A DSP usually has some
special purpose on-chip hardware dedicated to maximizing the
speed at which a particular type of task can be performed.

Digital Signature: A means of protecting a message from denial of
origination by the sender, usually involving the use of asymmetric
encryption to produce an encrypted message or a cryptographic
checkfunction.

Disaster Recovery Planning: See recovery planning.

Discretionary Access Control (DAC): An access control
mechanism that permits subjects to specify the access controls,
subject to constraints such as changes permitted to the owner of
an object. DAC is usually equivalent to IBAC and UDAC, although
hybrid DAC policies might be IBAC and ADAC.

Discretionary Security: Security which only has effect when it is
specifically requested, e.g., an encryption program which encrypts
a file only on request. Discretionary security is the opposite of
mandatory security.

Disinformation: The insertion of fraudulent information in a
computer system for the purpose of commercial gain.

Diskless Node: A terminal, or a PC, on a network which does not
possess internal floppy or hard disk drive(s). See also diskless
workstation, and media-less microcomputer.

Diskless Workstation: A PC which does not contain a floppy disk
drive. See also diskless node, and media-less microcomputer.

Do-lt-Yourself: A TEMPEST testing facility provided for the initial
evaluation of TEMPEST equipment produced by manufacturers
having no testing facilities of their own.

Dongle: A hardware security product which must be plugged into
a computer system before a particular application program wiill
execute. A dongle aims to prevent illegal copying of a computer
program.
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Double Length Key: Using two encryption keys simultaneously so
that the strength of the encryption is greatly enhanced.

Downloading: A process where data is transferred electronically
from a "host’ computer to an intelligent terminal or PC.

Dual Control: When information is split between two people, so
that each individual only knows one component part, then that
information is said to be under dual control.

Dynamic Analysis: The testing of software by execution with test
data. See also static analysis.

Dynamic Signature Verification: Validation of a person’s
handwritten signature in real-time.

-E- Eavesdropping: Listening in to conversations (either voice or
digital) in a covert manner.

Electrically Alterable Read Only Memory (EAROM): A particular
type of EEPROM, in which individual bytes can be altered by
electrical pulses.

Electrically Erasable Programmable Read Only Memory (EEPROM):
A non-volatile memory which can be written to and read from
many times. It is erased by an electrical pulse. EEPROMs are used
for storing data which does not change frequently, e.g., setup
parameters.

Electrically Programmable Read Only Memory (EPROM): A
non-volatile memory which can be programmed (written to) once,
and read from many times. Most types of EPROM can be erased
by exposure to ultra-violet light. EPROMs are used for storing data
which is unlikely to be changed.

Electromagnetic Compatibility: The science and technology
relating to operation of electrical equipment in the presence of
other such equipment.

Electromagnetic Radiation: Emission of electromagnetic waves
from a source, e.g., radio waves, microwaves, etc. It is possible
to detect such radiation and extract usable information from it.
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The screen is the main source of electromagnetic radiation on a
PC or a terminal.

Electronic Benefits Transfer (EBT): An electronic payments system
that uses electronic funds transfer, automated teller machines,
and point of sale technology for the delivery and control of public
assistance benefits.

Electronic Cash Register (ECR): An electronic device used at the
lane level to record a retailer’s sales. An ECR may be either
connected with other ECRs in the store to a central processing
computer, or stand alone.

Electronic Codebook (ECB): A mode of use of a block cipher.

Electronic Data Interchange (EDI): A system of computer links
between suppliers and customers allowing routine transactions to
be carried out automatically without creating paperwork.

Electronic Funds Transfer System (EFTS): System designed to
facilitate the exchange of monetary value via electronic means.
Objectives include expansion of time and location availability of
basic financial services, and reduction of the present growth of
paper volume (i.e., cash and checks).

Electronic Funds Transfer (EFT): Any transfer of funds, other than
a transaction originated by check, draft, or similar paper
instrument, which is initiated through an electronic terminal,
telephonic instrument, or computer or magnetic tape so as to
order, instruct, or authorize a financial institution to debit or credit
an account.

Electronic Lock: A physical lock that is operated by receipt of
electronic signals, rather than by use of a physical key.

Electronic Mail: Messages exchanged over a computer
communications network.

Enciphering: means the same as encrypting; see also encryptidn.

Encryption: A process of disguising information so that it cannot
be understood by an unauthorized person.
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Encryption Key: see Key.

Encryptor: A hardware device used to carry out encryption and
decryption of data.

End-to-end Security: The process of providing a consistent level
of security across a complete system, so as not to leave any weak
links where the system may be attacked.

Endorsed Tools List (ETL): A periodical NCSC publication which
lists the formal specification and verification tools (e.g., Gypsy
and FDM) which are endorsed by the NCSC for use in the
development of systems which are candidates for evaluation at
the A-1 level of the Orange Book or TNl (Red Book).

Environmental Seal: A seal provided on openings of equipment
enclosures, to keep out agents in the surrounding environment
which would have a deleterious effect, e.g., moisture, dust,
corrosive gases.

Error Propagation: A consequence of use of many of the
encryption methods used in communications. An error in the
transmitted ciphertext often results in several errors in the
plaintext retrieved by decryption.

Evaluated Products List (EPL): A periodical NCSC publication
which reports on completed or current evaluations against the
criteria of the Orange Book or the Trusted Network or Subsystem
Interpretations (Red Book).

Exhaustive Key Search: Finding out which key was actually used
by an encryption system by testing all possible keys in turn.

-F- Facsimile: Formal name of the means of telephonic communication
which is now almost universally referred to as fax.

Fail-safe: A technique of system design where the system reverts
to a safe state in case of failure, e.g., all traffic lights on a
junction switching to red in case of the control box failure.

Faraday Cage: A room or cell designed to prevent the ingress or
egress of certain bands of electromagnetic signais by using careful
screening and earthing.
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Floppy Discs: Interchangeable magnetic disks which are used to
store computer data. Usual formats are 3.5" and 5.25" disks, and
capacities of the order of 1 Mbyte.

Food Stamp Authorized Retailer: Individual stores and/or corporate
headquarters authorized by the food stamp program to accept
food stamp benefits toward eligible food purchases.

Formal Method: A specification notation or method based on a
mathematical or logical foundation, potentially offering the
opportunity for provably-correct derivation of a system from a
high-level specification. Examples are Z, VDM, OBJ, CSP and

Gypsy.

Formal Top-Level Specification (FTLS): A top-level specification
written in a formal notation. The higher levels of assurance of
evaluation schemes generally require an FTLS in addition to or
instead of a DTLS.

Forward Tracking: Using a discovered key to decipher PIN values
and thereby attack an EFT/POS system.

Front-end Switch: The entity in the ATM/POS infrastructure which
accepts a transaction directly from the ATM or POS device.
Usually a bank or third party processor, the front-end switch
relays transactions onto an EFT network or card issuing bank.
This entity may or may not perform settiement functions.

Front-End Processor: The entity that manages the
telecommunications and terminal management infrastructure
which routes electronic transactions from the merchant location
to another point, usually the transaction router, for the purpose of
transaction authorization.

Functionality: As distinct from assurance, the functional behavior
of a system. Functionality requirements include Confidentiality,
Integrity, Availability, Authentication, Safety, etc.

-G- Galois Field: A special type of set with a finite number of elements
and operators +, * (analogous to addition and multiplication) such
that any member of the field "added to’ or ‘multiplied by’ another
member in the field, produces a result which is also a member.
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Gateway: A combination of hardware and software which is used
to interconnect otherwise incompatible networks. It operates at
levels 4-7 of the OS| model.

Gateway Interface: The physical capability that allows on-line
debit transactions to be supported between and among a network
switch, third party processor, EBT processor, or large food
retailer.

Global Security Management: The security management of a total
system or network effected from a single node within that

system.

Guard: A component that mediates the flow of information and/or
control between different systems.

-H- Hacker: An individual whose interests, motivated for benign or
malicious reasons, concern ‘breakinginto’ computer systems. The
word hacker is also used to denote someone who produces
prodigious amounts of software. The two meanings are
completely distinct, and often confused.

Halon: A non-corrosive chemical agent used for extinguishing fires
in areas containing electrical equipment (e.g., computers). Note
halon production has been severely curtained in the U.S.

Hard disk: A hermetically sealed magnetic disk, generally fixed
within a computer, which is used to store data. Hard disk capacity
is of the order of 10 Mbytes to 1 Gbyte.

Hardware: Any component of a computer system that has
physical form. It is a term used to draw a distinction between the
computer itself (hardware), and the programs which are executed
on the computer (software).

Hash Function: A function which maps a set of variable size data
into objects of a single size. Widely used for fast searching.

Hashing: The process of calculating a hash function.

Hexadecimal: A system of counting using number base. The
numbers 11 to 16 are represented by the characters ‘A’ through
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'F’ respectively. Hexadecimal is often abbreviated to hex. Each
hex digit is equivalent to four bits (half a byte) of information.

Host: A computer, usually a mainframe, that receives on-line debit
transactions from the store level. Transactions are relayed by the
host to the network switch, which routes them to the card-issuing
bank for authorization.

Hot Standby: A system that is available for use when another
system fails, and is known to be available immediately by being
continuously used. See also warm standby and cold standby.

-I- ID: An identification code, username, identification card or an
identification token.

Identity-Based Access Control (IBAC): An access control
mechanism based only on the identity of the subject and object.
Contrast this with Rule-Based Access Control (RBAC). See also
Discretionary Access Control (DAC).

In-Sourcing: Developing the capability or purchasing services to
perform a function "in-house” rather than contracting with another

party.

Independent Sales Organization (ISO): An organization, usually
contracted by a financial institution, that markets electronic
payment services offered by the financial institution.

Inflight system: One particular type of fault-tolerant computer. See
also Lockstep System, and Loosely Coupled System.

Information-flow Control: Access control based on restricting the
flow of information into an object. See also Bell-LaPadula.

Information-flow Model: A type of security model which is based
on the concept of control of dissemination of information through
valid channels in a system.

Information Technology Security Evaluation Criteria (ITSEC): The
harmonized security evaluation criteria published by the
Commission of the European Communities.

EFT Security Assessment page F-22
and Implications for EBT

Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Appendix F

Initialization Variable (IV) : A value used to initialize modes of use
of certain block ciphers.

Insider: A person who has knowledge of a system gained from
(legally) working with that system.

Integrated Circuit {IC) Card: An access device which has an
integrated circuit embedded in the card. Also known as a "chip
card", "smart card”, or "token".

Integrated Circuit (IC): Electronic device containing many discrete
electronic components such as transistors, resistors and the wire
links which interconnect them. ICs are usually made in very large
numbers and in miniaturized form, on a common base or substrate
of silicon.

Integrated Configuration: An electronic payments system in which

the POS terminal, either directly or indirectly, sends to and

receives information from the ECR. Two main types of integrated
configurations exist:

. Interfaced: POS terminals are connected to a controller by
means of a local area network. The controller may also
support the ECR system, or is interfaced with the ECR
controller. This provides an indirect exchange of
information between the ECR and POS terminal in a
particular lane.

° Eully Integrated: POS terminals are connected to ECRs in
the lane, allowing for the direct exchange of transaction
information.

Integrated Services Digital Network (ISDN): The internationally
accepted specification for a totally digital telephone system.

Integrity Category: The non-hierarchical component of an integrity
level. See also category.

Iintegrity Level: A level of trustworthiness, associated with a
subject or object.

Integrity Policy: See also policy.

Integrity: A security protection aimed at ensuring that data cannot
be deleted, modified, duplicated or forged without detection.
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Interchange Fee: A fee paid by a card issuing bank to a
transaction acquirer for an on-line debit or ATM transaction.

International Electrotechnical Commission (IEC): An international
body for the production of international standards for the electrical
and chemical industries.

International Organization for Standardization (1SO): The
worldwide federation of international standards bodies.

Internet: One of the largest world-wide networks for the
transmission of electronic mail messages.

Issuer: Entity that issues the access device. A card issuer is the
approver of a transaction-the entity that maintains the account
relationship with the cardholder.

-K- Kernel: See also Security Kernel.

Key: When used in the context of encryption, a series of numbers
which are used by an encryption algorithm to transform plaintext
data into encrypted (ciphertext) data, and vice versa. Confusingly,
key can also refer to a physical token which gives access to a
system.

Key Distribution Center (KDC): A central system for the generation
and distribution of encipherment keys. A KDC ensures that in
cases where a large number of systems need to talk to each
other, they do not need to share a unique key between each pair
of systems.

Key Encrypting Key (KEK): A key which is used exclusively for the
encryption of other encryption keys.

Key Gun: A device for the secure transport of encipherment keys
from the point of generation to the point of application.

Key Management: The process of securely generating,
transporting, storing and destroying encryption keys.

Key Space: All the possible keys that can be used by an
encryption algorithm.
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Key Translation Center (KTC): A central system which can receive
an enciphered encipherment key, decipher it and re-encipher it
under a new key.

Keystream Generator: A system that generates keys continuously.
Keystream Sequence: The output of a keystream generator.

Knapsack: Something that one can get into, but not out of
(easily). Used widely in public-key cryptography.

Known Plaintext Attack: A method for breaking encipherment
protection by use of knowledge of the ciphertext and the
corresponding known plaintext.

-L- Label: A level associated with a subject or object defining
respectively its clearance or classification.

Laptop: A portable microcomputer small enough to be used ‘on
the lap’.

Leased Line: A telecommunications configuration whereby a POS
terminal possesses a dedicated connection to a host computer.
See also Dial-Up.

Letter Bomb: A logic bomb contained in electronic mail, which wiill
trigger when the mail is read.

Linear Complexity: Size of the smallest feedback shift-register
which can produce a determined sequence.

Linear Feedback Shift Register: A shift register where some of the
intermediate bits in the chain of flip-flops forming the register are
Exclusive ORed and fed back into the shift-register input.

Linear Predictive Coding: Non-causal optimal encoding, e.g., of
speech.

Link Encryption: The encryption of data over a single line or link.
Local Area Network (LAN): A data communications network

covering a limited area (up to several kilometers in radius) with
moderate to high data transmission speeds.
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Lockstep System: One particular type of fault-tolerant computer.
See also Inflight System, and Loosely Coupled System.

Logic Bomb: A program modification which causes damage when
triggered by some condition such as the date, or the presence or
absence of data, e.g., a name.

Logoff: A process of closing a working session with a computer.
Logon: A process of opening a working session with a computer.

Loosely Coupled System: One particular type of fault-tolerant
computer. See also Inflight System, and Lockstep System.

Low Frequency: Electromagnetic signals within the frequency
range 30kHz-300kHz.

-M- M-sequence: A maximum length sequence produced by a
feedback shift register.

Magnetic Stripe Card: Benefit access card that contains encoded
information on a magnetic strip. The strip may contain three
information tracks. Track 2 is used for payments and benefits.

Magnetic Stripe Reader (MSR): The component of the POS
terminal that reads the magnetic stripe card. Occasionally referred
to as a "card swipe".

Mainframe: Large computer systems, often occupying
purpose-built facilities, used for IT applications requiring extremely
fast processing speeds or large quantities of data. Typical
processing speeds are of the order of 100 MIPS.

Mandatory Access Control (MAC): Access controls that cannot be
— —ezwm=,__ ..INade more permissive by users or subjects (roughly equivalent.to - —
ADAC, sometimes to RBAC and ADAC).

Mandatory Security: Mandatory security products have effect
without an explicit request for action being made. Discretionary
security is the opposite of mandatory security, as it must be
specifically requested.

——
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Maximum Access Attempts Lockout: A security feature which
prevents use of a computer for a specified period if more than a
specified number of invalid attempts are made to gain access.

Media-less Microcomputer: See Disk-less node, and Disk-less
Workstation.

Meet-in-the-middie Attack: A cryptographic attack based on an
optimized exhaustive search.

Menu-driven: Software which presents the user with a fixed
‘'menu’ of command choices, often requiring only a single key or
mouse button depression to select the required option.

Merchant Acquirer: The entity that drives or maintains

(maintenance may be subcontracted) retailer POS terminals and

routes electronically captured transactions to the correct card

issuer, third party processor or network switch. Merchant

acquirers include:

. POS Merchant Banks -- Financial institutions that act as
merchant acquirers.

. POS Retailer Programs -- Retailers that act as merchant
acquirers.

. EFT Processors -- Third party processors that act as
merchant acquirers. A more comprehensive operational
entity than the others, providing both back-end and front-
end processing capabilities.

Merchant Bank of Deposit: The bank that maintains the day-to-
day cash management and cash, coin, and currency relationships
with a merchant. This entity receives funds from the acquiring
bank processor for electronic card activity. This bank may or may
not be the acquiring bank depending on whether it supplies
acquiring bank EFT services.

Message Authentication Code (MAC): A cryptographically
calculated checksum. Particularly used to protect against spoofing
and replays. Unlike a digital signature, a MAC requires knowledge
of a secret key for verification.

Message Authentication: The process of calculating and then
subsequently verifying a message authentication code.
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Message Digest: Same as hash function.

Message Handling: The process of transporting messages
between computer systems.

Microcomputer: A portable, generally single-user, computer
system designed for use as a personal information processing tool.
Typical processing speeds are between 1 and 10 MIPS.

Microprocessor: An integrated circuit which condenses the
essential elements of a computer’s CPU into a single device.

Minicomputer: A fixed, generally multi-user, computer designed
for use as a communal information processing system. Typical
processing speeds are between 10 and 100 MIPS.

MIPS: Millions of instructions per second.

Mirroring: A technique in which data is written to two (or more)
disks simultaneously, with the intention of enabling data retrieval
even when one of the disks fails.

Mode of Operation: A set of rules which defines a particular way
in which an encryption algorithm should be used.

Modem (MOdulator/DEModulator): A device which translates
digital computer data into a form suitable for transmission over an
analogue telecommunications path such as a telephone line, radio
channel or satellite link.

Monitoring: The recording of relevant information about each
operation by a subject on an object, maintained in an audit trail for
subsequent analysis.

Monoalphabetic Cipher: An encryption algesithm in which every
letter in the plaintext is always substituted with the same letter in
the ciphertext.

Mouse: A data input device which, when moved by hand on the
surface of a desk, conveys the direction and amount of movement
to a computer. A mouse is commonly equipped with one, two or
three press-buttons to actuate commands on the computer.
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MS-DOS: The Disk Operating System sold by Microsoft. It is the
most common microcomputer system in the world, and operates
on the IBM PC. See also PC-DOS.

Muilti-level Availability: An availability policy based on multi-level
availability labels.

Multi-level Integrity: An integrity policy based on multi-level
integrity labels. See Biba Model.

Multi-level Security: A system which simultaneously processes
information of different security levels, for users who have
different levels of security clearance. The system is relied upon
("trusted’) to uphold the security policy, and to control the flow of
information correctly. See also Bell-LaPadula.

Multi-tasking: The ability of a computer to divide its processing
time amongst several different tasks. Although most computers
contain only one CPU, they can switch between operations so
quickly that several processes appear to run simultaneously.

-N- National Computer Security Center (NCSC): The US Government
body responsible for encouraging the development of trusted
computer systems suitable for use by the US Government in the
processing of classified information.

Need-to-Know Principle: The dissemination of information only to
those people who actually need the information to carry out a
particular authorized task.

Network: The entity that routes an EFT transaction from the front-
end processor to the card issuing bank. Networks either perform
the physical switching of the transaction themselves or outsource
the function to another party. Networks are also responsible for
the settlement of funds between entities in the EFT infrastructure.
See also Switch.

Network Interface Card (NIC): A card which contains circuitry that
connects a LAN station to the network transmission medium. It
works in combination with the LAN system software to transmit
and receive data over the LAN.
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Network Layer: A layer of the OSI| Reference Model concerned
with the routing of data and the interconnection of sub-networks.

Network Protocol: A set of rules governing information flow within
a communications structure. The rules control format, timing,
error correction and running order.

Network Service Access Point (NSAP): The point at which a
Transport layer entity interacts with the underlying Network layer
entity in OSI.

NIST: The National Institute of Standards and Technology under
the U.S. Department of Commerce.

Non-compromisibility: The ability of a system to withstand
compromise.

Non-discretionary: Equivalent to Mandatory in TCSEC usage,
otherwise equivalent to ADAC.

Non-interference Model: A type of security model based on the
concept that subjects in different security domains should not
interfere with each other’s operation in any way which violates
the security policy of the system.

Non-repudiation: An authentication that with high assurance can
be asserted to be genuine, and not subsequently refuted.

Non-tamperability: The ability of a system to withstand tampering.

Non-volatile Memory: Integrated circuits which retain their content
when their normal power source is switched off. The main types
are ROM, EPROM, EEPROM and battery backed RAM.

Notarization: A method of key management developed at the US
National Bureau of Standards that allows encipherment keys to be
tagged with source and destination identifiers thereby indicating
in which direction a key is used, and providing some form of
digital signature.

NP-complete: A problem where no algorithm is known to exist to
solve the problem in polynomial (i.e., non-exponential) time.

S ——
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Object Oriented Techniques: Technique allowing data to be
encapsulated with the operations which can be performed on it.

Object: As defined by the Orange Book, an object is ‘a passive
entity that contains or receives information’. Examples include bits
and bytes, records, files, databases, buffers, increasing in size to
i/o devices such as printers, and even complete systems.

Off-site Backup: A backup stored at a geographically remote
location.

Off-line Debit: A payments system in which a magnetic stripe card
is used to draw upon a designated depository transaction account.
Off-line debit differs from on-line debit in that transaction
authorization usually consists of the manual verification of the
customer’s signature; and from credit in that settlement occurs
through the automated clearing house (ACH) network.

Office Document Architecture (ODA): A standard defining the data
structure of revisable documents.

On-line Software Support: Customer support for an application
program which is carried out by the supplier using a modem link
to the user’'s computer, rather than by a representative visiting the
customer’s premises.

On-line Debit: Also referred to as POS debit. On-line debit
involves the use of a magnetic stripe card at a point of sale
terminal to initiate a debit from a customer’'s demand deposit
(checking) account and corresponding credit to the retailer’s
deposit account.

On-line debit contrasts with off-line debit and credit in that
transaction authorization consists of the matching of a customer-
entered PIN against a central database, and differs from credit in
that settlement occurs through the automated clearinghouse
(ACH) network.

One-time Function: Function enciphering plaintext using key from
a onetime pad. Usually an exclusive-or (XOR) function.
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One-time Pad: Unbreakable cipher system which uses a unique list
of key values which are destroyed after the first use. The length
of keys is the same as the length of enciphered data.

One-way Function: A function that can readily be calculated,
whose inverse is very difficult to calculate.

Open System: Paradigm describing portable interfaces between
computer systems allowing code reuse on different platforms.

Open Systems Interconnection (OSI): A set of standards defining
the protocols for communication between open (non-proprietary)
systems.

Operating System: The computer program which performs basic
housekeeping functions such as maintaining lists of files, running
programs, etc. PC operating systems include MS-DOS and 0S/2,
while minicomputer and mainframe operating systems include
Unix, VMS and MVS.

Optical Disk: A storage device using a laser to record and read
data from a rotating disk.

Orange Book: The Orange Book is the colloquial name for the
Trusted Computer System Evaluation Criteria (TCSEC), derived
from the color of the cover of the book.

Out-Sourcing: Contracting out the performance of functions or
services rather than performing them in-house.

Output Feedback (OFB): A mode of use of a block cipher.

-P- PABX: Private automatic branch exchange - a switching system
providing private automatic telephone communication between
branch stations and external networks.

Packet Switched System (PSS): The name applied to the public
packet switched network in the UK.

Parasitic Virus: A computer virus which attaches itself to another
computer program, and is activated when that program is
executed. A parasitic virus can append itself to either the
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beginning or the end of a program, or it can overwrite part of the
program.

Passive Attack: An attack on a system which extracts information
and makes use of it, but never injects false information or corrupts
any information (which would be an active attack).

Password: Sequences of characters which allow users access to
a system. Although they are supposed to be unique, experience
has shown that most people’s choices are highly insecure.
Humans tend to choose short words such as names, which are
easy to guess.

Payment Card: The vehicle by which the consumer accesses the
EFT infrastructure. Predominantly, the cards have been magnetic
stripe-based, and contain information on both the cardholder and
type of account. The type of card and the business relationship
between the merchant acquirer and the retailer determine the
conditions and the timing of reimbursement to the retailer.

PC-DOS: Microcomputer operating system originally used by IBM
for its PCs. It is functionally identical to MS-DOS.

Peer Entity Authentication: Corroboration of the identities of
communicating parties within the context of a connection. Often
used in ISO communications standards.

Peer-review: A design is said to be subjected to peer-review when
it is constructively criticized by people who are technically capable
of creating such a design, but were not actually involved in that
particular design.

Peripheral: External device connected to a computer. Examples
include printers, plotters, disk drives, external modems, and a
mouse.

Peripheral Access Control: Technigue to restrict the use of certain
computer peripherals to authorized users.

Personal Computer (PC): A desktop or portable single-user
computer usually comprising a CPU, memory, screen, keyboard,
and disk drive(s). PC has become synonymous with IBM
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compatible computer, even though this definition is not strictly
correct.

Personal ldentification Number (PIN): An alpha-numeric code
selected by or assigned to the recipient and used to control access
to individual accounts. The PIN must be entered on a key pad
before any transaction can be processed.

Pest Program: A collective term for programs with deleterious and
generally unanticipated side effects, e.g., Trojan horses, logic
bombs, viruses, and malicious worms.

Phone Phreak: A person who attempts to subvert a telephone
system so that it may be used without payment of the appropriate
call charges.

Physical Layer: A layer of the OS| Reference Model which is
concerned with the physical transmission of bits.

Piggybacking or Leveraging: In the context of EBT, piggybacking
refers to the use of the existing on-line debit infrastructure for the
initiation, processing, and settlement of EBT transactions.

PIN Offset: An encrypted version of the PIN. Usually encoded on
the magnetic stripe of an access card. Allows PIN verification to
be conducted at the point of entry provided appropriate
information is available.

Plaintext: Data before it has been enciphered. The opposite of
ciphertext.

Plaintext Attack: See Known Plaintext Attack.

Playback: Replaying, one or more times, a legitimate message
between a terminal and host for the purpose of disruption.

Point of Sale (POS): Typically used to reference equipment (e.g.,
terminal, PIN pad and printer) deployed at a retail location and
used to initiate the electronic debit of recipient accounts and
credit to retailer accounts as a purchase is being made.

Point of Sale (POS) Terminal or POS Device: An electronic device
used to support the authorization function in a merchant location.
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At a minimum, the device includes a card-reading mechanism and
dial-up telecommunications capability to operate in the payments
system infrastructure. More sophisticated POS terminals can be
integrated with an electronic cash register (ECR) or personal
computer (PC) based system.

Policy: An informal, generally natural language description of
desired system behavior. Policies may be defined for particular
requirements, such as confidentiality, integrity, availability, safety,
etc.

Polyalphabetic Cipher: An encryption algorithm in which every
letter in the plaintext is substituted with a different letter in the
ciphertext.

Polygraph: A pseudo-scientific name for a lie detector.

Port Access Control: Restricting the use of computer data ports
to authorized users only.

Portable Operating System Interface For Computer Environments
(POSIX): A standard defining interfaces to operating system
services so that software written to use POSIX can operate over
any operating system that provides the POSIX interface (e.g.,
UNIX).

POset: Partially Ordered set.

Presentation Layer: A layer of the OS| Reference Model concerned
with the encoding of information passed between two
applications.

Primary Account Number (PAN): Number used to identify a
customer’s bank account. This number is transmitted, along with
the PIN and purchase amount, to the card-issuing bank for
authorization of the transaction.

Prime Number: An integer which cannot be formed by multiplying
together two smaller integers apart from 1 and the number itself.
The prime numbers under 25 are 2, 3, 5, 7, 11, 13, 17, 19, and
23.
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Principal: A person or system that can be authorized to access
objects, or can make statements affecting access control
decisions.

Private Key: The opposite of a public key. -

Processing Time: The amount of time required to complete an EBT
purchase. In an on-line system, processing time includes several
components: 1) time required to transmit messages over the
telecommunications network; 2) time that messages spend in the
system processing queue, and 3) time to- actually process the
message in the central computer.

Processor: A unit of hardware that is capable of executing
instructions contained in a computer program.

Program: A precise sequence of instructions that specifies what
action a computer should perferm. ‘Software’ is often used to
describe a computer program. -

Program Crash: A state of computer operation caused by a serious
error. a

Program Ver.ﬁcatlon Demonstrating (formal) that a computer
program conforms to its specification. -

Proprietary Encryption Algorithm: An encryption algorithm
designed tc a proprietary (and usually secret) specification.

Protocol: A set of rules which governs the information flow in a
communications system.

Pseudo-random Number: An algorithmically- generated number
with ‘random’ properties.

Public Domain: Two totally distinct meanings exist: the area which
is outside government security arrangements; or something which
is neither subject tc copyright nor a trademark. -

Public Key Cryptography: Cryptoegraphy which uses public key
encryption techniques. See also Asymmetric Encryption, and RSA.
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Public Key: A cryptographic key which is used for data encryption
and which cannot be used for decryption. Public keys can be
freely published.

Public Switched Telephone Network (PSTN): The formal name for
the public telephone system.

-R- Random Access Memory (RAM): Volatile memory which can be
written to, and read from, at high speed. it is normal to load
programs from disk into RAM, and then to execute them. The
operating system takes care of the allocation of RAM to executing
programs.

Read Only Memory (ROM): A form of non-volatile memory in a
computer. Data is embedded into a ROM during manufacture. A
ROM is usually used to store the startup software which is
executed by a PC on power up. See also Bootstrapping.

Recommended Products List: A list of NATO-approved TEMPEST
certified products.

Reconciliation: In commercial networks, a message generated by
an acquirer, issuer, or INF which advises the receiver of
settiement information regarding transactions processed between
the sender and the receiver. In EBT systems, reconciliation
generally refers to the entire process of ensuring that all system
transactions have been processed accurately.

Recovery Planning: Making preparations for recovery of usage of
a system after a disaster or major malfunction.

Red Book: The Trusted Network Interpretation of the TCSEC.

Reference Monitor: A system component that enforces access
controls on an object.

Refinement: The process of developing a system implementation
from a high level specification, especially in a methodical manner
using a formal method. The term ‘reification’ is sometimes used,
especially in connection with VDM, for this process.

Remote Database Facility (RDF): A geographically remote database
which can be accessed by a communications link.
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Requirement: A statement of the system behavior needed to
enforce a given policy. Requirements are used to derive the
technical specification of a system.

Resource Management Security: The secure management of a
system’s resources. Resource Management is wused to
authenticate a systems user at the point of entry, and then to
allow access to the systems resources commensurate with that
user’s pre-defined rights and privileges.

Restart and Recovery: The establishment of check points in all
files that are to be processed so that in the event of a software or
hardware failure occurrence, or an operating error, it will not be
necessary to start again.

Retina Scan: A biometric technique which inspects blood vessels
at the rear of the eyeball, looking for a unique pattern. See also
Biometrics.

Retrofitting: The modification of existing payments systems to
support the EBT application.

Reverse-engineering: The process of deducing how something
works without having access to the design details.

Rigorous Argument: A verification technique used in development
using formal methods, in which descriptions of the formal proofs
required for complete verification are provided, but the proofs
themselves are not constructed.

Risk Analysis: The analysis of a system’s assets and vulnerabilities
in an attempt to establish the expected loss when a given disaster
occurs.

Risk Assessment: The process of assessing the level of security
risk of a system.

Risk Management: The process of minimizing total risk.

Risk: The likelihood that a vuinerability may be exploited, or that
a threat may become harmful.
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RS-232: The most widely used standard for serial data
communication. The speed of communication is measured in
baud.

RSA: RSA is the encryption algorithm invented by Rivest, Shamir
and Adleman in 1976. It uses different keys for encryption and for
decryption. See also Public Key, and Asymmetric Encryption.

Rule-Based Access Control (RBAC): Access control based on
specific rules relating to the nature of the subject and object,
beyond just their identities (security labels). This should be
contrasted with identity-based access control {IBAC). See also
Mandatory Access Control.

-S- Salami Technique: Fraud involving unnoticeable removals of small
amounts of something (e.g., money).

Scanning: The process of presenting sequentially changing
information to an automated system to identify those items that
receive a positive response.

Scavenging: Obtaining or reusing information that may be left in
or around a computer system after processing.

Scrambling: A term (usually derogatory) applied to simplistic types
of encryption.

Secret key: Encryption keys that must not be disclosed. If they
are revealed, the security offered by their encryption algorithm is
compromised. Not all encryption keys have to be kept secret. See
also Public Key.

Secure Data Network System (SDNS): A program funded by the
US Government for the specification of secure protocols for use
in Open Systems.

Secure Operating System: An operating system that offers one (or
more) secure features.

Secure System: A computer, network or IT environment that is
secured against attack, either accidental or malicious. The system
may be protected at either or both an operating systems level
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(resource management security) or an applications level
(applications security).

Security: Protection against unwanted behavior. The most widely
used definition of (computer) security is security = confidentiality
+ integrity + availability.

Security Architecture: A means by which security services are
provided to systems applications in a consistent (usually
hierarchical) manner.

Security Category: The non-hierarchical component of a security
level. See also Category.

Security Clearance: Process by which an individual’s background
is checked in order to determine his trustworthiness to access a
particular level of classified information.

Security Evaluation: Testing the extent to which the security
claims about a security product are upheld. Also known as
‘vetting’. See also Claims Language, and Target of Evaluation.

Security Journal: A security journal is an audit trail provided by a
security product; see also Audit Trail.

Security Kernel: A security kernel is a computer program (and
perhaps some associated hardware) which applies a defined
security policy to the operation of a computer. The term kernel is
used as such software must be placed at the very heart of CPU
operation.

Security Level: A clearance level associated with a subject or a
classification level {or sensitivity level) associated with an object.
Related to multi-level security (i.e., multi-level confidentiality).

Security Manager: Staff charged with the setting up and
subsequent monitoring of a security system. They often have
special rights of access, and can introduce or remove users;
therefore they must be trusted to carry out their job.

Security Model: A set of precise rules describing how security
may be represented and upheld in a computer system. A security
model may be system-specific, being derived from a
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system-specific security policy, or may be generic (e.g., the
Bell-LaPadula model), derived from a general security policy.

Security Policy: A security policy is the set of rules, principles and
practices that determine how security is implemented in an
organization. It must maintain the principles of the organization’s
general security policy. See also Policy.

Security Server: A special LAN station which runs software that
monitors LAN usage, and controls access independently of the
LAN operating system.

Semi-weak Key: A value of an encipherment key with properties
for a particular cipher that could somewhat weaken the security
of enciphered text. A weak key has related properties, but the
weaknesses introduced are far more severe. See Weak Key.

Sensitive Information: A general term used to describe the
information in a system which must be protected by the system
security. For example, the information might be personal, medical,
financial, commercially sensitive; orin a Government environment,
classified.

Sensitivity Label: A security level (i.e., classification level)
associated with an object.

Separation of Concerns: A principle of design that separates
functions of differing security or integrity into separate protection
domains. Separation of concerns is sometimes implemented as an
authorization rule in which two or more subjects are required to
authorize an operation.

Serial Communication: A method of transmitting data using one
pair of wires, as opposed to the many wires needed for parallel
communication.

Server: See File Server and Security Server.

Session Key: A data encryption key that has a limited lifetime, and
is used for the duration of one communication session.

Session Layer: A layer of the OSI Reference Model concerned with
the control of dialogue between two applications.
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Settlement: Process by which funds (i.e., debits and credits) are
transferred between any two processing points in the flow of an
electronic financial transaction. These include: between financial
institutions participation in the network; and between the financial
institution and the merchants for whom it acts as an acquirer or
"sponsor".

Shoulder Surfing: Observing users at computer terminals as they
enter or receive displays of sensitive information such as
passwords.

Simple Security Property: A rule of the Bell-LaPadula security
model. Informally, the simple security property allows a subject
read access to an object only if the security level (clearance) of
the subject is higher than or equal to {dominates) the security level
(classification) of the object.

Smart (or Chip) Card: Access card that can not only store large
amounts of data but can also perform certain computational and
memory functions. These functions are enabled by the presence
of an integrated circuit that is embedded in the material of the
card. See also Integrated Circuit Card or Token.

Smart Disk: A device in the shape of a 3.5" floppy disk which
contains a microprocessor and memory. It can be read from and
written to in a standard floppy disk drive.

Software: See Program.

Spoofing: Pretending to be someone or something else (e.g.,
entering someone else’s password).

Spreadsheet: A program which automates complex calculations
such as those necessary for financial projection by allowing the
construction of ‘cells’, each of which can be a value or a formula,
perhaps referring to other cells.

Stakeholder: Any entity (e.g., retailer, merchant acquirer, front-
end processor, merchant bank of deposit, or acquiring bank) that
plays a role in the initiation or processing of an EFT transaction.

Stand Alone Configuration: An electronic payments system in
which the POS terminal(s) can initiate transaction authorization
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requests and receive responses from a central database without
need for connection or support from a controller or ECR.

Standard for Interoperable LAN Security (SILS): An IEEE protocol.

Star Property: (*-property} A rule of the Bell-LaPadula model.
Informally the rule is that a subject may only obtain write access
to an object if the object’s security level (classification) is higher
than or equal to (dominates) the subject’'s security level
(clearance).

State: An abstraction of the total history of a system, usually in
terms of state variables. The representation could be explicit or
implicit.

State-machine: An automaton in which the outputs and the next
state of the machine are functionally dependent on the inputs and
the present state. This model is fundamental to computer
systems.

State-machine Model: A type of formal model in which a system

is represented as a collection of state variables (the permissible

internal configurations (states) of the system), and transition
- functions (the operations in the system).

Static Analysis: A verification technique in which software is not
executed. Static analysis may detect errors missed during testing
(dynamic analysis), and can provide a link between development
by refinement (using formal techniques), and programming
language implementation.

Stream Cipher: A cipher which provides encryption and decryption
by operating on continuous stream of data, without imposing
limits on the length of the data.

Structured Systems Analysis and Design Methodology (SSADM):
The UK Government preferred method for software development.

Subject: Active entity that can make a request to perform an
operation on an object, e.g., a process or device acting on behalf
of a user, or in some cases actually the user. Equivalent to
Principal.
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Superzapping: The use of a ‘skeleton key’ access tool intentionally
built into some security systems to enable users who have 'locked
themselves out’ to recover control of their computers.

Switch: The entity that routes transactions for authorization from
the point of acquisition to the card issuer. See also Transaction
Router.

Symmetric Algorithm: An ailgorithm in which the key used for
encryption is identical to the key used for decryption. DES is the
best known symmetric encryption algorithm.

System: A state machine, i.e. a device that, given the current
state and inputs, yields a set of outputs and a new state. Less
abstractly, an interdependent collection of components that can
be considered as a unified whole system.

System Suspension: A logical access control feature which allows
users quickly to disable access to their machines on a temporary
basis.

-T- Tailgating: Action of following someone into a secure area,
thereby using their security authorization as a means of entry.

Tamper Resistance The property in data security equipment that
provides facilities for detecting attempts to tamper with the
equipment, and ensures that an appropriate response is made.

Tamper Resistant Module: Hardware which exhibits tamper
resistant properties.

Tampering: An intentionally caused event that results in
modification of the system and of its intended behavior.

Target of Evaluation (TOE): Claims about a TOE are made by the
developer of a security product, and tested during a security
evaluation process. See also Claims Language, and Security
Evaluation.

TEMPEST: The (NATO) codeword used to describe the radiation
of and countermeasures to usable data from VDUs and other
electrical equipment. TEMPEST standards are not published, but
are mandatory for many government and military computers.
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TEMPEST Attack: The installation of covert apparatus to intercept
TEMPEST emanations.

TEMPEST Testing: The testing of equipment to see if its
emanations are within the requirements of the TEMPEST standard.
The actual contents of the TEMPEST standard are classified.

Terminal: A device which consists of a VDU and keyboard. It
allows a user to interact with a computer.

Terminate and Stay Resident (TSR): A term used to describe an
MS-DOS programs which remains in memory after being
executed. A TSR can be reactivated either by a specific sequence
of keystrokes, or at some specific time, or by some specific signal
from an 1/O port.

Third Party Processor: A company, other than that with which the
State has contracted, that drives and maintains retailer POS
terminals, authorizes and processes transactions, and settles
retailer accounts.

Threat: The potential for exploitation of a vulnerability.

Threat Assessment: Evaluating all of the possible threats that can
be made against a computer system. See also Threat.

Time Bomb: A logic bomb set to trigger at a particular time.

Time-slotting: A logical access control feature which only permits
users access to a computer system during certain specified
periods.

Timeout: A logical access control feature which automatically
logs-off users of terminals which do not exhibit signs of activity
for a certain duration of time.

Token: A physical object, sometimes containing sophisticated
electronics, which is required to gain access to a system. Some
tokens contain a microprocessor, and are called intelligent tokens,
or smart cards.

Token-Ring: An IBM developed network which depends upon
passing a ‘token’ from one network node to the next.
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Total Access Communication System (TACS): A particular mobile
communications system specification.

Tranguillity Princinle: A rule of the Bell-l. aPadula model statina that ]
e "

the security level (classification) of an 'active’ object (i.e., one
which is being accessed) cannot change, as this could lead to
violations of the simple security or star properties.

Transaction Acquirer: An entity that drives terminals and terminal
systems for the purpose of electronic capture and routing of
transactions.

Transaction Audit Trail: Detailed record of a transaction from
origin to settlement.

Transaction Authorization: The process by which approvalis given
to permit a card or account to be used in a transaction on behalf
of the card issuer. An authorization begins as a request that
flows through the payment system between the retailer and card
issuer, who approves or denies the request. An authorization
approval from an issuer represents a promise to pay the retailer,
contingent upon compliance with the operating rules and
procedures for the transaction.

Transaction Key: A key distribution method that, using symmetric
encipherment, ensures that keys for protecting successive
transactions, for example in EFT/POS, are all different and are
very difficult to track forwards or backwards. See also
Backtracking and Forwardtracking.

Transaction Router: The entity that directs transactions from
acquirers to card issuers. It receives transactions from a front-end
processor and routes them to appropriate card issuers and other
regional and national networks for authorization. The transaction
router is responsible for single-point net settlement services (i.e.,
one net settlement total which includes both debit and credit
transactions) for each entity to which it is connected. See also
Switch.

Transistor/Transistor Logic (TTL): TTL is a family of integrated
circuit technology which uses + 5V to indicate one logic level and
OV to indicate the other logic level.
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Transport Layer: A layer of the OSI Reference Model concerned
with the achievement of the end-to-end quality of service required
by applications.

Transport Layer Security Protocol (TLSP): The Transport Layer
Security Protocol used by ISO.

Trapdoor: A hidden flaw in a system mechanism that can be
triggered to circumvent the system’s security.

Trigram: Three consecutive letters of the alphabet. It is a term
used in encryption. See also Bigram.

Trojan Horse: A computer program whose execution would result
in undesired side effects, generally unanticipated by the user. The
Trojan horse program may otherwise give the appearance of
providing normal functionality.

Trust: Belief that a system meets its specifications.

Trusted Computer Base (TCB): The TCB of a system is that part
of its hardware and software which is responsible for enforcing
the security policy of the system. The TCB must be small enough
to be systematically analyzable.

Trusted Computer System Evaluation Criteria (TCSEC): Also
known as the Orange Book, this is the NCSC developed, US
Department of Defense standard which defines assurance and
functionality criteria for a number of classes of operating system
product.

Trusted Guard: A guard that is trusted to enforce a particular
guard policy such as ensuring the flow of only unclassified data
from a system-high system, or ensuring no reverse flow of pest
programs from an untrusted system. See also Guard.

Trusted Network Interface Unit (TNIU): A trusted guard interfacing
to a network and attempting to ensure that only proper
communications traverse it. See also Guard.

Trusted Network Interpretation of the TCSEC (TNI; or Red Book):
This is an NCSC publication which interprets the Orange Book
criteria for application in the evaluation of networks of all types;
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from tightly-coupled multiprocessor systems, through LANs, up to
international wide area networks.

Trusted: Anything which is relied upon to uphold a security policy.

Trusted System: A system believed to enforce a given set of
attributes to a stated degree of assurance (confidence).

Trustworthiness: Assurance that a system deserves to be trusted.

Turing Test: A test which attempts to set down criteria to decide
whether a Computer program is exhibiting intelligence (in the
human sense of the word).

-U- Ultra High Frequency (UHF): Electromagnetic signals within the
frequency range 300MHz-3GHz.

Unauthorized Activity: Any action on a computer system made
unauthorized person, or an action made by an authorized person
outside preset limits. See also Authorization.

Unclassified but Sensitive (UBS): Information that has not been
classified by a particular Government, but is nevertheless subject
to distribution constraints.

Unicity Distance: The volume of ciphertext needed for unique
decipherment to be probable.

Uniform Assurance: Assurance derived from consideration of a
system as a whole. Contrasted with balanced assurance.

Uninterruptible Power Supply (UPS): A device which detects
mains failure and provides power from an internal battery supply
for a limited period.

United Kingdom Approved Products List: A list of TEMPEST
certified products.

UNIX: UNIX is a multi-user operating system, developed by AT&T.
Several versions of UNIX exist, which do not all achieve
compatibility with each other.
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Uploading: The process of transferring data from a remote
computer to a central host.

User Authentication: Determining that a user truly is authentic.
See also Authentication.

User Directed Access Control (UDAC): Access control in which
users (or subjects generally) may alter the access rights. Contrast
with administratively directed access control (ADAC). See
Discretionary Access Control (DAC).

-V- Very High Frequency (VHF): Electromagnetic signals within the
frequency range 30MHz-300MHz.

Very Large Scale Integration (VLSI): The broad description of the
integrated circuit technology which permits hundreds of
thousands of components to be fabricated at one time on a small
piece of semiconductor material (usually silicon).

Vesda: A smoke detection system using air sampling and analysis.

Vigenere Cipher: Polyalphabetic cipher named after the French
cryptographer Vigenere. It uses the encipherment ’‘Vigenere
~ square’ which consists of 26 by 26 letters arranged in alphabetic
order so that the first row starts with A, second row with B, etc.

Virus: Sometimes explicitly referred to as a computer virus, a
program which makes copies of itself in such a way as to ‘infect’
parts of the operating system and/or application programs. See
also Boot-sector Virus, and Parasitic Virus.

Visual Display Unit (VDU): A computer peripheral which displays
text and\or graphics on a television screen.

Volatile Memory: Integrated circuits which lose their content when
their normal power source is removed. RAM is the main type of
volatile memory.

Vulnerability: A weakness in a system that can be exploited to
violate the system’s intended behavior. There may be security,
integrity, availability, and other vulnerabilities. The act of
exploiting a vulnerability represents a threat, which has an
associated risk of exploitation.
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-W- Warm Standby: A warm standby is a system that is available for
use when another system fails, and requires only a short period of
time for it to be fully available. A warm standby must be tested
frequently to check its availability. See also Hot Standby.

Weak-key: An encipherment key which could weaken the security
of encipherment when used with a particular algorithm. A
semi-weak key has related properties, but the weaknesses
introduced are not as severe. See also Semiweak Key.

Wide Area Network (WAN): A set of computers that communicate
with each other over long distances.

Wire-tapping: The interception of telecommunications or computer
data.

Word Processor: A computer system which allows text to be
entered, edited, formatted and printed.

Workstation: An ill-defined term used to describe a powerful single
user, high performance, minicomputer or microcomputer, which
is used by individuals for tasks involving intensive processing,
perhaps CAD or simulation.

Worm Attack: Interference by a program that is acting beyond
normally expected behavior, perhaps exploiting security
vulnerabilities or causing denials of service. See also Worm.

Worm: A program that distributes multiple copies of itself within
a system or across a distributed system.

-X- XOR: An abbreviation of the logical operation known as
Exclusive-or. An exclusive-or function is defined as having the
value true when either of the input conditions (but not both) is
true. ,
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APPENDIX G: FNS HANDBOOK 901, ADVANCE PLANNING DOCUMENT (APD)
HANDBOOK - GUIDELINES FOR AUTOMATED DATA
PROCESSING (ADP) SYSTEM SECURITY

introduction
—  The following appendix contains Sections 3020 to 9029 of FNS

Handbook 901, Advance Planning Document (APD) Handbook,

which is a guide for ADP system development for states seeking
Federal Financial Participation for the development of the systems.
The included sections outline security requirements of ADP
systems.

9020 ADP SECURITY PROGRAM

State and local agencies are responsible for the security of all ADP
projects under development and operational systems involved in
the administration of FNS programs. State and local agencies shall
determine appropriate ADP security requirements based on
recognized industry standards or standard governing security of
Federal ADP systems and information processing.

State agencies shall implement and maintain a comprehensive
ADP Security Program for ADP systems and installations involved
in the administration of the FNS programs. ADP Security Programs
shall include:

A Implementation of appropriate security features as
determined using guidelines in this section;

B Establishment of a security plan and appropriate policies
and procedures as prescribed in paragraph 9021 of this
chapter; and

C Periodic risk analysis.

9021 ADP SECURITY PLAN

The ADP Security Plan summarizes information and addresses the
security of all ADP processing, including microcomputers, remote
terminals, mainframes, and word processing operations.
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A Purpose of ADP Security Plan---The purpose of the ADP
Security Plan is to:

1 Provide management an assessment of security
status, including future goals, training needs, and
scheduled actions;

2 Furnish guidance to newly appointed security
managers in administering the security program;

3 Measure progress in achieving targeted goals; and

4 Provide the Federal Government with a biennial
computer security status report.

B Content of ADP_Security Plan--The ADP Security Plan
should contain a discussion of audits, reviews, or
investigations performed and remedial actions taken; a
record of evaluation of sensitive applications systems and
the status of application certification and other
security-related programs; an account of participation in
risk analyses on external facilities; and contingency plan(s).

The ADP Security Plan should follow the outline of topics
as described below:

1 Scope - A brief description of the site, giving
location, configuration, operations, and processing
supported, and identification of ADP units covered
by the plan;

2 Definitions - An explanation of any terms which
might not be familiar to all readers;

3 Overall Security Assessment - A general discussion
of State policies and practices, addressing
assignment of security responsibilities, personnel
security clearance policies, audit reports, and
training. This section should also contain an
assessment of current-security and planned activities
for the next year; and

4 Appendices
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a Site plan and equipment schematic;

b List of sensitive application systems (obtain
the following information for each system):

(1) Date of last system evaluation;

(2) Date of last system certification or
recertification; and

(3) Date of next evaluation or recertification.

c Summary reports on risk analyses conducted;

d State contingency plan(s);

e Summary of microcomputer, terminal, and
Remote Job Entry (RJE) area security
review(s);

f Summary of training needs with action

schedule; and

g Other supportingdocuments (terminal security
rules, local security procedures, user
handbooks, etc.).

C ADP Policies and Procedures--ADP policies and procedures
included in the ADP Security Plan should address:

1 Physical security of ADP resources;

2 Equipment security to protect equipment from theft
and unauthorized use;

3 Software and data security;

4 Telecommunications security;

5 Personnel security;

6 Contingency plans to meet critical processing needs

in the event of short- or long-term interruption of
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service;
7 Emergency preparedness; and

8 Designation of a State agency ADP Security
Manager.

9022 PERIODIC RISK ANALYSES AND SECURITY REVIEWS

State agencies shall establish and maintain a program for
conducting periodic risk analyses to ensure that appropriate,
cost-effective safeguards are incorporated into new and existing
systems. In addition, risk analyses shall be performed whenever
significant system changes occur.

State agencies shall review the ADP system security of
installations involved in the administration of FNS programs on a
biennial basis. At a minimum, the reviews shall include an
evaluation of physical and data security, operating procedures,
and personnel practices. State agencies shall provide a written
summary of the State agency’s findings and determination of
compliance with these requirements to FNS upon completion of
the ADP System Security Review. The State agency shall include
an action pan with scheduled dates of milestones which, when
completed, will correct any security weaknesses.

9023 PHYSICAL SECURITY OF ADP RESQURCES

State agencies should identify critical ADP areas including the
computer room, data control and conversion area, data file storage
area, programmer’s area, forms storage area, maintenance area,
and mechanical equipment room, and then provide adequate
physical protection and access control. ADP sites should be
located out of highly visible, heavily trafficked areas. State
agencies should choose locations to take advantage of existing
physical security.

State agencies should protect against theft, vandalism, sabotage,
espionage, civil disorder and other forced intrusions with improved
lighting and intrusion detection systems, with physical barriers at
doors, windows, and other openings, and with guards as required.

State agencies should control access to critical areas and ADP
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facilities with conventional or electronic door locks; supervision by
guards or receptionists over movement of people and materials;
and administrative procedures (sign-in logs, identification cards or
badges, properly passes and shipping/receiving formsj.

The following should be addressed when considering the physical
security of ADP resources:

A Access Control: Procedures, Physical Barriers, and Security
Personnel Provided to Limit Access to Sensitive Areas

1

Determine if exposure to vandalism has been
evaluated;

Discuss history of vandalism at the installation;

Determine what access controls are in place at
building entrances (24-hours and weekends);

Discuss the around-the-clock watchman service for
the computer area;

Review photo badge system used for positive
identification of employees;

Determine which individuals are allowed to enter
each of the vital areas of the data center;

Observe and test requirement to wear badges in the
computer area;

Review the use of keys, cipher locks, badge readers,
or other security devices controlling access;

Test the procedures used to challenge improperly
identified visitors;

Review the procedures for controlling visitors and
tours of the computer area. Test the procedure;

Determine the procedure used to prevent an
individual from gaining access during off-shift hours
without the presence of a security guard or another
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employee. Test the system;

12 Discuss the policy concerning the publicity of the
computer room location; and

13 If access is via an electronically controlled system,
determine if it can be operated by standby battery
power or overridden by an accessible key.

B Construction and Building--Fire and water are the most
frequent contributors to extensive ADP damage, and should
be major considerations in construction design.

Fireproof computer sites in fireproof buildings provide the
best protection against fire. Fire warning devices and fire
fighting equipment should be installed. The types of floors
and ceilings should be determined.

Locked, minimum security doors provide the best protection
against undesired intrusion. Necessary protection against
theft, unauthorized use of the computer, and sabotage
during off-hours needs to be considered.

C Environmental Support--Every ADP facility is dependent on
support utilities such as electric power, air conditioning,
communications circuits, and water for its operation. The
ADP security planner should consider the probability of
occurrence and the effect of breakdowns, sabotage,
vandalism, and such accidents as fire, flooding, and the like
on these utilities. The planner can then relate the effects to
the needs of the ADP facility as established by the risk
analysis.

The objective of the environmental support component of
the physical protection program is to minimize detrimental
effects to the ADP equipment and data stored in various
media through the observation of sound practices for ADP
environmental support equipment operation. Some
environmental problems that may exist are: poor
temperature control and air distribution, high relative
humidity levels, and low relative humidity levels. The
control and maintenance of computer facilities at precise
levels of temperature and humidity are prime prerequisites
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D

for trouble-free operation. Deviations above or below the
vendor specifications for ADP equipment are likely to cause
malfunctions in system operations.

Protection/Exposure

1 Fire Exposure

Determine that the computer is housed in a
building which is fire resistant or
noncombustible;

Determine that the computer room is
separated from adjacent areas by
noncombustible, fire-resistant partitions,
walls, floors, and doors and is isolated from
hazardous occupancies;

Determine that raised floors and hung ceilings,
including support hardware, are
noncombustible;

Determine that floor coverings, furniture, and
window coverings are noncombustible;

Observe that paper and other supplies are
stored outside the computer area;

Observe that flammable or otherwise
dangerous substances and activities are
prohibited from the computer room and
adjacent areas;

Observe that smoking is prohibited in the
computer area (input/output room, computer
room, and tape library);

Review training in fire fighting techniques and
the assigning of individual responsibilities in
case of fire (training may be available from the
local fire department at no cost);

Determine the adequacy and readiness of

T —=.
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automatic fire extinguishing systems;

Observe that portable fire extinguishers are
placed strategically around the area with
location markers clearly visible;

Determine that emergency power shutdown
controls are easily accessible at points of exit;

Determine effect of emergency power
shutdown;

Determine if a shUt-down checklist is used;
Determine the location of smoke detectors;

Determine effect of activation of the smoke
detection equipment. Determine that smoke
detection equipment is tested on a regular
basis;

Review the fire drill schedule and procedures;

Determine that an adequate supply of fire
fighting water is available;

Review fire alarm system. Determine where
the alarm is sounded;

Determine how the fire alarm is activated;

Determine the rating given to the local fire
fighting force by the American Insurance
Association’s Standard Fire Defense Rating
Schedule and review the effect of this rating
on fire protection policies;

Inspect the supply of flammable materials
used in computer maintenance. It should be in
small quantities stored in approved containers;

Review procedure allowing emergency crews
to gain access to the installation without

e T e ]
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3

delay;

Determine that a floor panel lifter is available;
and

Review training, lectures, or assistance
offered free from the local fire department.

Air Conditioning

a Examine the air conditioning system for the
computer area;

b Determine if the duct linings and filters are
noncombustible;

c Observe the location of the compressor. It
should be remote from the computer room;

d Review the adequacy of the protection for the
cooling tower;

e Discuss the air conditioning backup capability;

f Examine the air intakes. They should be
covered with protective screening, located
above street level, and located so as to
prevent intake of pollutants or other debris;
and

g Examine methods for smoke removal.

Electricity

a Review the monitoring of line voltage. Is a
recording voltmeter used?;

b Determine if uninterrupted power supply units
and alternate power sources have been
investigated;

c Review emergency lighting system and

determine source of power and how it is
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activated; and

d Determine if maintenance of electric power
equipment is adequate.

4 Natural Disaster Exposure

a Determine if measures taken to protect
against natural disasters are adequate; and

b Determine if the building and equipment are
properly grounded for lightning protection.

E Water Damage Exposure--While it is true that the damage
resulting from operation of one or two sprinkler heads wiill
be minor and certainly preferable to the smoke and heat
damage of a major fire, flooding is quite a different matter.
The water may be contaminated with dirt, oil, or chemicals.
Buildings may be damaged or even destroyed. If an ADP
facility is located in a basement in a low-lying area,
disruptions from flooding are almost inevitable. Careful
planning for backup operation can greatly reduce the time
required to restore normal operations after an emergency.

1 Examine the building layout and estimate the
probable effect on operations from damage or
destruction of contents, interruption of electric
power and communications, lack of access to the
building, and the like. By relating these effects to the
risk analysis, floodrelated losses can be estimated as
a basis for cost justification of flood protection
measures;

2 In addition to the overall effect of natural flooding,
examine the flood damage potential from all causes;

3 Evaluate the location of the ADP facility within the
building. {The basement is potentially the least
desirable location);

4 Install sump pumps driven by gasoline motors for
emergency use;
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Determine if drains are equipped with backwater or
check valves to prevent backups;

6 If surface water flooding is a significant threat, a
rrimmiis nf anndbhamnns can bha bant am bhand.
-
{
4
7 Heavy-duty adhesive tape may be adequate to seal
low-lying exterior doors;
8 Inspect the ceiling above the ADP facility for
plumbing leak possibilities;
9 No pipes should be routed over ADP hardware areas;
if not possible, install easily accessible shut-off
valves;
10  Chilled or condenser water pipes which support air
conditioning units inside the ADP area should have
shut-off valves;
1 Major water lines should be instrumented to detect
abrupt loss of pressure;
12  Allholes in the floor slab over the ADP facility should
be plugged with cement or similar material;
13 Cables with connectors; at the ends only should be
highly water resistant;
14 Receptacle boxes should be raised up from the floor
and wiring enclosed in an unbroken rigid conduit;
15  Provide positive water drainage with floor drains;
16 Provide and use covers for ADP equipment (plastic
sheeting will suffice);
17 Determine if exterior windows and doors are
watertight; and
18 Determine what protection is available against

accumulated rainwater or leaks in rooftop cooling
towers.
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protected storage facilities to safeguard data against
possible permanent damage or destruction of records from
fire and water and to safeguard from intentional access to
key files by unauthorized personnel.

1 Review the classifications (A, B, C, etc.) for fire or
robbery;
2 Create a formal procedure for protected storage

(administration and review);

3 Clearly assign responsibilities for protected storage
procedures; and

4 Compare the protected storage procedures with the
overall Vital Records Program and the tape/disk
library procedures.

ADP Center Location - The objective of the center location
is to reduce the risk of hazards by selecting the best
physical location of the computer center. Natural disasters
should be considered when selecting an ADP center
location. Fire, flood, hurricanes, windstorm, and
earthquakes all tend to have the same basic effects on ADP
operations: physical destruction of the facility and its
contents and interruption of normal operations. They also
represent a threat to the life safety of the ADP staff. All
factors for evaluating exposure to these threats should be
considered.

In addition to the natural disasters, the location within the
building should be considered. The computer center should
be located away from flammable fluids, gas mains,
receiving docks, storage depots, stairwells, centers of
magnetic or radar activity, explosive manufacturing or
processing plants, flooding, water seepage, and overhead
pipes and away from public display.

Housekeeping Program

1 Determine method used to prevent accumulation of
trash in the computer area;
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2 Review schedule for cleaning equipment covers and
work surfaces;

3 Determine who is responsible for washing floors.
Review the schedule with them;

4 Review procedure for cleaning under raised floors.
Examine the area;

5 Determine where wastebaskets are dumped. To
reduce dust discharge, this should be done outside
the computer area;

6 Examine carpeting and floor wax; they should be
antistatic;

7 Discuss policy on eating in the computer room;

8 Determine whether or not low fire hazard waste

containers are used. Observe for proper use;
9 Discuss smoking in the computer room; and

10 Determine by observation that the maintenance areas
are kept clean and orderly.

| Other Facilities Considerations

1 Determine that security and operations personnel
have been briefed on how to react to civil
disturbances;

2 Determine that personnel know how to handle
telephoned bomb threats; and

3 Review and evaluate liaison program with local law
enforcement agencies.

J ipment Security to Protec uipment from Theft and
Unauthorized Use--Facilities should provide adequate
protection for ADP equipment against theft and
unauthorized use and monitor these safeguards on a regular
basis:
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1 Maintain an inventory of all ADP equipment with
serial numbers and locations. This list should be
updated on a routine basis;

2 Install locked doors or security cables for all ADP
equipment (mainframes, minicomputers,
microcomputers, printers, etc.) especially in an
open-access area;

3 Install surge protectors to prevent electrical
fluctuations;

4 Provide covers or plastic sheets to protect from
water damage;

5 Locate equipment in a limited access building/room
area;
6 Maintain a proper equipment maintenance or

preventive maintenance schedule;

7 Ensure that computer facility and storage area for
tapes and disk are clean and neat; and

8 Prevent food, drinks, and smoking from areas
adjacent to equipment.

9024 SOFTWARE AND DATA SECURITY

State agencies should provide adequate measures for the
protection of data, operating systems, data communications
routines, software security routines, application systems, recorded
information, programs and all other software and data files which,
are vital to the operational capability of the facility.

The following should be addressed when considering software and
data security:

A Establish controls to prevent unauthorized persons from
reading from and/or writing into programs and data files;

B Disseminate telephone numbers and remote access
procedures on a need-to-know basis;
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C Protect systems access keys (logon IDs, passwords, etc.);
D Assign systems access keys to individuals only;

E Limit the number of people who have access;

F Make periodic changes in access keys and immediately
change if a compromise has occurred or is thought to have
occurred;

G Provide safes/vaults for storage;

H Protect against fires, floods, water, environmental hazards;

I Protect data while transporting from one location to
another;

J Protect sensitive data by use of file-level passwords,
read/write locks, and/or encryption;

K Develop recovery procedures for data bases;

L Establish controls to monitor the movement of portable
equipment;

M Make arrangements for taking software off-site with the
security manager;

N Protect user manuals containing explicit information, such
as mnemonic codes for interpreting data;

0 Establish controis to record and monitor the movement of
sensitive information, documents, cards, tapes, and disk
files within the ADP facility and data communications
network;

P Maintain logs to record the location of files and equipment
which have been removed from the ADP facility;

Q Store duplicate copies of critical data files, systems

software, production programs, run instructions, and
complete current documentation at a separate storage
facility, remote from the primary site;
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Destroy all output showing any keys for access to
computer systems or handle as if the output were a file of
sensitive data;

Protect all sensitive computer output;

Use the same physical safeguards as used for physical
security;

Create access control measures, to protect from
unauthorized access;

Provide data protection using these approaches:

1 Administrative controls (establishing
policies/procedures);

2 Processing controls (establish operating procedures);
3 Systems controls (internal control techniques);
4 Special software additions (security software

packages); and

5 Technical controls (mostly for advanced online
systems).

Develop a program to train operators for various operating
assignments and to provide adequate backup personnel
when required;

Make operations manuals covering all aspects of ADP
operations available. Manuals should specify emergency
procedures;

For each major data base there should be written
procedures available covering all aspects of restart and
recovery;

Under no circumstances should a user be allowed to obtain
a systems memory dump; i.e., a dump of other than the
user assigned memory area;

e ———
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AA Establish controls to prevent unauthorized access to or loss
of magnetic tapes or fixed or floppy disks;

BB Maintain a tape and disk library system to include a record
of age, usage, cleaning, owner, and level of data security;

CC Mark each magnetic tape with a serial number;

DD Identify all tape and portable disk files with an external
label. Labels should not indicate the contents of the file;

EE Provide a means for sanitizing tape and disk devices
containing sensitive data. This includes software for
overwriting or equipment for degaussing; and

FF Provide secure bins for computer output.
9025 TELECOMMUNICATIONS SECURITY

Telecommunications operations are vulnerable to errors. There are
inherent possibilities for misrouting, garbling, or losing data
processed in the communications environment. State agencies
should protect, to the maximum extent possible, the security and
integrity of all data transmitted. The following guidelines address
this problem in a general way, more specific measures should be
applied if security can be improved by their use.

Available safeguards should be used, realizing that use of
telecommunications increases vulnerability. Encrypting sensitive
data might be considered. If encryption/decryption techniques are
employed, the following standards apply:

A Code books required for encryption and decryption will be
locked up when not in use and protected from unauthorized
use or possession at all times and encryption keys afforded
maximum protection;

B Secure behind locked doors all crossbar switches, patch
panels, or other such control points for communications
lines, with access granted only to authorized personnel;

C If the system permits, use a resident program to interrogate
and record the IDs of terminals logged on for extended
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periods of inactivity. Facility managers should consider
automatic disconnection of terminals inactive for a specified
period;

D Develop written restart procedures for use in the event of
service interruptions and for restarting one line or the entire
system; include procedures for immediate or delayed
restart; and

E Provide a software routine to log all transmission errors and
retransmissions. Analyze the data for meaningful patterns.
Report irregular conditions to the Security Manager.
9026 PERSONNEL SECURITY
The following should be considered regarding personnel security

A Organization

1 Review organization chart and related job
responsibilities;

2 Determine that critical functions are separated;

3 Discuss computer security with department
management;

4 Determine who is responsible for managing computer

security activities;

5 Review policy for computer security, and

6 Evaluate the relationship between computer center
and in-house service departments, local agencies, or
outside consultants in each of the following:

a Site engineering and facilities support;

b Site or building security (fire protection,
watchman, and courier services);

c Vital records management;

e ———
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d Legal staff;

e Personnel; and
f Auditor (system design, and policy and
procedures).

Personnel

1 Determine policy on performing background checks
of new employees for sensitive positions;

2 Determine policy on rechecking employees
periodically;

3 Review cross-training of employees. Determine
whether all jobs have adequate backup;

4 Discuss the problems of disgruntled employees.
Determine how management is informed and what
procedures are followed;

5 Review and evaluate policies for containment or
immediate dismissal of employees who may
constitute a threat to the installation;

6 Determine that the department has a continuing
personnel education program in computer security;

7 Brief/debrief employees on the security program and

state practices:

a Upon termination of employment, require
personnel to turn in to the security manager
all identification cards, keys, programs, data
files, etc., in their possession;

b Interview and stress to each terminated
employee their continuing responsibility to
maintain the privacy and confidentiality of
State data;

c Security clearances should be terminated, if
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not otherwise required;

d Employees should be notified of terminated
employees and ensure that data files and
programs used or maintained by the
terminated employee have been turned over to
someone else;

e Change all passwords, or other means of
accessing files or other computer resources,
known by the terminated employee; and

f Brief/debrief contractor personnel in a similar
manner as employees.

8 Furnish annual security training to all employees with
ADP responsibilities. At a minimum, training should
consist of a reminder of responsibilities;

9 Impose penalties for willful disregard of security or
gross carelessness in handling equipment or
information. Penalties can range from a formal letter
of reprimand to dismissal; and -

10 Develop guidance for employees on proper and
ethical behavior and define sanctions which may be
invoked for violation.

9027 CONTINGENCY PLANS TO MEET CRITICAL PROCESSING NEEDS

IN THE EVENT OF SHORT- OR LONG-TERM INTERRUPTIONS OF
SERVICE

States should compile a set of backup plans which accommodate
the expected range of emergency events requiring backup

* operation. The objective of such contingency plans is to protect
users of the ADP facility against unacceptable loss.

A Contingency Plan Description--Performance specifications,
operation instructions, and technical requirements (system
hardware and software, program and data files, and
preprinted forms) for each emergency operation should be
documented.
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Documents prepared for acquisition of ADP equipment and
services should contain contingency requirements if
contingency plans require special features or services for
that purpose.

States are responsible for maintaining their application
programs and data files as current; identifying and
establishing the priority of critical jobs and protecting data.
The criticality of jobs should be determined by evaluating
the expected impact of processing degradation upon the
State mission.

States should select and periodically use an emergency
backup off-site ADP facility and participate in establishing
their security program. As part of the process, States
should provide protection for their source documents, input
and output data, and programs while using the off-site
facility and while in transit.

Procedures should be established to assure that current
copies of needed backup materials are retained at a secure
off-site location, adequate time is available from compatible
off-site ADP facilities, and backup personnel will be
available if needed.

Plans for reconstruction of the ADP facility following
destruction should include specifications of: floor space
(quantity, live-load rating, location, etc. by functional use);
partitions, electric power service, air conditioning,
communications, security, fire safety, etc.; and ADP
hardware, office equipment, and supplies.

States should coordinate ADP emergency plans for fire,
flood, civil disorders, etc., with the Facility Self-Protection
Plan to ensure life safety, limit damage, minimize disruption
to ADP operations, and expedite repair.

An effective contingency plan for emergency situations is
probably the best insurance an ADP manager or user can
have. The thorough planner should address all aspects of
the following tasks which are pertinent to operations:

1 Maintaining adequate materials at the backup or
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alternate site. These include current data, programs,
run books, documentation, and support supplies;

2 Handling the immediate emergency (fire-fighting,
building evacuation, etc.);

3 Maintaining liaison between facility management and
users;

4 Moving people, data, and support supplies to the
previously designated alternate site(s);

5 Processing at the alternate site(s);
6 Restoring the damaged facility or relocating it; and
7 Returning to the primary site in an orderly manner.

States should give specific attention to any loss of
processing capability which presents a serious problem to
the State.

States should identify those applications which must be run
immediately and/or continuously, those which can be
delayed, and those which can be postponed indefinitely or
done in another manner.

States using commercial computer services should also
take the actions necessary to assure that backup of off-site
storage is adequate. Assume, when developing the
contingency plan, that the worst-case emergency would
limit the State’s resources to materials stored off-site.
These materials: data, documentation, programs, run
books, and support supplies must be kept as complete and
current at the backup or alternate site as good judgment
dictates.

If processing is done at sites other than State locations,
specific agreement(s) between the State and alternate
processing site{(s) should be executed by the State.
Minicomputer and microcomputer facilities which plan
reciprocal backup should perform careful workload,
compatibility, and telecommunications analyses. The
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combined workload a facility could carry must be defined.

B Contingency Plan Consideration--Items related to backup
and recovery that States should consider include:

1 Data and Program Backup

a Determine where critical duplicate files are
stored;
b Review procedures for identifying critical files

and their retention periods;
c Review the current inventory of critical files;

d Determine that programs are stored in low fire
hazard containers;

e Test the ease and accuracy of the file backup
system by performing a dry run. Determine if
the department holds a dry run periodically;

f Determine how backup files are created; and
g Review write-ups of backup and recovery
procedures.

2 Backup Facilities

a Review plans for a backup computer.
Determine where the installation is located,
contractual agreements in effect, periodic
testing, and working relationships;

b Evaluate implementation plan for backup
installation. This plan should be reviewed and
tested periodically;

c Determine that spare parts are available;

d Evaluate physical security of data files and
other sensitive material stored at the backup
facility, and
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e Evaluate provisions for security during
emergency operation at the backup facility.

3 Written Contingency Plan

a Evaluate written plan determining that all
significant items are covered;

b Determine who is responsible for each
functional area covered by the plan;

c Review and evaluate the detailed notification
procedure for implementation of the plan;

d Review criteria for determining extent of
disruption;

e Determine responsibility for retaining source
documents and data files for each application;
and

f Review contingency training programs for

ADP personnel.

4 Magnetic Tapes and Disks

a Accountability

(1) Determine that the tape and disk
accountability procedures cover
frequency of use and authorized users;

(2) Determine authorization procedures for
removing tapes or disks from the vault
and/or computer center; and

(3) Determine how the location of

individual tapes or disks is accounted
for.

b Housekeeping and Storage

(1)  Review and evaluate the filing systems
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(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

(10}

(11)

for magnetic tapes and disks;

Review the schedule for cieaning tapes
and disks;

Observe that tapes are kept in their
containers except when used;

Determine how often tape containers
are cleaned;

Determine how often tape heads are
cleaned;

Review policy for periodic sample
testing of tapes for dropouts;

Determine that frayed leader is removed
and discarded regularly;

Determine that storage vaults are
designed to adequately protect tapes
and disk packs;

Determine whether magnet detectors
are or should be used;

Determine whether adequate protection
of in-transit tapes and disks is provided;
and

Review the tape and disk rehabilitation
or recertification program including
backup media.

9028 EMERGENCY PREPAREDNESS

States should develop procedures for handling emergency
conditions in the aftermath of a catastrophe or major threat, to
protect personnel, minimize damage to the ADP facility, and
reduce the magnitude of service interruption.

These procedures apply to conditions before or shortly after a

EFT Security Assessment page G-25

and Implications for EBT
Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Appendix G

D E—————— e —————]

serious catastrophe and are meant to take care of unusual
emergency conditions. They are temporary in nature.

A

Emergency Plan and Procedures - The emergency plan and
procedures should at least contain the following items, with

a complete set of instructions:

1

Guidelines that will help management determine if
backup operation is required;

Notification--Include here functional titles, locations,
telephone numbers, and information to be conveyed.
This should include a list of coordinators responsible
for centralization and dissemination of information
during an emergency. The persons to be notified may
depend on the type of emergency;

ADP Facility Staff to be notified;

Off-site location(s) to be utilized:

a Supporting agencies (transportation, housing,
temporary personnel, communications, etc.);
and

b User representatives.

Summary description of tasks to be performed,
off-site facility, operating schedule, tasks which will
not be performed, etc. (prioritize and postpone the
less urgent tasks);

Designation of evacuation routes (primary and
secondary);

.

7Descr'ip’t'§5ns of '6pér3t}on, particularly departures

from normal;

ADP hardware configuration and daily run time
requirements;

Program and data files, preprinted forms and other
special materials, and run books, etc., required and
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security program. Security Managers should be used as
coordinators and consultants. Deputy Security Managers may be
appointed to assure proper coverage. Specific responsibilities of
the security manager will differ depending on the mission of the
unit. Specific duties may be assigned to personnel other than the
designated Security Manager, but all tasks should be performed
by qualified individuals. The following functions should be
considered, as necessary.

A Advise management on policies and procedures to ensure
data and system integrity, employee access to sensitive
data, personnel security clearances of individuals, and
proper operational control of the flow of sensitive data
through the organization;

B Manage hardware, software, and data access mechanisms
and authorizations;

C Assist the designated official responsible for meeting the
requirements of the Privacy Act of 1974;

D Develop the ADP Security Plan(s) with the assistance of the
Deputy Security Managers;

E Monitor and test for vulnerability of security safeguards at
irregular intervals, at least once a year;

F Participate in risk analyses;

G Assist in developing security requirements for acquisition of
hardware/software/services and in testing security after
installation; developing site preparation plans to assure
inclusion of adequate security and safety provisions; the
application system evaluation and certification process; and
the internal or external audits and physical inspections;

H Monitor remedial measures to correct deficiencies identified
in audits or inspections;

i Coordinate or conduct all other systems security activities,
including Deputy and Backup Security Managers training,
security awareness training, employees and contractors
briefing/debriefing, and facility security reviews;

EFT Security Assessment page G-28
and Implications for EBT

Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Appendix G

Maintain records of security problems and violations. If the
capability to produce automated access violation reports
exists, listings will be produced and analyzed. Significant
violations and actions taken will be recorded and forwarded
to the appropriate official;

Investigate system security breaches of any type and
recommend emergency procedures deemed necessary.
Report serious or potentially serious breaches immediately;

Report to management at least annually, when the facility
security plan is prepared, or as a need dictates:

1 Security program status;
2 Actions required to improve security; and
3 Security training needs.

Security Managers should inform all users or personnel of
ADP facilities, at all organizational levels, of their
responsibility to:

1 Protect ADP assets and data from theft, fraud,
misuse, loss, or unauthorized modification;

2 Access or attempt to access only the data or
resources specifically authorized. When granting
access to another, the owner should limit the type
and duration of access to the minimum necessary;

3 Maintain confidentiality of data, including, but not
restricted to, private, trade secret, financial,
proprietary, and market-sensitive information. If
users have not been informed of the sensitivity of
data and processing, they should ask management
for clarification;

4 Report promptly to proper authorities any violations
of security or observed irregularities;

5 Protect telephone numbers, passwords, and all other
system access keys against unauthorized disclosure;
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change passwords frequently; use passwords which
give no clue to names, content of data, or systems
being protected; and protect input/output data from
casual inspection or unauthorized retrieval;

Recognize deviations from expected processing
results or significant variations in input data. To this
end, users should be aware of pertinent internal
controls in their programs;

Practice good housekeeping with all electronic
equipment;

Assure remote equipment logoff procedures are

followed and that all data and equipment are
secured; and

if the required level of security is not available to the
user, then the user must inform the security manager
of this fact and in the meantime take action to
compensate for the deficiency by other means.

S —
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APPENDIX H: ANALYSIS OF TRANSACTION STORE AND FORWARD

Introduction

The following appendix presents the results of a supplemental
analysis of a potential alternative to manual transactions. It is
based on interviews of knowledgeable representatives from the
following organizations:

Concord/EFS Plourde Computer Services
Deluxe Data Systems VeriFone, Incorporated
MAC Network Fiesta Mart

PULSE EFT Association Food 4 Less, Inc.

Grocer’s Supply Giant Food

International Verifact, Inc. Safeway, Inc.

MicroTrax, Inc.

The ability of a retailer to "store” an on-line debit transaction
during a period of system downtime and "forward" that
transaction onto the host for processing is dependent on four
components of the on-line debit transaction process:

. the terminal;
L the in-store processor;
L the retailer;

] the EFT switch.

The Terminal

— A survey of the major manufacturers of point-of-sale terminals
revealed that most terminals have the capacity to store
transactions and forward them at a later date for processing. Two
factors influence the degree to which the terminals can perform
this function: the amount of memory in the terminal {which can
range from 16k to 256k and up) and the size of the message to
be stored. For example, a terminal may be able to store far more
food purchase transactions than medical insurance company
transactions, which require detailed information on the patient and
type of services rendered.
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An official at VeriFone stated that store and forward generally
only occurs in large retail establishments; these stores tend to
have fully or partially integrated systems which send transactions
through a central in-store processor and onto the network switch.
In these instances, the stored transactions are held at the
processor rather than at the terminal level.

Some stand-alone systems (and partially integrated systems using
a "master" terminal to control a series of "slave” terminals
connected via a local area network) do, however, allow for store
and forward; a major manufacturer of electronic payment system
software indicated that half of their customers purchasing
software for stand-alone terminals request the store and forward
feature. In these systems, the encrypted PIN is be stored in the
terminal’s RAM; a battery backup would guard against transaction
loss due to power outage. An obvious security shortcoming of
this arrangement is that a skilled "hacker" would be able to
penetrate the storage medium (in this case, the RAM) and either
alter or destroy the transaction. None of the retailers, terminal
manufacturers, and software manufacturers contacted indicated
that any additional security steps were taken to guard against
tampering with stored transactions.

For larger electronic payment systems storing transactions at the
in-store processor level, no additional security is incorporated (or
necessary) in the terminals themselves to support store and
forward transactions other than the standard DES encryption of
the PIN at the PIN pad.

The In-store Processor

As mentioned above, in most large retail establishments allowing
for store and forward of transactions, it is at the in-store
processor, rather than at the terminal where transactions taken
off-line (store and forward) reside. It is assumed that most in-
store processors have the memory to store a virtually unlimited
number of transactions for future processing. Therefore, a
discussion of store and forward transactions with regard to the in-
store processor focuses on the applications used to support the
electronic payments system and the hardware running the
applications.

R S A R ——
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Two major electronic payments system software manufacturers
were contacted to inquire about any additional security features
that might be installed on electronic payment systems allowing for
store and forward. They indicated that aside from the PIN
encryption performed at the PIN pad, there is no additional
security afforded to transactions taken off-line and stored at the
in-store processor. Both vendors said that the whole transaction
would be stored in a format that might be initially unintelligible
(such as a proprietary or a computer language-based message
format) to a perpetrator, but no additional message encryption or
MACing is used. They did mention, however, that all systems
that their companies sell feature requirements for user IDs,
passwords, and definition of levels of access. Aside from these
general security safeguards, however, no additional measures are
taken.

The Retailer

—_— The retailer must make the decision to accept transactions when
a segment of the EFT infrastructure is inoperable, as the retailer
assumes liability for any loss due to fraudulent transactions. If
the retailer decides to accept transactions off-line, he may impose
a dollar limit on the amount of transactions as a means of limiting
potential losses. Some retailers began with a $50 limit on off-line
purchases; however, due to the high percentage of approvals of
store and forward transactions, many have raised this limit. In
fact, Safeway stores impose no limit on customer purchasesin an
off-line environment; Food 4 Less, Inc. (which operates Alpha
Beta and Food 4 Less stores in the west) has a $200 limit on cash
back in store and forward situations.

Despite the high probability of success of obtaining approval for
a transaction taken off-line (Food 4 Less reports a 2% loss rate'),
many of the retailers surveyed do not accept off-line transactions
(see the Giant example below). This is primarily due to the liability
issue. Grocer’s Supply, a large wholesaler/EPS provider in the

' Food 4 Less has a "good faith" agreement with card issuing banks whereby Food
4 Less can receive payment for off-line transactions that are accompanied by an
incorrectly entered PIN. This is made possible by the capturing of the customer’s
signature on a special receipt that is generated by the ECR system in an off-line
transaction environment.
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Houston area whose customers include Fiesta Mart, Gerland’s,
Rice Foods, Foodarama, and Sellers Brothers actually encourages
retailers not to take off-line transactions.

Security of stored transactions at the retailer level is dependent on
the level of security on the in-store processor (access controls,
encrypting of transactions). This is discussed in the previous (and
following) section.

The Network Switch

All network switches contacted allow for the passing of store and
forward transactions; differences arose with respect to the
representation of rejected transactions and the message format
required for store and forward transactions.

The main difference among message formats was the requirement
of the encrypted PIN to be passed along with the remainder of the
transaction. For example, STAR System’s EXPLORE network in
California and the MAC network in the Mid-Atlantic/Midwest
region require a PIN to be passed with the transaction; the MOST
network (with Deluxe as transaction processor) does not. This
becomes an issue to retailers when selecting a message format
with which to send stored transactions to the card issuer for
reimbursement. Giant has one store in its chain which accepts
both the MAC and MOST cards (the remainder accept MOST
only). This location cannot take transactions off-line because the
message format for stored and forwarded transactions required by
MAC (PIN required) is not compatible to that required by
MOST/Deluxe (PIN not required).

With regard to the representation of transactions, the several
networks contacted varied in their policies. The MAC network
allows for the representation of rejected transactions for up to 14
days provided that the rejection is due to insufficient funds in the
customer’s account. Rejections resulting from closed accounts,
incorrect PINs, or "statused" cards are not allowed to be
represented. The PULSE network allows for one representation
per day for ten business days after the initial transaction was
sent.

Most networks provide no additional security for store and
forward transactions; this is understandable since the network
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bears no liability for funds loss due to the rejection of a
transaction taken off-line. One exception is the PULSE network,
which goes as far as to set requirements for retailers regarding
how transactions taken off-line must be stored prior to their
introduction to the EFT system. Puise requires that transactions
be stored on secure hardware (such as an Atalla box) that has a
"negligible probability of being penetrated”. This requirement is
in addition to the requisite DES encryption of the PIN at the PIN
pad.

Since the network switch bears no liability for invalid store and
forward transactions, their role in the security of transactions
taken off-line can only be expected to meet their security
standards for processing real-time transactions. Attention must
be placed on protection of the transaction from tampering while
at the processing facility. The physical security of processing
equipment must be ensured; adequate access controls must be in
place to guard against unauthorized system access; and
employee’s functions must be strictly segregated.

Security of Store
and Forward
Transactions and EBT

Storing and forwarding of off-line EBT transactions is allowed
under current FNS EBT regulations, with the requirement that an
authorization for the transaction be obtained by telephone from
the EBT processor. If this authorization is not received, then
representation of rejected transactions cannot occur.

One current EBT demonstration, the Albuquerque, New Mexico
pilot, allows retailers to store and forward off-line transactions.
A paper process exists for manual transactions only in special
cases such as milk route vendors and farmer's markets, who
might not have access to the existing telecommunications
infrastructure. The store and forward capability is facilitated by
the Hypercom terminals used by the system, which have adequate
memory to allow stand-beside configurations to accept
transactions and store them off-line. In configuration, however,
the retailer must telephone an audio response unit (ARU) and
obtain a six-digit authorization code. This six-digit code is then
entered into the terminal along with the client card number (from

EFT Security Assessment page H-5
and Implications for EBT

Contract No. 53-3198-1-020



Table of Contents

This document contains information of a sensitive nature. Appendix H
- .

card swipe) and PIN. The retailer also assumes responsibility for
identification of the cardholder.

The above described procedure applies to situations when some
element of the EBT system other than the access device (i.e.
telecommunications lines, in-store processor, host computer) is
inoperable. The Albuquerque project also allows for the initiation
of EBT transactions when the client’s card is not working. Again,
a six-digit authorization code must be obtained, and the retailer
must verify the client’s identification. The client’s card number is
then manually entered along with the PIN. This obviously opens
up the opportunity for fraud if the cashier is engaging ins
"shoulder shopping” of the client’s PIN.

The Maryland EBT project does not allow retailers the store and
forward option; a manual transaction procedure is used.

The preceding analysis of existing procedures and safeguards for
the storage of transactions taken off-line would suggest that the
store and forward of EBT transactions would not be
recommended. The major security weakness occurs at the point
of storage; whether it be a POS terminal (in the case of a stand
alone or partially integrated system) or at the in-store processor
(with a fully integrated system). At this point, transactions are
stored in a less than secure environment, with no additional
encryption accompanying the DES encryption of the PIN. The
requirement of the PULSE EFT network for a "secure hardware
storage"” is a good initial step; this practice, however, is far from
an industry standard.
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